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Abstract DNS amplification attack has become a popular form of the attacks of the
Distributed Denial of Service (DDoS) in recent years. In DNS amplification attacks, the
attackers utilize spoofed source IP addresses and open recursive DNS servers to perform
the bandwidth consumption attacks. A large amount of responses are generated and
they are sent to the targets after the attackers send only a little of DNS requests. Various
methods have been proposed for detecting the DNS amplification attacks. However,
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almost of them have to determine parameters in advance, which is not easy for many

cases. In this study, we propose a behavior-based method for detecting DNS amplification

attacks and its performance is verified by experiments.
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