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Abstract Paillier and Vergnaud showed the impossibility of proving the security of the Fiat-
Shamir(FS) type signatures in the random oracle model. Fischlin and Fleischhacker showed
the similar results in the non-programmable random oracle model (NPROM). In this paper, we
construct an enhanced variant of the FS transformation, and propose a signatures which can be
proven to be tightly secure in the NPROM by adopting the new transformation. To construct
our transformation, we employ the dual-mode commitment which is introduced by Catalano and
Visconti. Our signature is based on the signature given by Katz and Wang (KW signature).
By applying the new transformation to the ID scheme corresponding to the KW signature, we
obtains a tightly secure signature from the DDH assumption in the NPROM.

1 0000 0000000 Schnorr 00 [23]0 GQOO
6|0 00000000. FSOOOUOoooo

Fiat-Shamir(FS)0 0 [8] 0 IDODDOOOD  5ppQ,| pointcheval, Stern [22] 0, 0000

000ooooooooooog,0ooon FS

— 584 —



IDOODODOOODOO0OO0OO0OOOOoOOoOooOn
goooooooo,gogobooooboooo
(ROM) 000000 Oooooooooooo
000 (EUF-CMA)ODOOOOOOOOOO.
Abdalla, An, Bellare, Namprempre [1] 0 O O
ddoooog, FSooog rROMOOOOd
EUF-CMAOOOOOO,0000IDDOOO
O000000O00boooooooO (imp-palO
0)0o0o000o0oo0oooooooog.

00000 tight 000000 ODOOOO
googbobooooooouo 1oooa.
rFSOOoOOoOdoOo,00bo0noooooon
000000000000 (13,21, 24]. OO
O,00000 rFSOO00OOODOOODOOOOd
tight 00 00O 0O0ODODOO0OO0O000O0O0O0O0O
O.00000000000D000000DOO
00000000000 (23,6, 11, 12, 21, 25],
rFSOo0odooDooOoo0dooooooDooon
Otight 000000000000O0O0OO. O
O00,00000000000. Micali, Reyzin
[18]0,IDO0O00O0OO tight OO OODODO
O0000ooooooooooooo. ooo
od0o,00bodoooo Iibobodooon
00000000,004 Schnorr IDOODOO
0000. Katz, Wang [14) O, DDHO OO O
tight 0000000000 FSOOO (KWO
0)000o00.KwWwoOOOoooooooooo
0, Abdalla, Fouque, Lyubashevsky, Tibouchi
OlossyIDOOOOOOODOOONO, lossyID O
0000 tght DODOOODDODOOODODOOO
gooooooono. oo, oboooooo
ORrROMOOOOOODODOOO.

0o 1ggoooooooooboooooa
ooooooboooo. FSOo0ooood
goodbobooooooooooooog.
Paillier, Vergnaud [21] O Schnorr 0 O O EUF-
CMAOOOO DLOOODODOODOOOO
0O,0M-DLO0O 4000000. 00000
0CQUOO00O00D000. 00, Bellare,
Shoup[5] O two-tier 000000000, con-
current attack 0 0000 (ss-cal 0)0 IDO
Ooood two-tier 000D O0QOOoOoOooAa.
0o0doooooooood two-tierdddOd

go0o,0b0000obobooooooooog,
gagooooboobooodd.
O000,FSO00000000DOD tight
0000000000, 00o0o0o. 21100
oo0, FSOO000o0bO0oooobooon
0oobooooooooooob. oog, Fis-
chlin, Fleischhacker[9)0 00000 00O non-
programmable random oracle model(NPROM)
0000000000000, NPROM [10, 20]
O,000000000 ROMODOOOO0O
dddooooouoo,bobbooboboo
0O000o00O00obOooOooooo,ROMODO
O0ooooooo. 900, Schnorr 0O O,
NPROM 0O O single-instance 1 0 0 O O DL O
000000000000DOO000 OM-DLO
goooooooo.bbooooo,oooon
OO0 FSOOOODODOODOO,000 NPROM
goooboooboobooobooobooooo.
O000,000000000 (tightD)OOOQOO
O00O00oO0oOO0,FSO0000OO0DOonon
oo0o0ogooo.ooo,FSoooooooo,
gbogooboboooobooobogooo,
gogoooooboboboboooboobooo. oo
g, 0o0oooooooooobbbobobbon
o0o,00000000 NPROMOOOOODO
00000 rFSO0OO0O0ODO0OO.

1.1 00

0000, NPROMOO tight 000000
0oooboobo,FrSOo0booboooooa.
0000000, dualmoded 0 O00OOOONO
O000d. dual-mode0 00000000 Catalano,
Visconti [7]0 0000000, CRSODDODO
O0d,CRSO0OO0O0O0ODOO0ODOO 20000
O000o0o0ooO0.0000ooooooo
O00,00000000 perfectly binding O O
O, 0000o0nooog, ogooooood
O00D00000D0ODO0o00ooooooon.
Lindell [17]0, 00 dualmode 0000000
O0do0Od,NPROMOO XODOODOODOO
O00ooooooooooooon.

000 dualmode OO OO OOOOOOO,
FSOoOOooOoOOo,00000000000n

— 585 —



The EF-CMA game of the signature & between a challenger C and a forger F

Init: CO (pk,sk) «+ KGen(1*)DODO0O, pk0 FOOO.

Sign: FOOOO m;000,CO (pk,m;) 000000 o;0000000O.

Challenge: F O (m*,c*)0000000,CO m* ¢ {m;};, AVer(pk,m*,c*)=1000000

gi1ggoog.

0O 1: EF-CMAOOOO0OO0

NPROM OO tight 000000000000
0000000. 0000 Katz, Wang[14] O
0000 (KWOO)0O000O00O0. KWO
00 ROMOO DDHOO OO tight 0000
00000000000, 0000IDOOO
0000 KWIDOOOOOOFSOOOO0O00
00000. FSOOO dualmode 00000
0000000,000KWIDOOOOOOO
00000, NPROMOO DDHOOOO tight
00000000000000O00000.

2 0d

000000000000000000. A
00000000.zeyDO,2000 DOO
0000000000000000. 2:=y0,
+0y000000000000000000.
000000 A0000,y«+ A()000 2
000y0000000000. 400000
000000000, A(x)000200000
00000000000.000,000 AO
0000000.00,y+ A(z;r)00000
000000 -000000000000.
00 v(k)00000000,000000p
000000k O0000,000k>k 00
00 v(k) <1/pwk)0D000DO0O0O0O. negl™
00000000000000000000.
0oooo0o0O0000000o00.
X0yOooopoooooooo, X =
{Xi},0Y={Y;}, 000 D, 0000000
0000 X, Y,00000. x0y00000
000000000,00000000000
(PPT)OD0 ADDOO, |PrlA(1F, X;) =1] -
PrlA(1%,Y;) =1]| = negl(k) 0000000

O00. XO0YOOOOOOO AX,)Y) =
1723 cp|Pr[X =v] —Pr[Y =9]|0D000D0.

00 1(19) XO0YDOOO pOOOOOO
00,RO00, f:D—ROODOOOO0. OO
00, A(f(X), f(Y) <AX,Y)OOOOO.

2.1 00O

000060300000000 (KGen, Sign, Ver)
O000. 000000000 KGenOOODO
gooogooooogoo lkDDDDDDka
000 skO0000ODO. OOODODOOO Sign
000 (pk,sk,m)00000 c00000. O
0000000 VerOOO (pk,m,o) 0000
OcUO00O0Opk000OD0DOODOOOmOOO
goog,bogbbooobgo1l1oooog.

O00000000O0DooO0ooOoo (EUF-CMA)
15| 000000. & = (KGen,Sign, Ver) O O
goobob. 010, 6000oboboo
00000000000 O (EF-CMAODODO)
O0o00O0o0O.0og FO EF-CMAODOODO
0000,000CcOEF-CMADOODOODOOO
1000obooooo. oobbo 60 EUF-
CMAODOODO,D00D0O00DO0ODOO F
o000, FOEF-CMADODOOOOOOODO kK
goooobooooooouoog. obo,ood
0000 cCcO FO0O0DOOOOO.OO,00
00 &0 (T, e qs,qu)-EUF-CMAODODO,
oooooTroood,Signd000doooad
qs 00000000 gy OO0OO0ODODODOOO0O
00000 FOODOO, FO EF-CMAOOO
doobooogtbegdooonogong.

— 586 —



DDH
ExpSampDDH,A(k)

DDH

ExpSamprand WA (k)

1. (D,w) + Sampppy (1¥); and

1.

(D, w) + Samp,,nq(1¥); and

2. return A(D) 2. return A(D)

k k
Sampppp (17) Sampapa(17)
1. (G,p,g) « 1Gen(1%), h €y G; L. (G,p,g) « 1Gen(1%), h €y G;
2. x €y Ly, 2. x1,x2 €U Zp; and
3. y1:=g", y2 1= h"; 3. y1:=g"", y2 == h"; and
4. D :=(G,p,g,h,y1,y2), w:= x and 4. D := (G,p,g,h,y1,y2), w:= (x1,22) and
5. return (D, w). 5. return (D, w).

. DDH DDH
a 2: EXpsampDDHv'A O EXpsamprandv'A aoo

2.2 DDHOO [14]

GOOOOgOOOOOOO pOoOoooOonO.
IGenOOOOOOODO. OO 1kDDDD,IGen
00G,00p 000¢00 (G,p,g)0000
0. D:=(G,p,g,h,y1,y2) 0 DDHO OO OO
0000.00,002€2,0000 y = g2,
yo = A*0000000, DDHOOOOOO.
0 DO0ODODODO. 000000 A0 DDH
oodoooog,bo0000 bbHOODOOO
010000000000, DbHODOODOO
oooo,000 PPTOOOOOO ADOO,

AdvOPH (k)
= ’Pr |:EXpSDa|?anDDH,A(k) = 1}
—Pr [ExpsDa'?anrand,A(k) = 1] ‘ = negl(k),

0000000000, 000, Expgg 4
0 Expopn, 400 2000000000,
00 ,(TopH, eppr)-DDHOOOOOOOOO,
00000 Tppy 0O OO0O0O00 ADOOO,
AdVOPH (k) < eppp 00D OO0OOODO0O.

bDbHOOOOOO,D000000DO0.

oo 2 Samprand(lk)[l oo (G7p7gvh7y17y2)

O DDHOOODOOOOODOO 1/p00O0O.

00 3 ([14]) (G,p,g,h,y1,52)0 DDHO DD
d00oO0DoD0oOD.0D0do,000 A,BeG

0000,00100chat€2,0000,00
I’eSGZpDDDD A:gresyfh3+’B:hresy§ha+
gooon.

2.3 Dual-ModeOOODOOOO

dualmode 0000000 ®»O 300000
000 (GenCRS, Com,Scom) 000 0. CRSO
0000000 GenCRSOOOOODODOOOO
O0000 1 000 CRSpOODOOO. ODOO
000000000000 Com, 000000
000 MO CRSeOOOODDOOODOO cmt
00000, SeemdOO0O0300000000:
(1) 000 1*O0OO0 CRSOOD0OOO0OO
0 (o,td) 00000, (2) 000 (0,td) 000
cmt00000,((3) 000 (o,td,emt, M) O O
Ore{0,1}"00000,000 lang O k
oooooon.

dualmode 000 O000OO0DOOOOODODOO
a:

Perfectly Binding (GenCRS,Com) 0 000,
0 + GenCRS(1*) 00O Com,(M;r) 0000
0 0 perfectly-bindingO0 O OO0 OO0O0OOO.
Correct Simulation k, (o,td) «+ Scom(lk),

cmt < Scom(0,td) 0000, r < Scom(0, td, cmt, M)

000 cmt = Com, (M, ).
(g, €0 )-DM-indistinguishability (Com, Scom)

— 587 —



Expgt'JVIm,A(k)

1. 0+ GenCRS(lk)

2. ci=0,r:=10

3. for i =1 to qpy(k),
(a
(b
(c
(d

) Mi « Ao, c,7)

) r €U {07 1}poly(k)

) cmt; < Com,(M;y; ;)
)

¢ = (cmti,cmty,..

(’1“1,7"27 e ,Ti).

.,emt;) and r o=

4. output A(p,c,r).

3. for i =1 to gpy(k),

(a) cmt; < Scom (o, td)
(b) M; + A(o,c,7)
(c)

)

d

T < Scom(@v td7 Cmti: Mz)

(cmty, cmto, ..
T1,72,... ,’I’i).

c = .,emt;) and r =

4. output A(p,c,r).

0 3: Expeom 40 Expg™ , 000

OPPTOOOOOD AOODO,

AdvoM(k)
= ‘Pr [Expgg/'m7A(k) = 1]

—Pr {EXPSDCEAm,A(k) = 1] ‘ < €pM,

00000. 000, Expeh, 40 Expe™ 40
03000000000.

dual-mode 000000000000000
[17700000000.

24 KWIDOUOOOO KwWOO

KWIDOOOO [14] 0000 (prover) 00O
00 (verifier) D00 3-move D 0000000
o,gbogobo400no0oooooo.

KwOoOOO KwIbOOOOd FSOOoood
gogbooboooobobuooa,goboog s
ooooooooo. KwoOobo bDbHOOO
OO0 ROMOOOO EUF-CMAOOOOODO
0ooooo [14].

3 UoKwOQg

obob0 Kwgooooogooooobgooo,
0ooboboogoog. o000 dual-mode

— 588 —

0000000 D = (GenCRS, Com, Scom) U
goddd. ddduoooooooboboooo
O.000pk0KWODOOOOOOOO, dual-
mode ] 000000 D0 CRSp + GenCRS(1F)
gboodod. bobobobobaoboan
00 cmt := Com,(A, B,m;r)(r €y {0, 1}%rnd)
0000,00000 cha:= Hy(cmt,m) 00
gbod.resO KWOOOOOOOOOO,O00d
0 o = (cha,res,r) J00. OO KWOOOO
O0o0oeb0b00O.00KWODOOOOOOO
g, ggooboooon.

00 1 ®© = (GenCRS, Com, Scom) O dual-mode
0000000000, (Com,Scom)O (gs, €pm)-
DM-indistinguishability, 0 0 O (TppH, €DDH)-
DpHOOUOUOOOOOOOOoo.oooo, O
0 KWOOO NPROMO O OO (T,e,qs, qu)-
EUF-CMAOODO. OO0,

T ~ Tppn — O(poly(k)),

1 +1
GSGDDH‘FGDM“‘*‘F(]H ;
p p

aoo.

goon

[1] M. Abdalla, J.H. An, M. Bellare, and
C. Namprempre, “From Identification to



(1)
(2)
3)
(4)

Oo0oodo0odOdchaeyz,0000000.

1) 0000 steyzZ, 000 A:=¢*, B:=pt0000000.

OO0000O0D0OO0OO res:=st+sk-chamodpO0d0000O0ODO.

4) 0000 A=gsy;™ 0 B=h"y, ™ 00000000000.

O 4: KWIDDOUOQOO

KGen(1*) DOOOODOOOOO (pk,sk):= ((G,p, g, h,y1,y2),x) + Sampppy (1¥) 0O OODO.

Sign(pk,sk,m) 00000000 o= (cha,res)00000:

cha:= H, (A, B,m); and

res := st + sk - cha mod p.

Ver(pk,m, (cha,res)) a:= g"y; M, b:=h"y,; " 00, cha=H,(a,bym)000 100000,

0 b5 KWOUO

Signatures Via the Fiat-Shamir Trans-
form: Necessary and Sufficient Condi-
tions for Security and Forward-Security,”
Information Theory, IEEE Transactions
on, vol.54, no.8, pp.3631-3646, 2008.
(Conference Ver.: Proc. EUROCRYPT
2002, LNCS, vol. 2332, pp. 418-433,
2002).

M. Abe, J. Groth, and M. Ohkubo, “Sep-
arating Short Structure-Preserving Sig-
natures from Non-interactive Assump-
tions,” Proc. ASTACRYPT 2011, LNCS,
vol.7073, pp.628-646, 2011.

M. Abe, K. Haralambiev, and
M. Ohkubo, “Group to Group Com-
mitments Do Not Shrink,” Proc.

EUROCRYPT 2012, LNCS, vol.7237,
pp.301-317, 2012.

M. Bellare, C. Namprempre,
D. Pointcheval, and M. Semanko,
“The One-More-RSA-Inversion Problems

— 589 —

and the Security of Chaum’s Blind Sig-
nature Scheme,” J. Cryptology, vol.16,
no.3, pp.185-215, 2003.
Ver.:  Proc. Financial Cryptography
2001, LNCS, vol. 2339, 2002).

(Conference

M. Bellare and S. Shoup, “Two-Tier
Signatures, Strongly Unforgeable Signa-
tures, and Fiat-Shamir Without Ran-
dom Oracles,” Proc. PKC 2007, LNCS,
vol.4450, pp.201-216, 2007.

D. Boneh, “The Decision Diffie-Hellman
problem,” Proc. Algorithmic Number
Theory, LNCS, vol.1423, pp.48-63, 1998.

D. Catalano and 1. Visconti, “Hybrid
commitments and their applications to
zero-knowledge proof systems,” Theoret-
ical Computer Science, vol.374, no.1-3,
pp-229-260, 2007.

A. Fiat and A. Shamir, “How to Prove
Yourself: Practical Solutions to Identi-

fication and Signature Problems,” Proc.



KGen(1*) 00DO0O0D0D0O0DO0DODO (pk,sk)0000O000O000O:

1) o <+ GenCRS(1%);

(
(2) ((G,p,g,h,y1,y2),x) < Sampppy(1¥); and
(3) set pk = (Qv Gapagah>ylay2) and sk := .

Sign(pk, sk,m) 00 o= (cha,res,r) 00 00000000O:

_ Jst.
_h7

cmt := Com,,(A, B, m;1);
= H, (cmt,m); and

res := st + sk - cha mod p.

Ver(pk, m, (cha,res,r)) a := gresnyha, b= h'“*sy;Cha 00, c¢:= Comy(a,b,m;r)000. cha=

$5
e
~—~

e;mm)000 100000.

[10]

[11]

[12]

06 00KwWODO

CRYPTO’86, LNCS, vol.263, pp.186-
194, 1987.

M. Fischlin and N. Fleischhacker, “Limi-
tations of the Meta-reduction Technique:
The Case of Schnorr Signatures,” Proc.
EUROCRYPT 2013, LNCS, vol.7881,
pp.444-460, 2013. (Full Ver.: Cryptology
ePrint Archive, Report 2013/140).

M. Fischlin, A. Lehmann, T. Ristenpart,
T. Shrimpton, M. Stam, and S. Tessaro,
“Random Oracles with(out) Programma-
bility,” Proc. ASTACRYPT 2010, LNCS,
vol.6477, pp.303-320, 2010.

M. Fukumitsu, S. Hasegawa, S. Isobe,
and H. Shizuya, “To-
ward Separating the Strong Adaptive
Pseudo-freeness from the Strong RSA As-
sumption,” Proc. ACISP 2013, LNCS,
vol.7959, pp.72-87, 2013.

E. Koizumi,

M. Fukumitsu, S. Hasegawa, S. Isobe,
and H. Shizuya, “On the Impossibility

— 590 —

[13]

[15]

of Proving Security of Strong-RSA Sig-
natures via the RSA Assumption,” Proc.
ACISP 2014, LNCS, vol.8544, pp.290-
305, 2014.

S. Garg, R. Bhaskar, and S. Lokam, “Im-
proved Bounds on Security Reductions
for Discrete Log Based Signatures,” Proc.
CRYPTO 2008, LNCS, vol.5157, pp.93—
107, 2008.

E.J. Goh, S. Jarecki, J. Katz, and
N. Wang, “Efficient Signature Schemes
with Tight Reductions to the Diffie-
Hellman Problems,” J. Cryptology,
vol.20, no.4, pp.493-514, 2007. (Confer-
ence Ver.. Proc. ACM CCS 2003, pp.

155-164, 2003).
S. Micali, and R.L.

Rivest, “A digital signature scheme se-

S. Goldwasser,

cure against adaptive chosen-message at-
tacks,” SIAM Journal on Computing,
vol.17, no.2, pp.281-308, 1988.



[16]

[17]

[19]

[21]

[23]

[24]

L.C. Guillou and J.J. Quisquater, “A
Practical Zero-Knowledge Protocol Fit-
ted to Security Microprocessor Mini-
mizing Both Transmission and Mem-
ory,” Proc. Eurocrypt’88, LNCS, vol.330,
pp.123-128, 1988.

Y. Lindell, “An Efficient Transform from
Sigma Protocols to NIZK with a CRS
and Non-programmable Random Ora-
cle,” Proc. TCC 2015, LNCS, vo0l.9014,
pp.93-109, 2015. (Full Ver.: Cryptology
ePrint Archive, Report 2014/710).

S. Micali and L. Reyzin, “Improving
the exact security of digital signature
schemes,” J. Cryptology, vol.15, mno.l,
pp.1-18, 2002.

D. Micciancio and S. Goldwasser, Com-
A Cryp-
tographic Perspective, Kluwer Academic
Publishers, 2002.

plexity of Lattice Problems:

J. Nielsen, “Separating Random Ora-
cle Proofs from Complexity Theoretic
Proofs: The Non-committing Encryp-
tion Case,” Proc. CRYPTO 2002, LNCS,
vol.2442, pp.111-126, 2002.

P. Paillier and D. Vergnaud, “Discrete-
Log-Based Signatures May Not Be Equiv-
alent to Discrete Log,” Proc. ASI-
ACRYPT 2005, LNCS, vol.3788, pp.1-20,
2005.

D. Pointcheval and J. Stern, “Security
Arguments for Digital Signatures and
Blind Signatures,” J. Cryptology, vol.13,
no.3, pp.361-396, 2000.

C. Schnorr, “Efficient Signature Gener-
ation by Smart Cards,” J. Cryptology,
vol.4, no.3, pp.161-174, 1991.

Y. Seurin, “On the Exact Security of
Schnorr-Type Signatures in the Ran-

— 591 —

dom Oracle Model,” Proc. EUROCRYPT
2012, LNCS, vol.7237, pp.554-571, 2012.

[25] J. Villar, “Optimal Reductions of Some

Decisional Problems to the Rank Prob-
lem,” Proc. ASTACRYPT 2012, LNCS,
vol.7658, pp.80-97, 2012.



