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Abstract In this research, we analyze the dominant components in darknet traffic. In the
Internet, it is known that there are dominant traffic components, and these components
characterize the traffic. We apply this principle to darknet traffic analysis. In our
analysis, a dominant component is one for which the corresponding packet group has a
traffic-occupancy larger than a pre-defined ratio. We analyze darknet traffic for a span of
4 years, provided by NICTER. This is the Darknet dataset 2015. We found several
significant variations in the number of packet groups constituting the dominant
components. By investigating the reason of those changes, we show that the number of
packet groups in the dominant component provides useful information for darknet traffic
analysis.
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