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Abstract Many previous methods to detect RATs on the network require capturing packets.
However, it is difficult to keep captured packets because the size is too huge. Actually, we would
have to detect RAT activity through limited information such as proxy server logs. We analyzed
proxy server logs including RAT activity, and found that the RATs had distinctive features in
behavior such as sizes or intervals. In this paper, we make feature vectors from the behavior,
and propose how to detect RAT activity with machine learning. Finally, we apply our method
to the proxy server logs, and show the performance.
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