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Abstract Internet services raise an issue of illegal copying and distribution of digital contents. A lot of
public key encryption schemes solve this issue. However, the secret key is not completely protected i.
e. these kinds of encryption methods do not prevent illegal copying and distribution of secret keys. In
this paper, we propose a key-misuse-resistant hybrid encryption scheme using terminal
fingerprint. Since the terminal fingerprint is assumed to be unchangeable and unknowable, we
ensure that our secret keys are valid in the terminal where such secret keys were created.
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