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Abstract In this paper, we propose a metamodel for handling security and privacy in
cloud service developments and operations. The metamodel is expected to be utilized for
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forming a knowledge-base to accumulate, classify and reuse existing cloud security and
privacy patterns and practices in a consistent and uniform way. Moreover the
metamodel and knowledge-base are expected to be utilized for designing and
maintaining reference architecture for each secure and privacy-incorporated cloud

service developments.
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