Computer Security Symposium 2015
21 - 23 October 2015

REARROSHBERERER S —ERDREE

=il R i B

HBA &1t BIXEERT HAEREARKE
244-0817 #EEHFIEX & HHET 292

{kosuke.anzai.jd, natsuki.watanabe.ch}@hitachi.com

HOFEL ERIERE O SR BB &K BH G IS, HHRRaHE (AR,
PEIRORIRTE, PRIREEEIERESE) DA AOBEKER (TR #s K OMEANBMERE®) 21
BARE L T ABEMER Y — EANRMEL SN TWD., 22T, RIS RES B TlITE sk
TEEE B ATE R E 2R 015D 720, ARIIHEREETUIMIIIME L T R&ETH D
DS, FTBSEIE WA GRS MR — B AR SR N —FEE T 5 2 L TRV —E R EZ LB L
KGXTIETTTANRN—EOBEND S, KFEE R T D720, T X NIHE LT —
& 2 RS o BOEE L, 1B BTSN IIATR e B A L L 72 & B ERR
—EREEBT LN RET 5.

Proposal for the concealed distributed service
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Abstract To utilize the Social Security and Tax Number System in fields such as
medical insurance, a verification service that allows information holding organizations
(e.g. local governments, health insurers and medical organizations) to acquire
individuals’ qualification (affiliation information and personal attribute information) is
needed. The affiliation information could especially be sensitive personal information in
a social security field. Since it should be confidential to other organizations, there is a
privacy problem in the conventional method in which a single verification service
collectively manages all affiliation information. To solve this problem, we propose the
method in which organizations distributedly share concealed random route information
for the verification service while the affiliation information is kept confidential.
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