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Implementation and Evaluation of Attacker Agent in Virtual
Machine-based Network Security Learning System

KAZUKI FUKUYAMA !
YOSHIAKI TANIGUCHI™? NOBUKAZU IGUCHI™

Education of network security has attracted a lot of attentions due to increasing unauthorized access, lack of engineers who have
network security skills, and so on. Although practice using computer networks is highly important for network security
education, it requires costs to prepare computer networks for practice. We have developed a low-cost, easy and safe learning
support system for network security by utilizing virtual machine technologies. In this report, we implement an attacker agent that
automatically attacks virtual network devices in a fixed pattern for practical learning of defense techniques. Through evaluations,
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we show that our system can provide practical environment for learning network security.
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Figure 1 System overview.
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Figure 2 Network construction support GUI.
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Table 1 Comparison of virtualization technologies
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Figure 3 Exercise image by our system with attacker agent.
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Table 4 Evaluation items and scores.
At H WrE | REUE(R S
(1) BBEFIEOFEE L DD 3.7 0.90
(2) B Rk 7RI LDOD 3.9 0.83
(3) FEERM R XL DEBIZZNL DN 4.0 1.10

HFEOREN R FEERBRT D720, WE ol F—
DEZOH IR AEMNICERKT D, KBEZ—V
FEBRRL, EELEZ FMOBR, XBEE—-C b
WD ZLICEY, PIFIEICET 5 EER, 2R
FEBATAD Z Lotz LinL, EERWNAREE LT
5 ETHENE SN TWA Z ERGho Tz

SHOBEE LT, ARy NV —27&F 2T
# HEOBML, FEEORMEISC CHAEELEE T
EOMREDBMETEL TS, S5, YHIEETIh
FCHREL T, 777 FREZFIATL Z & THEHED
ZEENHHL TRy N — 7 OB L2 ERTE S
AT DRV AT DEBITT L2 LZ2RFTIL TS B 2
XY, HEEOFEEERFIFIZ 1 >OFXy T —F T
Fy hT—7%F%2 )T 4 ORPIEEFERTHZ L9, B
BET -V FEIESEEEREICB O ChoREE &
MO LIZ T TNy a—T 0 VI RTAREE R, LV EE
M7ZREBICKHETE D EE X TN 5.
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