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Proposal of Controller Redundancy for controlling malicious
communication using the OpenFlow

SHIMOKAWA DAIKI'® IKEBE MINORU? YOSHIDA KAZUYUKI®

Abstract: In previous work, we have been developing an anomaly communication detection system. And,
we proposed a malicious communication controller method using the OpenFlow by the results of the anomaly
communication detection system. We was experimented the proposed system in the reproduction environ-
ment of the actual network. As a result, we have confirmed that evaluation traffic is not affected by our
proposed method. On the other hand, openflow contorller becomes the single point of failure in our pro-
posed system. If openflow controller failure has occurred, openflow network stops and our proposed system
becomes impossible the control of malicious communications. We consider to need redundancy of openflow
controller is indispensable for openflow network. However, redundancy methods of openflow controllers have
not defined in openflow specification. Therefore, we propose a redundancy method of openflow controllers in
malicious communication control method. And, we designed and implemented a new redundancy method.
We verify our redundancy method in several troubles. Moreover, we discuss transmission intervals of life-
and-death messages. As a result, we confirmed the validity of our redundancy method of openflow controllers
in malicious communication control method.

Keywords: Network, OpenFlow, malicious communication, communication control,controller redundancy
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Multiple Controllers #8E% F\\ 72 1 L DIGFEILTRT
DAy ba—J OERMEPEELSRWRD, Ta—T 2k
DRESEEPYAAN

Ju—Tv M) OYIREL U TREDBEZF T 5
e, HoPLOM 6 TRTTIO—TY MY ZRET .

B6IcR_d7e—zv M) IZIROE®RERD. 1, 2F
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vhost3
(FEBERMSATL) == =r ping
1P:10.0.03 _
l‘ - REHBEREEDORN
WEEBRERE =
Openvswitch
vho;t’1 V - ) ‘\vh;srtVZ 7
IP:10.00.1 . Secure Channel b IP:10002

P OpenFlow N
< & avka—52 : c
N (slave) .
’ IP:192.168.0.3 .
N - N )
N ¢
OpenFlow P2 OpenFlow
avka—31 f ) avka—33
(master) N (slave)
1P :192.168.0.1 IP : 192.168.0.2
N\
N

4 EBRBUE

Openvswitch
vhost! [[vhost2 [[ vhost3 110

OpenFlow OpenFlow OpenFlow
aba-31 || avka-32 aha-33
Allocated Memory : 1GB | | Allocated Memory : 1GB| [Allocated Memory : 1GB
05 : Ubuntu14.04 64bit | [0S : Ubuntu14.04 64bit [ |OS : Ubuntul4.04 64bit

mininet host

Allocated Memory : 1GB
0S : Ubuntu14.04 4bit
Software : mininet 2.1.0

VMware player 7.1.2

Platform

CPU : Intel Corei7. 3.40GHz
Memory : 8GB

05 : Windows7 64bit
Hyper Visor : VMware Player 7.1.2

K 5 ZEBRICHA L B8RO

OFPST_FLOW reply (OF1.3) (xid=0x2):

[1] cookie=0x1, priority=1,ip,nw_src=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

[2] cookie=0x2, priority=1,ip,nw_src=10.0.0.2,nw_dst=10.0.0.1 actions=NORMAL

[3] cookie=0x3, priority=1,ip,nw_src=10.0.0.3,nw_dst=192.168.0.1 actions=NORMAL

[4] cookie=0x4, priority=1,ip,nw_src=10.0.0.3,nw_dst=192.168.0.2 actions=NORMAL

[5] cookie=0x5, priority=1,ip,nw_src=10.0.0.3,nw_dst=192.168.0.3 actions=NORMAL

[6] cookie=0x6, priority=1,ip,nw_src=192.168.0.1,nw_dst=10.0.0.3 actions=NORMAL

[7] cookie=0x7, priority=1,ip,nw_src=192.168.0.2,nw_dst=10.0.0.3 actions=NORMAL

[8] cookie=0x8, priority=1,ip,nw_src=192.168.0.3,nw_dst=10.0.0.3 actions=NORMAL

[9] cookie=0x9, priority=1,ip,nw_src=192.168.0.1, nw_dst=192.168.0.2 actions=NORMAL
[10] cookie=0xa, priority=1,ip,nw_src=192.168.0.1, nw_dst=192.168.0.3 actions=NORMAL
[11] cookie=0xb, priority=1,ip,nw_src=192.168.0.2, nw_dst=192.168.0.1 actions=NORMAL
[12] cookie=0xc, priority=1,ip,nw_src=192.168.0.2, nw_dst=192.168.0.3 actions=NORMAL
[13] cookie=0xd, priority=1,ip,nw_src=192.168.0.3, nw_dst=192.168.0.1 actions=NORMAL
[14] cookie=Oxe, priority=1,ip,nw_src=192.168.0.3, nw_dst=192.168.0.2 actions=NORMAL
[15] cookie=0x0, priority=0 actions=drop

6 7u—x ) OYHIREE

H X vhostl & vhost2 M D@52 F A, 326 8 FHIX
vhost3 (RN IEMEMAIT AT L) &4 OpenFlow 2> b H—
S Y DWEEELT, 955 14 FHIXE OpenFlow I > b
0—Z [ LO@EFERFA, 15HFHIE7E -2 b VIZHEY
UaWI R TOEEZ W 5. #HliZHH & U T, vhostl
75 vhost2 ~D ping 12 & 2 BEMEF & OpenFlow A1 v
FADO7a—TY MY H5 OpenFlow & v M7 —27 DiREE
EWERL, BHT 5.
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OpenFlowa>kA—31
BERE

0(F) 20 30 [40] 60

[vhostl — vhost2]
pingl= & HBEERER

]

)

[vhost3 — OpenFlowa>ka—3] |
WREEREIE(Irea/sec) |

OpenFlowa> FO—5(Slave)hY
Master~gIYE X 5513245
(XREFZEOBHE)

B7 FER1: 24 L5Fv—1h

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_seg=1 ttI=64 time=0.177 ms
64 bytes from 10.0.0.2: icmp_seq=2 tt|I=64 time=0.544 ms
64 bytes from 10.0.0.2: icmp_seg=3 ttI=64 time=0.201 ms

64 bytes from 10.0.0.2: icmp_seq=19 ttI=64 time=0.137 ms

64 bytes from 10.0.0.2: icmp_seq=20 tt|=64 time=0.137 msﬁ/‘

———10.0.0.2 ping statistics ———
60 packets transmitted, 20 received, 67% packet loss, time 61154ms
rtt min/avg/max/mdev = 0.132/0.189/0.544/0.113 ms, pipe 4

8 [32ER 1]ping DEATHIR : MRAL TWARWEE

4.2 2B 1:OpenFlow J¥ kO—7 (Master) D70
25D U BREORIE

FER 1 Tld Master DAY bE =5 702 ANXT L
7-354, Slave EEAKRAL, 2> ba—FEM% Master
WIZHAMEITBAZ2I12& D, OpenFlow 2 N7 —2 221X
I B W B Sk E 5 S S KB TE TV D0 HGEET
5. FBRFIEE LT, MT7DXA LF v — MRV, EBR
T 5.

e vhostl 7*5 vhost2 ~ 60 ] ping 1 & 5 BEHER.

e vhost3 75 OpenFlow 2> b —FHA1REIZ 1D

DWEFNER (IP 7 R L A) %ZiEE.

4.3 EB1: EHRER
4.3.1 TRIELTVWAWEES

ping DFEITHER 2 X 8 12, Master EERIZEO 7O —T v
FUZEK9, K10Zm7. X8 D ping DEHRA 5 Master
B (20 #4%) DA%, vhostl & vhost2 [EID BGEM: A FE %k
LTWa IR L. £, 20HiEO TR -
M)THBHI X 10 &0, Master & OpenFlow A1 v
FrofEFENkbNd e, 7Ja—TY b RTRTHE
LT, Zho0FERERLD, TTEIE L TWRWE
%, OpenFlow Y ha—Z (ZEEMIEZ Y OpenFlow A
1y F Lo kbns , Ja—T > MYAEKL,
OpenFlow % v b7 — 27 £KDEIE% MR L 7=.
4.3.2 AURIEFEDHE

ping DFEITHER %Z X 11 12, Master BEFHZD 7 0 —
TV hVYEK12, 131279, B 11 D ping DFERS? S
Master [ + vhostl & vhost2 B DIEENTE Tz,
Fr, 20EIBEOTE—T Y N THBM 12 LH 13 &
D, Master & OpenFlow A v F & DM Kb T
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OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0xf, priority=1000,ip,nw_src=192.168.1.1 actions=drop
cookie=0x10, priority=1000,ip,nw_src=192.168.1.2 actions=drop
cookie=0x11, priority=1000,ip,nw_src=192.168.1.3 actions=drop

cookie=0x20, priority=1000,ip,nw_src=192.168.1.18 actions=drop
cookie=0x21, priority=1000,ip,nw_src=192.168.1.19 actions=drop
cookie=0x1, priority=1,ip,nw_src=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

[pgoo—zory—mum

cookie=0x0, priority=0 actions=drop

B9 [EE1 7u—xr Y (avbvu—JkER [19 ] : JT
EfL TnWiaWnigs

OFPST_FLOW reply (OF1.3) (xid=0x2):

=

10 [EB1] 7r—x v MY (a¥ bo—JEEE 21 BIF) :
ElzLogs

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_seqg=1 tt|I=64 time=0.177 ms
64 bytes from 10.0.0.2: icmp seg=2 ttlI=64 time=0.103 ms
64 bytes from 10.0.0.2: icmp_seq=3 tt|I=64 time=0.101 ms

64 bytes from 10.0.0.2: icmp_seq=58 ttI=64 time=0.107 ms
64 bytes from 10.0.0.2: icmp seg=59 ttI=64 time=0.033 ms
64 bytes from 10.0.0.2: icmp_seq=60 ttI=64 time=0.136 ms

——— 10.0.0.2 ping statistics ———
60 packets transmitted, 60 received, 0% packet loss, time 58996ms
rtt min/avg/max/mdev = 0.027/0.127/0.458/0.102 ms

11 [5E5R 1]ping DFETHER : KTLRATFEOLS

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0xf, priority=1000,ip,nw_src=192.168.1.1 actions=drop
cookie=0x10, priority=1000,ip,nw_src=192.168.1.2 actions=drop
cookie=0x11, priority=1000,ip,nw_src=192.168.1.3 actions=drop

cookie=0x20, priority=1000,ip,nw_src=192.168.1.18 actions=drop
cookie=0x21, priority=1000,ip,nw_src=192.168.1.19 actions=drop
cookie=0x1, priority=1,ip,nw_src=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

I*)J%ﬁjn—zyb‘)—%ﬂ%m’é

cookie=0x0, priority=0 actions=drop

®12 [E81] 7o—T> k) (3Y ho— R (19 B : A
TLRACFHEDBE

% 3 [EB 1]OpenFlow 21 v FHDO 70— b Y FEFE (10
i)

I () 10 | 20 | 30 | 40 | 50 | 60
Ju—x MU () | 10 | 20 | 20 | 20 | 30 | 40

H, 78—V MUMPRFTET W, I5IT, R4 &
D, Master FEEP S 20 B, BF7e—2> MY OFF
ADBIBEEINTWB Z &5 Slave THo7/zav ha—7
7 Master NFA& L, Master & U THEE 2EHL Tz,
IS DFERMN S, Master D 7B ANX D > LT, Slave
MPEEEEZRAML, I bua—J @M% Master IZFHKT 5
Z & T, OpenFlow * v b7 —27 & EIEIETICHEHIE
WrEdka 5l SRHMETATVD I L 2MERL 7=
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OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0xf, priority=1000,ip,nw_src=192.168.1.1 actions=drop
cookie=0x10, priority=1000,ip,nw_src=192.168.1.2 actions=drop
cookie=0x11, priority=1000,ip,nw_src=192.168.1.3 actions=drop

cookie=0x21, priority=1000,ip,nw_src=192.168.1.19 actions=drop
cookie=0x22, priority=1000,ip,nw_src=192.168.1.20 actions=drop
cookie=0x1, priority=1,ip,nw_src=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

lomoo—zory—muns

cookie=0x0, priority=0 actions=drop

13 [EBR1] 7o—x > b)Y (T¥ bo—SEN [21 ) : A
TLRALFHEDE S

4.4 2£H 2:O0penFlow J ¥ b O— 3 (Master) &
OpenFlow 241 v F & Dt F 17 F v RILHEIER
Li=%5E

FER 2 TIEX 4 DFERIZE W T Master & OpenFlow A

AV FLDYF T F ¥ 2UDEIW L7254, Slave HEE

EMAIL, a2Y bu—JEMEZ Master IZHEMKTEHZ &I

&Y, OpenFlow v 77— & {81k X312 55 W

LA EHREEFTETVWEINIRELT 5. ERFIEE L

T, EBR 1 LFRRIZE T DR A LF ¥ — MHREVERT 5.

F2Bk 2 TOREE X Master fllO 1 >~ X 7 = — A% ifconfig I

TURIZED XY VIEBIETEF AT F ¥ 2L OYW

9 5. 7z, KILELFHETIE Master BEE#IZ Slave 2°

Master N2 Y b —J @M% FHK X, Master & U T

BEENMEBRTETVWEPRT 720, 10 88D OpenFlow

A4y FHNOT7E—TY MYEEEHIL 7. EHARZ W)

RO 7o —x v b VIR,

4.5 EER2: ERHRER
4.5.1 TRIELTVWERWES

FEhR 1 OFEERFER & [FEk, OpenFlow 2> hu—J D&
E1% 1 vhostl 25 vhost2 AND ping BEbA LR D, X
SIZ70—TZY FUBHELTWD Z & Z2HER L 2.
4.5.2 AURIEFEDOHE

ping O EITFER % X 14 12, Master FEEFIHZ O 7 0 —
T MY %K 15 16I1ZmRT. K 14 @ ping DFEERD S
Master & OpenFlow A v FED ¥ F 27 F v 3D
WrXNTH, vhostl & vhost2 HIDBEENTET W, £
7, 20 BHEiEO 70— M) THLK 15 K16 £,
Master & OpenFlow A1 v FE DL F 27 F v 2 IILH)
Brantd, 70—V PUBRFETE TV, T 51T,
#£5 &b, Master DFEED 5 20 %, B 7n—xT v
MY OFHAWBEHBINTWDE I &5 Slave TH o723
¥ M B —F W Master ~N&H % FAE I, Master & LT
WBEHEDEHE L T\, 2o DREED S, Master &
OpenFlow 21 v FDt ¥ 27 F ¥ 2D S W54,
Iy ha—FBEENE AL TH D Slave KNIV hE—F
JBME% Master IZHMETHZ 212& D, OpenFlow & v b
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PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_seq=1 tt|I=64 time=0.237 ms
64 bytes from 10.0.0.2: icmp_seqg=2 ttI=64 time=0.101 ms
64 bytes from 10.0.0.2: icmp seg=3 ttI=64 time=0.201 ms

64 bytes from 10.0.0.2: icmp_seq=58 ttI=64 time=0.097 ms
64 bytes from 10.0.0.2: icmp_seq=59 ttI=64 time=0.024 ms
64 bytes from 10.0.0.2: icmp_seg=60 ttI=64 time=0.112 ms

———10.0.0.2 ping statistics ——
60 packets transmitted, 60 received, 0% packet loss, time 56462ms
rtt min/avg/max/mdev = 0.024,/0.132/0.385/0.114 ms

14 [3EBR 2]ping DEITHER : AIURIACTEROLA

OFPST FLOW reply (OF1.3) (xid=0x2):

cookie=0xf, priority=1000,ip,nw_src=192.168.1.1 actions=drop
cookie=0x10, priority=1000,ip,nw_src=192.168.1.2 actions=drop
cookie=0x11, priority=1000,ip,nw_src=192.168.1.3 actions=drop

cookie=0x20, priority=1000,ip,nw_src=192.168.1.18 actions=drop
cookie=0x21, priority=1000,ip,nw_src=192.168.1.19 actions=drop
cookie=0x1, priority=1,ip,nw_src=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

Imxﬁjn—zyw—ﬁﬂﬁmﬁ

cookie=0x0, priority=0 actions=drop

15 [EB2) 7e—x> bV (3¥ bo—JEEN (19 B : &
MRIEFEOLEG

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0xf, priority=1000,ip,nw_src=192.168.1.1 actions=drop
cookie=0x10, priority=1000,ip,nw_src=192.168.1.2 actions=drop
cookie=0x11, priority=1000,ip,nw_src=192.168.1.3 actions=drop

cookie=0x21, priority=1000,ip,nw_src=192.168.1.19 actions=drop
cookie=0x22, priority=1000,ip,nw_src=192.168.1.20 actions=drop
cookie=0x1, priority=1,ip,nw_src=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

[mmoo—zo by —mums

cookie=0x0, priority=0 actions=drop

16 [EB2] 7un—x > b)) (ar bo—SEEA [21 BIE]) : K
TRAAFIEDOGE

= 4 [$H 2]OpenFlow A1 v FHDO 7o —T v b Y EEHK (10
1)
R () 10 | 20 | 30 | 40 | 50 | 60

Ju—x MUK () | 10 | 20 | 20 | 20 | 30 | 40

7= &R S FICBORE RN SR A 5 SR E T ATV
5 Z DR TE 2.

4.6 EFEEA v E—YOEYLEERR 3 bO—
SN EARBICOVWTOER

Master fEEKFIZ Slave A% Master ~Y) D & 5 BRIz B fk
Nz § 2 BBEREIIEEHA v — Y OXREMME, 3
HEHA v v — VR EHEE 2 v b —J ARTORBEFRMER
SEY R ERE, a2 hu—JY D BARMEEET 5.

ARUEAAFEEZZEZNRY NV —F TEHATSHICHZD,
Slave ¥ Master N 0 B 2 BUZE SRR E T 2 IEELK
ZYHT B2, 2015 4F1H 1 HH»S 2015 48 H 31 H
DRI ARIEBERI Y AT ABBA U -8 E 8 (1 )
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(vhost3—OFC123) |

0(#) 60 120

BRAGHAR

(&OFCH) | :
Aivery—Hlreq/ 1845, S84, 088 1

(vhost1—OFS)
120BHTRALE70-IUM) % EE

17 XA LF¥—1

EFEUL. AEBERAY AT LTI 5 8 IZ &S M
BEIHLTWB0, 5 HROBEHERE 300 HTHl5
e T1IREOREERE U, HERELT, BRRIF1R
216 4, B/ME 10 14 (014 /F) TH D, EEIE
Iz 14T H o7z, Slave H Master NG D o 5 BRI E§%
Nz T28RERE, BEOIY Ma—J8) 0 & XM
(20 %) oA B &, ®AT 3204, FHIT20HTH
5. avhu—JY0EARMERAELNILSTEHI LT
HOMAT 2B BERIMD T LEZZAoNDH, TV
O—JY 0 FZRM AR T5 2 &L THRIGHRA Yy -
LD EEAEINT 5. D7, OpenFlow I hH—
TIZHP L BRI KREL RDTREEDLD 5.
FZTHIEEHA v 2 — VR ERMEIC k5, HALRHEH
20070 —T Y NVBEREST S L THRIGEHRA Y
r—vrariro—JAMOEMRMEEZFHR. KRR
UT, 4 FBOMREMGE L FRRIC, X4 OFERRBREE, K50
PEARMERR I CRBR L 72, ERFIHE UT, M1T DR A L
Fr— MRS, T/, FEERRIZEEEE R v £ — Y D%E
RN & 202 10 MR T L, T2 L. s
R LOHAED 120 PEICHAINAZ7n—2 v MV %
AL U, WEEHD L OLEORATO—T Y ML
942 Z & T OpenFlow 2> ho—F 1252 3 &%
HLU. K185, KFIEDIFEHA v & — V% E M
TEDTWBHHETHS 5 BHEETOHFAZTO—T > b
FIETEE R L OBADOFFA 7O —T Y b Y BO 98% %
120 B CTHIATETWS Z DR TE . £/, FD
BR#ELIO7O—2 Y N DRAIRZETLTWS., Ih
5 ORERD S, WIHEEHA OpenFlow I ¥ bR —F 125X
LEBIINIVEEZOND.

5. B8HYIC

51 F&o

AL T, OpenFlow 24 v F & OpenFlow 2 ¥ b
O — J OEHMETELRIZ, OpenFlow A1 v FHND 70—
TV MUDEET ST LT, OpenFlow v N7 —2 44k
AN I Y )= U € = B TR o 5% 7 NI A A<
BT 5729, OpenFlow 2 hu—J OEAF
EaREL-.

ARUEAAFIEOEEMIEL LT, OpenFlow I > k11—
Ay ha—=I O AR TR X 2T F ¥ RO
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1400

1200
1000
800
400
200
0

EEEEGL  REETEHYOY) EEEEHYGH) EEEEHY0I) REEEHY(SH)

REEEAY—T DEERER 7))

(F)=TVH—O

K 18 FEIEEHD A v ¥ — Vi EHE I & OHBARH Y72 D Off A
Ju—TY M)

RKIpEDEEVPRELZGHEIARATEMAFEERHNEZ L
T, Slave % Master N F4& L, OpenFlow 2 v b7 —72
MEILT B2 &, WBRBEFERGRPIEFIITA TS
PIREEL 7z, EBER KL D, OpenFlow 2> br—F 0D
YR —=ITHEARY X F 2T F v RV DEERIZ
I%, Slave »* Master DEEZBAIL, 2> ho—J @M%
Master (25435 Z £ i2& D, OpenFlow 2y b7 —2%
(Pl I, Mk L CHRERE RN SRS TETnE I L
EHERTE . INSDOKGEEL D, OpenFlow % WA
E@BERECB 53y ba— S nEAFEREAERD
BrEZOLNS.

5.2 SHEROFEA

SHOFEE UTBU RO 2 sUTHEL D FE.

e OpenFlow 2 b —FEEHD OpenFlow A1 v F
ND7B—Ty Y EREBERMY X T LAHPMRETL
TR EERE OBEME IS 720, 33HiD (4) T
mU7z, v ha—JEERERD S Slave HY Master
PO EDL L EFTOMICERENE UAREE 2 HE
AT BAHMABBEL 5T 5.

e 3ET/RUM OpenFlow I ¥ b —FHLAEFaT
Fr 32V FHDR Y NI =22 N U CEET 28R
EERBULZTTEAFESILE LIRS, FEHORKIZE
WT, fv b7 —27EERET Master O 7H AN
AETCWHRETIY FO—FREREEBL, Bicay
ba— I REAEE U725 E, Master B _HIZ7R D 5
ALTCULESWHEMENHS. TOMLAEE LT, O
vhu—JSHEERERL -G8 ENE HE)ITRATL,
Master 2* 5 Slave NEEAE X 2 A EZ X 2T
5N,
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SE X

(1]

2]

B3]

(4]

BT AT R 26 4R - SER 26 ER D v
K —2 v MBS RS http://www/npa.go.jp/cyberpoli
ce/ detect/pdf/H26 nenpo.pdf, 2015 4 3 H
INJJRFRNSR, RARKM, NEFEE, FREE, WiRE, &
AN : scan BUEMETY 27 L& AW HREIR A S D
ZEFNZOWTOFHAE. 5 65 BIEKRMARER M I ES
2, pp. 1-1, 2012 £ 9 A
THKE, NTIRER, Mg, ZHHEFS: OpenFlow %
FHN 72 OB E ST S A T L DFRZE & ATl R IRILEL <
WVF AT 4 T 8, Wi & €31 L (DICOMO2014) &~
VIRY Y L, pp.197-204, 2014 £ 7 H
NINKRE, NIHAGE, HWERFE, FHEM=: OpenFlow %
W= RIEBEHIEY AT LAOFHE. 1 > & —% v b &#E
FIEAT S v AR Y™ 2 2014[WIP), pp.31-31, 2014 4 12 A
Open Networking Foundation, http://www.opennetwo
rking.org/
OpenFlow Switch Specification versionl.2,
https://www.open
networking.org/images/stories/downloads/sdn-
resources/onf- specifications/openflow/openflo
w-spec-v1.2.pdf
Ryu : component-based software defined networking
framework, http://osrg.github.io/ryu/
Floodlight : component-based software defined
networking framework,
http://www.projectfloodlight.org/floodlight /
OpenDaylight : component-based software defined
networking framework, https://www.opendaylight.org/
EREA, MudEFK: OpenFlow Controller 1231} 5 J1EAb
IZOVWTOEL. BFHREFFRBEY I IZT 1K
£, pp. 1150-115, 2012 4£ 9 H
EREAS, MEFK : OpenFlow Controller 125 1) 4 1:1 7T
FALFEROME. & HHREEESKRAEKRE, pp.
995225, 2013 4£ 3 A
Open vSwitch: http://openvsw-itch.org/
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