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Web Service Estimation using
only Ethernet frame header or IP packet header

Daichi Sugita1,a) Yoshihiro Ito1,b)

Abstract: This paper proposes a Web service estimation method by using only Ethernet frame header or IP
packet header and confirms effectiveness of the method by experiment. Within the frame header of packet
header, the proposed method uses only information that is not encrypted, such as the length. Therefore,
the method can be applied to secure communication. This paper does experiments for 18 Web services, and
confirms the effectiveness of the proposed method.
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Fig. 1 Experimental environment
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Fig. 2 Relative frequency of shop1

Frame length (byte)

R
e
la

ti
v
e
 f
re

q
u
e
n
c
y
 (

%
)

0 500 1000 1500

0
5

1
0

1
5

2
0

2
5

C
u
m

u
la

ti
v
e
 r

e
la

ti
v
e
 f
re

q
u
e
n
c
y
 (

%
)

0
2
0

4
0

6
0

8
0

1
0
0

3 shop2

Fig. 3 Relative frequency of shop2
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1 Web

Table 1 Web services

Web URL

(shop)

Amazon shop1 http://www.amazon.co.jp

shop2 http://www.rakuten.co.jp

Yahoo! shop3 http://shopping.yahoo.co.jp

(video)

YouTube video1 https://www.youtube.com

video2 http://www.nicovideo.jp

(map)

Google map1 https://www.google.co.jp/maps/preview

MapFun map2 http://www.mapfan.com

Yahoo! map3 http://map.yahoo.co.jp

goo map4 http://map.goo.ne.jp

(wiki)

Wikipedia wiki1 http://ja.wikipedia.org/wiki/

Weblio wiki2 http://www.weblio.jp

Web

(search)

Google search1 https://www.google.co.jp

Yahoo! search2 http://www.yahoo.co.jp

bing search3 http://www.bing.com

goo search4 http://www.goo.ne.jp
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Fig. 4 Relative frequency of shop3

Frame length (byte)

R
e
la

ti
v
e
 f
re

q
u
e
n
c
y
 (

%
)

0 500 1000 1500

0
5

1
0

1
5

2
0

2
5

C
u
m

u
la

ti
v
e
 r

e
la

ti
v
e
 f
re

q
u
e
n
c
y
 (

%
)

0
2
0

4
0

6
0

8
0

1
0
0

5 shop

Fig. 5 Relative frequency of shop group
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6 Video

Fig. 6 Relative frequency of video group
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Fig. 7 Relative frequency of map group

5 9 shop

50 55 1500 1514

video

c© 2015 Information Processing Society of Japan 3

Vol.2015-IOT-30 No.3
2015/7/3



IPSJ SIG Technical Report

Frame length (byte)

R
e
la

ti
v
e
 f
re

q
u
e
n
c
y
 (

%
)

0 500 1000 1500

0
5

1
0

1
5

C
u
m

u
la

ti
v
e
 r

e
la

ti
v
e
 f
re

q
u
e
n
c
y
 (

%
)

0
2
0

4
0

6
0

8
0

1
0
0

8 Wiki

Fig. 8 Relative frequency of wiki group
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Fig. 9 Relative frequency of search group
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Table 2 Estimation results

shop video map wiki search

Ethernet 77.3% 90.9% 20.0% 54.6% 72.7%

IP 65.9% 90.9% 14.6% 45.5% 54.6%

Ethernet

Ethernet

video1 map1 search1 search3

4 Web 100%

Web shop4 90.9%

map

map1 HTTPS

map1
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