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Basic Studies for Realizing User Authentication Method
Using Surface Electromyogram Signals

Abstract: At the present time, mobile devices such as tablet-type PCs and smart phones have widely pen-
etrated into our daily lives. Therefore, an authentication method that prevents shoulder surfing is needed.
We are investigating a new user authentication method for mobile devices that uses surface electromyogram
(s-EMG) signals, not screen touching. The s-EMG signals, which are generated by the electrical activity of
muscle fibers during contraction, are detected over the skin surface. Muscle movement can be differentiated
by analyzing the s-EMG. In this paper, a series of experiments was carried out to investigate the prospect of
an authentication method using s-EMGs. Specifically, several gestures of the wrist were introduced, and the
s-EMGs generated for each motion pattern were measured. We compared the s-EMG patterns generated by
each subject with the patterns generated by other subjects. As a result, it was found that each subject has
similar patterns that are different from those of other subjects. Thus, s-EMGs can be used to confirm one’
s identification for authenticating passwords on touchscreen devices.
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Fig. 1 A sample of electromyogram signals.
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Fig. 2 An example of a registered password (a list of gesterus).
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Fig. 3 The correspoinding electromyograpms.
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Fig. 4 An example of input electromyograms generated by the

owner.
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Fig. 5 An example of input electromyograms generated by an-
other.
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Fig. 6 The gestures introduced into the experiments.
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Table 1 The instruments and the software used in the experi-

ments.
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Fig. 7 A scene of the experiment.
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Table 2 The comparison of electromyograms generated by the
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Fig. 8 The s-EMGs shown to the experimental subjects in ad-

vance.
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Fig. 9 The s-EMG required to be identified.
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