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Interrupt Analysis for Realtime Software
based on HW /SW Co-Testing using Concolic Test
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Abstract:

As the software of embedded system becomes more complex, its verification should be much more efficient.
Interrupt is one of characteristic functions of real time embedded systems, and the paper is focusing on verifi-
cation of interruptions. There has been no automatic verification tool to comprehensively analyze interrupts.
In this paper, we propose a comprehensive analysis method using Concolic Execution tool. In order to reduce
the number of huge test patterns, we extract the restrictons from Simulink model for the target embedded
system, and apply them to the verification. We conducted an experiment and gernerated the test patterns
to analyze embedded system’s interrupts. The experimental results show that the restrictions significantly
reduce the number of test patterns and make the verification much more efficient.
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interrupt_handler();
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1|int func(int a,int b){
2| if(ar1){ Ta>1f
3 if(a<b){

f 5
4 if(a*b<d){ a<b_ ¢ une30
5 func1(); L L vas=
6 Jelse( a*b<o |
7 func2(); T/\f va>1 A a>=b
8 } funcl(); func2();
9 } “/ \\\
10| Yelse{ xa>1 A a<b A a*b<0 |
11 func3(); -

va>1 A a<b A a*b>=0

12|}
13|}

4 Symbolic Execution

ZEDHDBREIND, FHRLOTE % k4 IHAE D
HZ LT, WMEELRRY 2 EADHBDOFIT AT LD A
TEDGHEE LK T 2 ENTE S,

BIZE, K4ADEMIRLzTar 8% d L2, A
WRLZZE ) AR EEZEZ DI LN TE D, KAGHND
5D True/False # % 2 CAND % & % &, HFXTOEN
MWADHOEND, T4 DDFNOBIN T %R, EH
&b ab iz 1 DT OFZETIIE, NAHNL Y UP
WRIZGDEIBTAMY =P oNb, K4 DFIT
E.a>1Aa<bAaxb<0&EW)FEAERITKTL RV
DT, FNUSNDOERIZOWTIZNN Y = U PERTE S,
a>1ANa<bAaxb>=0ICRLTEa=2b=37%EN
"BHNnb,

3.2 Concolic Execution

Concolic Execution[d] 1ZV 7 b7 =77 A MRk 1D
THhhbo 7B concolic I£” concrete” & ”symbolic” @ 2 7&
G L72EECTH B0 BIHTHIA L7z Symbolic Execution
BZEWT T YT ANV VEDBNT A INY — Y & liaL
TL5FETHLD, S TRLNIZT A MY — Y2 HE)
TYZ7 b xTIZANL, EBIZED X ) %A% l5D
2% P2 FA% Concolic Execution Th b, D720,
Symbolic Execution D& % fv 2356 L AT, &) 94T
IR A DHFEEDS A 1 %6

Concolic 7 A b —Vid, WEDIAH 2 fF#HT 12 SMT
VY NWN—% 5 Z D%\, Concoclic 7 A b Y —Vid5e
oI Re FEAT /S A DEER ATV T O ZE b 12 SMT v
WSRO AIINY — VR T B L) TE 2D KT
Z LT, FESA LRI T 5 2 L 2 FEILL T b,
FETHW2 CRESTI[6] 1£ SMT ¥V W ¥—I213 Yices[7] &
HwTws,

4. BERIDTANFE

4.1 BWENTICHIT BB DAHLIBDET ) EECiR
HIAR Y AT ANEFTIVEHVEEA, CPUOEIER Vv
Ty 27 ECHBTALELND B, MAA Y AT LT



BRIV RN RIS
IPSJ SIG Technical Report

V—RXO—R 5 BN D720 DE 0 AATE F VALRLb

1 void interrupt_handle(int isSig[NUM]){

2 int i,pri;

3 for(pri=0;pri<NUM;pri++)q{

4 for(i=0;i<NUM;i++){
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6 func[i] Q) ;
7 goto CLEAR;
8 I
9 CLEAR:
10 }
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