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A Location Free Network System Which Can Be Identified
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Abstract: Recently, by the authentication function of a network device, it became possible to configure a
location free network system in an organization, the user of the organization can connect his/her terminal
to their own network anywhere. However, in some cases, it become a problem when the user’s current lo-
cation cannot be distinguished. So, a configuration method that changes relation of the subnet IP address
and VLAN-IDs at each site has been proposed. But, when a user moves the site, his/her terminal is not
connected to the same subnet. In this paper, we propose a location free network system that the user is
possible to connect to the same subnet and is identified the location from a source IP address of the terminal
by configuring a NAT router and a DHCP server dynamically, even if the user moves the site. We confirmed
the effectiveness by evaluating the prototype system.
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H—/NTiE 1 5D Linux ¥ — /N2 DHCP % —/%, RA-
DIUS #—/N, #ih 3 A2EM 7077 L %8 L7z, RA-
DIUS # — /i3 Free RADIUS2[20] T# 4. DHCP #—/\
&, EERRAECHEM T 541213 ISC DHCP [21] 24 L
727%, DAL % DGL 2 X 284121%, #fE DHCP ¥ —
A L7,

4.2 EEIOT5LOELE
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£ 1 AT LOWZERK
Table 1 Specifications of the prototype system.

NEC Corporation
NAT UNIVERGE IX2025 [16]
(IPv4 #23% 1% 200 Mbps

NAPT iz kx> b 1) 65,535
i NAT Kt e 256 17)

CPU Celeron D 325 (2.53 GHz)

Server Memory 1 GB

Cent0S-5.10 32 bit [17]

Router

Layer3 Cisco Systems, Inc.
Switch WS-C3750G-24TS-E [18]
Authentication Allied Telesis K.K.
Switch CentreCOM GS908M V2 [19]
Personal Microsoft Windows 7
Computer Core i3 2.3 GHz

Memory 4 GB

REIATOLEN D L. T, MEV AT LTIE, BH
Tar 7 A NAT V=770 77 4, il DHCP % —
NI L7z, ShBD 78S L% Perl [22] TR L 7-.
4.2.1 WEFREERTOTI L

FIH# OALE R a2 IS L CE B3 %5, RADIUS H—
N radius.log & “tail -f -n0’ TEEH L, WHED MAC 7
FLAEHIAAAL v FDOIP 7 KL ADMREAEEHR
T N=2L L CHEPT L., T—FR=-AT AT LT
GDBM [23] il L 7z.

4.2.2 NAT IV —ZEFETOT T L

DNC CHiHT 270754 ThY, FIHEOAERERIC
oW NAT V— V2 BiIZi%E T 5. DHCP ¥ —/30
dhepd.leases & “tail -f -n0” TEHL, IP 7 KL A28 —
AENTZEHIZ, RO MAC 7 FL A% & — I E1E#H
T=F RX=A &MWL T, MEHFHRICED C NAT V—)b
“NAT V=% ZBET A, 70T L%iET 5 & NAT
V— %2 Telnet #An 21TV, t v ¥ a v &L T&h
KD NAT V—ViEZEEIT) . NAT )V — ¥ ~OFHild Perl
@ Net::Telnet B 2 — V& ffil] L7-.

4.2.3 HfEDHCP #—/\

DAL BXUO'DGL T2 70774 THY, %U)ﬂ%
DILEERICIED V2T N L AE#RZ AR ICEINIZ) —
545, IP7RFLVAZY —=AFTLHEEIZ, WAKDOMAC T K
LAEF—IMBERT - N=2 2B L, MEHEHRIC
FEOSCNAT V=it in L7z IP 7 FL AR T — by o
AIPT7 FLARWMEIZ) — 2T 5. &8, WE»rSEN
L % \» DHCP REQUEST % %} 72354121& DHCP NAK
%370, DHCP DISCOVER 7 5 MLEL %479 .
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Fig. 9 Procedure of operation by DAL and DGL.

4.3.2 MEEERMERER

KIS, VAT LOARERHERT H720, WIEV AT A
DANV—"Tv NEHIE L. WK ?%ﬁﬁnéﬂfb%Z% v
F-® 7R — MZ 100 Mbps, Full Duplex, MDIX FEZET& 1,
FRERNIC—HERICE D B CTHENALIP 7 KL AD ) — ARk
WIE 10 THL. HHTAMEFRIIK 7 1RTLEBD
2N TH S, WEE S BTV, ZOHM L TFIEEZIRT.

$9, DNC IZ2WT, WEB fZAECTIEFEREA A v F D1
A VEEIZZ =, NAT— K2 AL THh5, NAT
V=% 1Z NAT)lx—)wb‘ RESINDL T TOHR%Z, MAC
7 FLUARERETIE, WARZREREA A v F Ik, V7
Ty 7T LTHhH NAT V=V HSiRE SN L T TORER %l
EL7z. MRER 2 IIRT.

k2, DAL BX O DGL I22W T, WEB AL TldH
FA VEEIZI—G, NAT—=FEANLTH2S, IPT
bvx#u—xén%ifmhﬁ% MAC 7 F L 2§83

I, WAEREREREAA v FEHL, Vs Ty TLThS
IPTFVZ#U~Z§%%$T@%%%M%Lt.%%
%F 3 IIRT.

R D720, @EHEDSE, TobbEIEY AT 41
BWTNAT V—% X DHCP ¥ —NTHEIWEZEEL L
T, WHOBIFLEHED DHCP 7 FL A — A %47 72

O AR 4 1TRT.

4.3.3 SARBEOMEET MR

F72, SROMEORET 7 & 2 % g L - VEReEF %
To7z. BEEFEICOWT, HEOmETIE, TXTHHE
B2 DHCP 12X A IP 7 FL AR TE L olzlz0,
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#£2 DNCIZLDBAL—T v
Table 2 Throughput of DNC.

WEB #23
HEssRoHP (F) | 7.6~9.9
EHE (7)) 8.4
MAC 7%l
HEEREOHPE () | 7.9~11.5
T (Fp) 9.6

&3 DALIZLBANV—=T v }
Table 3 Throughput of DAL.

WEB #3
WERROH (F) | 6.6~11.1
SEHME (FD) 8.2
MAC FZ3E
HWEHROHH (B) | 7.8~11.5
SEEME (FY) 9.7

R4 BEBEHEDZANV—T vk
Table 4 Throughput in normal operation.

WEB %G
ek RO (7)) | 6.8~10.1
TEIE (F) 8.4
MAC 7%l
WEfEROHM () | 7.4~11.5
TEIE (F) 9.5

R 5 NAT L — VgD MLIREH
Table 5 Execution time of NAT rules set.
FATRFOHME (I V) | 15~17

FRE (V) 16.5

RS RORBEO T 7 22 BHT 22 EXHETDH -
7o, TO78, RET B EIEEA LRI OWT,

=BT & AR L 72l 7 AUBR & S8 A S T ALERE Y & )
L7z, BT A ESEHRIEENE O PERERF IR & FAR IS
20T THA.

%9, DNC Tl¥, DHCP #— "D IP 7 KL A — A
= SRR LIC 200 584 ST, NAT V— ¥ RED A —
Ty ML FREER 5 IIRT.

%’ DAL, BX U DGL I22WT, sz a5

A, HR L VEBFEOBEDIP 7 F LAY — AL
%%%Mmbt.Dmmﬂ»vmwﬁwPD$mN@R%
ZAE LT 5 DHCP ACK %% T % £ COMBELFFTH
B, FNEFNRDOEAIZONT, DHCP 7547~ M2 5
IP 7 F L A% 200 564 £ ¢ Cillsg L7z, DHCP 2
FAT Y ME, OS 12983 ST b dhelient % expect [24]
TEfFEEAZ LT, #EELZIP 7 FL AEREFES
¥z, V=% %4 L72DHCP RELAY 12X A2 IP 7 FL &
P CThs. HRER6 1IRT. $72, DHCP 7 74 7T
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# 6 {EDHCP 4 — D IP 7 FL A1 — XK;R
Table 6 IP address lease time of the prototype DHCP server.

REE G A RS 5 A
FATER O (I V) | 5.6~8.4
FfE (V) 6.1
(AR E & VI N R/ oy
FATHEM OHFPH (I VF) | 5.4~8.2
P (V) 5.9

R 7 DHCP 7547~ MiiROFKITT
Table 7 Specifications of the DHCP client terminal.

CPU Celeron 1007U
(227, 1.5GHz)
AEY 2GB

(o5 CentOS-5.10 32 bit

YIMELTHHLAZmROHEITLER T IRT.
4.3.4 FEREROFHE

F¥, £92, #3, £4120oVWTHERL, DNC, DAL &
b, WARTHEIEDSEIILTHS Ay N7 — 2 FHD T HEIC
%5 T CTORRKOFEEIRX 8~10 PRETHH. £ 4 D@
FWEEOMBERM & T EAEEDL RV, HTORBOT
NDH5 I LIZONTIE, WEEDIESSXICLEHDT
bhH. B, MEZATLOBEEIZBWTE, BAEAA v
FCTMAC 7 F L A% 9 534121, RADIUS #— /%
THRADPETTHI T3~ WREZEL TS, 21
i, RBREAA v FOEAEDOEEICL 2 DEEZ NS,
FRAEA A v F I oME 2 T L, MAC RBREIC X 5
WUFREFNIE D o LM SN A TTREED S 5.

KIZ, EAMEOMRESEME LT, £5, £6 1220 T
B, DNCIZBWTIE, 12O NAT V— V2 &ET 5
B3P 165 S VB TH L. TRANENREHRL
eV OMBLZBEINE NS DS, FHEEEETE LR T
b5, 30 BOENETHWIERIZ 0.5 R L 2 5. 0
RE I DE W NAT V— & TR L b 5 7 WLFE ST g
ThY, BB LORREROITEEEZONL.

FMEDHCP = NI2E B 1P 7 FL A —ATIE, i
Tz T 25604 RIE 6.1 I U, HEHIL 2w
BiEid 59 I)BTHo /-, l@EOMEIIX LT, FHT
0.2 I YMRRBEIBISN S S, FHEEMETE LERT
b, WEFEHRE T 556, 50 GO T b LR
203 RMEELSL. 4B, DHCP 7947 > FTD 1o
H7:0) DO IP 7 F L ABLROEATRRMILAY 300 3 ) AL
ThY, ZHEFEKEO DHCP k% +5ICHHL w5 &
TV RS, ZEFERC O ALEERE KB 50Tk
EREEIZ WV EEZ SN A, DHCP ¥ — N2 EHEE S
720, WMERETOE W DHCP =2 FJH L7720 35
ZEIEY, BTAU EoRBEROIREEEZ LN,

XB$ A AEBEHRICONWT, MEV AT ATIE2 DT
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