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Abstract: Detecting and mitigating security threats of information systems in design phase helps to make
them secure. However, the more threats we try to detect and mitigate, the more cost and knowledge of
security threats are required. In this paper, we present a technique to detect security threats, show negative
scenarios, mitigated scenarios and their security functions with comparing normal scenarios of a business pro-
cess and the patterns created from knowledge of security. The scenarios of a business process are described
with sequence diagrams. The knowledge is extracted from the documents called Security Target compliant
to the international standard Common Criteria. We show the usefulness of our approach with several case
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<<hasSecurityFunction>>
% System

User <<login, indirect>>
1: O ER() R

<<request, indirect>> JKRT—R:

2: ASEREE() {read= {User, System},
write= {System},
exec={User, System}}

<<respond, indirect>>
ANZFEE((RD—R)

<<respond, indirect>>
4:004>5%T=IEZD

a T

<<verify, direct>>
F 3 —EHER(NRI—R)

K1 vrAaryrAplogEEtts s —47 AR X bt

INH OB ERRICHIEROE, XA T— RIFEFH R
ETFT—HThHD", “SFHRET—HEEZETIHEAIL,
PRAEEATOR T IUIEIE S N AGERENR S 57, “KIEEB
SEDITIE, BB bEfr2 RV Lo Exa T«
HiThd, ZoLHexa VT s EFHAC T Y A
EHRO LADYE, BT 25Z LT, BEOKRE LR ELT
HFZERTES. BAEMICE, M1ovrYtziidd s
Bz, SHHOTRETHRIBICHRERMAIMEREZ TR L TB
<. FLT, BERSTDHI-OOMMAEND T H /37—
Y, BEORROM#ENDT 37— 2ERL, Tk
T —H_X—2 L LRI 5.

DX, KFETIIEX2U T 4 H#% OB
WNE—VEERL, EREATIENTZ AT 2R T
FaRE =~y T T TURT 5 Z LI > TEHBOMR
HESHRROUHZITH . RF—r =y F 7 2MAT5
ZEIE ST, BEEENAE —ITHEETIRETHN
X, F VAL MRIICEREITO 2N TES. [
BRIZ, AT U AITHONTE, HDIAHNRT =L o
THAHTED L IICTEZLICL T, AKRETTZHE
EITOTICEBDBRELIZBEO VTV A 0L /R L,
BED Y A7 AT ERS LW CEBICRIREZEHT 5
INEZDIENTED.

2.2 MERELTOEXIUYTA2—47y FOFA

AFETIE, BROMROEN, LUK EEOAT
Te DB Z = ZAERT 272D DB X = U T 1 HGk
JRELT, BEEFREL) ERMkIcEX 2V T 2 —F v B
(Security Target, ST) & FEIEI 2 B B0x R IZ DV TRk
SNIXFEEAND.

ST i%, EEEHETHD, =287 747 V7 (Common
Criteria, CC) [3] IZ Lo TRBRENED bNTEY, BEfF

LIIZOWTED X I BN EZ B, LD XD IRXR
NINTWVDEDIZHONT, —HBLEBERIZL > TRk S
T, STITRIESN TV O TEEETHY, KB
SNTRVHETHOATTES L 12w, M E LTI

*1 https://www.ipa.go.jp/security/jisec/certified_
products/cert_list.html
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e A
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4. Security Objective o
ommunicate_Protection *
HS oI o oB3)TuFLY SRUFUAI =
.Communicate_Error_Detection -
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Notation Description

Iy MM (54754 Y):
< hasSecurityFunction> &¥=VU7 qi¥pExREo

<movable>> FEHMEOAGE, BIEICERS L
A yt—Tzftm:

<direct>> LR\ 2 R
<indirect> EZAFIT UL MR 72 & 2 FH
<request>> HRIHLTT—Z %2V IR b
<respond>> 175/§<‘: LCT—#&ik$
<modify>> T—ZDOEEIAL, EHE, HIBREZITS
<Lverify> — X DIEYMEZ RS D
<login> nr7ArL, ByvarzfadTsd
<logout>> tyarEKTTS
T—2ZfHn:

{read = R C S}™! RIXT — ¥ OFIRABFF W R DOES
{write = W C S}™ W 37 — 2 OEZIABFF R R OES

{ezec = E C S} E 137 — 4 OFETHF IR OEA

1S YT Yy b U{public} ThY, “public’ 1%, #THE
OHERATFTENTND Z & 2 WIRT 2 MHAETH S,

TVxI b, Avk—V, RVEY SN T—HFIIENE
NFEESOHERR, BE AR R 2RI ZOORT VA IAT
CETEEEMINTS. AFLAZA 71T <> THE
NI=CFH, & 7R & T {} CHENIFEICTH 5.

AFETIE, CCTEDLNTWVELRTICEDET, ¥
FTUVFEMEETHHLTIA T I DFT V27 b L%
YT NEMES. F2, AT TA L OBEEIERIC X
D, B 7027 FBRABITHDINE I MEHWT 5.

K 1EFHLUTHHYF Y AplERER L0, K1
Thd. EnEN, 2—FIAMTHLHY 77 b, R
TAFEX 2 U T A REER RO T V= N THY, T—
B ToDH/NAT—RIX, {read} & {exec} DENRZ—H &
VAT A fwrite} DRV AT L TH DD, 2—F L
AT LDRHFHIY & FATHRATRE, VAT LOHBNEXIA
FMARETH D, AvE—T 124 13FNFNULICLAHE
BHTRWEEIRICL 274 L OER, NAT— RO
V7 2R MEFNICKITT DEE, v A V58T O ﬂf%
D, Avt—U 313 AT ANEICEIT A EEEREIC
RAY— ROE4HEHEETHS.

3.3 EBHORH

BRI Z = EZFIFL, AU A0 b EEOR
HMEITS . BREBRMN SZ — 0%, ST3.3 ORI A
L7cHFENBERTE D (K29 a). flE LT 2DE
ik &tz, FeliCa IC 1 — Ko ST*2 o —# % Fi| A
9%. ST ™ 3.3 EiZiX, T.Intercept_Communicate_Data
LWV, WIROEBDBFREAETHHMERBELIGAEDI A
YT UANBEREFRTRESN TS, Zhafnd e

*2 https://www.ipa.go.jp/security/jisec/certified_
products/c0251/c0251_st.pdf
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S2SFUAHBDIAR) (5 —>
BRI (T —> - > el

X
Subject Subject . S1 S2
| s7 | 52 M\S:USET " !
T adponds T T A | EE
RESPOND(Dafa d) H
: : o1 <=iespond>> ~
DEECE : | @® | RESPOND(Data d) )[l
(ECEE i ! (Datad) | j
{public}} H ' H Datad: H
! {read # !
{public}}

B3 BHEOBBME Y — & AT Y AR —

sd
<<hasSecurityFunction>>

AR Conen ]

Mis-User User <<login, indirect>>

1: OJ4 >8R() -

<<request, iniiirec1>>
Bk E 2/IR9~ FERO <<verify, direct>>
[ ________ <<respond, indirect>> 3:—BHEER()\RT—R)
a8 [T AN CCERGRDSR) 7] -
VR9—F) ==k

<<respond indirect>>

4:05-1 > FF1() {read= {User, System},

write= {System},
exec={User, System}}

4 WO IRV ABREDIAENTZ T Y A

S, BHEOBB AR T 27200 % — 3 E 3 0D X
ouﬁﬁféé.ﬁ7v;7$slkbfa—#,#7y;
78Sy ELTY AT A, (RO <respond> A vk —
ELTART—=RDEFEA Y=Y, HEOT—2d &L
TRRAY— By TTBH0, 1IZBIFAERRZT—FR
DFEE OB DO B AR T2 N TED.

3.4 TRIUFVADEDRAA

ST3.3 #EMN D, BEMABAELILLEAEOI AV 4%
H DA @f_bba)z\& VERRRICIER T D22 &N TED
(I2¢w BWHICKIST 5 I AT U AT —

Y(®3AN) AR LICHEATHZET, NAT— RDE
BAYE—DIR L, AT 7 F—|2 &> THEEMI R
BT BN, RAT— FOEERINIE 4D L5733
AT UAHBHEOIAENS.

3.5 XREDNDEH

—ODBBIH T HRRBIIEEAGET D, b DO
fRMEEE T 5720, ST8.1 BN LEBICKHIST 25K E
HWHO D ORI U, JREE 2 — & LTA
WAERFFT S, INEFIALT, Bl INI BB EENT
HxtREENT S (K 2% ).

4 1 BT, M SHI O BRORR L LT, K2k
D ST8.1 ExhindR L ¥ 205, O.Communicate_Protection,
O.Communicate_Error_Detection @ 2 DD*}3K % #HHiATe
ZETCIHMEARIRTE 5 2 EAVHIAT 5.
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STHVLEHINT - 0.Communicate _Protectionxt S & A/ \2—2
SFC
) T —
Fop uct ] [
— 2 = S S2
iy _
REETS <<directsst ilm:;;):’b
FPT RVMLL: ENCRYPT(d,KEY) [read=($1.(,)sz),
= write=({},
i‘f%ﬁ%{’ﬁtbﬁﬁli <<respond>> exec={:1,52)]
gEvs | Y | 0 -t :
Respond(Data d) E
FCS_COP.1: bk TAG Sl <<direct>> H
BELLT DER Datad: DEC RYPT(d,'KEY)
=] =5 {read # H
BESENEEITS {publicy)

5 WAL Ox R A DIAT R F—

3.6 XEEDIEDHIAH

B S ERTIC R LT, N SRR S
T HRIREDIALNRZ — R L, ERPEDIAE N
TFUAICEEHRZ D, DAL NE — il L LT,
O.Communicate_Protection Z# AT/ ¥ — 2 %/ 5 (T
R

2 T?D 8.2 FxHE L Y O.Communicate_Protection
RIS D SFC 2MAEDE N HHT B
O.Communicate_Protection (%, FCS_COP.1, FDP_UCT.1,
FPTRVM.1 ® 3 5® SFC TEEINDLIFENDLND.
(2 Hd) FCS.COP.1i%, K5E4zFIMH Lk bRk
#1795 SFC Th%. FDP_.UCT.1 1%, fRT &7 —4 %
WET DRFCHEDR#EZIT 5 SFC THSH. FPT_RVM.1
%, X )T A BEEOTRIZE DI, thoihe
FEME T RNC LTI EOMEL O T2 L2 HET D
SFCTH5. ZD32&fAGDLEDLZ LT, RS~
ET— 2 EFET DN TR S OB EZITH” L)
M 5HEDOE BRI F VAT — o ARG — o flialk T
HTENTEDL. ZETVAFROBHERIZHEHAL,
B AL OXIR A2 HDiATe. (X 2 Fe)

Bl LT, [ 1IZ/RA Y — FORFSb 2 BRI IATe.
FHIZED IR T U AOMDIAR L RIFRIZ, kL2 5BH
TVx 7 NS1 D S2 ~DF —# d D <Lrespond>> A v
=Vl FThH, 2—YPRLIVRAT LAADNRAT— R
EfEA Y=V ORMEIC, B {LLE % &Y ENCRYPT
Ayt —vl, #H5{tE#*KT DECRYPT A v E—Un#
HirEND. T2, BELHO#ETHDL KEY 7=V
FASBISLS. ZHT, B 6 D& 5 ITH Sk R
WIAENTL. ThE, B SR T TN T,

SN T U AR AT 5.
4. =

RE— U E TR T D ENF 5720, AGG (at-
tributed graph grammar) &MEHINDEIES T 7 A HSCHE
KO —v 5] # HWT, FEICBT LN -~y TF
sy EREBE L. i, RFEOMEE LT,
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<<hasSecurityFunction>>
% System

User <<login, indirect>>

1: O+ 2ER() H

<<request, indirect>>
2: AREREEQ

; ; M <<respond, indirect>> <<direct>>
i direct = . —R
Eiv(c;{?;r >> ,:)‘ ANERE( CRD— 1) DECRYPT(JA2J— K,KEY)

URD—K, ey [[TTTTTTTTTT TS > L]

<<respond, indirect>>
4:094>7TZIEZD

<<verify, direct>>
3:—BHER(/(RD—R)

NRT—R: KEY @

{read= {User, System}, (repd= {User, System},
write= {System}, write= {,

exec={User, System}}

exec={User, System}}

6 WKHEICKE L CHRE AL OX R A DIAFE NIZ ) U A4

FBIZ ST /32— ZER LTz,

4.1 AGG I[Z&k 55tk

FASF VA=V ADEERLOA v E—VIAF%
AGG sHeo Ry 7 7RRcEEZET L L bIL, 2T
NONRE = m BT T 7 E N —1 & UTERT 5.

AGG TIEAMZ 7 7 %%\, THUCH LTT T 74
FEMATES. AT VA ERES 7 7 RERICEEXE
L, TNENDONY —NHIRT D 7 T 7N — N & AE
K, WHTAHZLICL o TARAE =D & B WAEITS .
AGG |2 LA FEEIZ DWW T, BERE (1] ZFH L Twv
B, ZIZTIHEKET .

AGG IZ X DT, B SN2 BEex RO oz
REFT 2RO ) — FEFIHTH. AJ1F U FICBBEMHR
HMARE =Nk 7T 7 EWMAEITH> LT, v v FLE
BENIHRIET 2B ) — KRN 7 7 7IClbiAEns. h
EZRL, IAVFUFEEDIATe. Fz, PREZEHAN
=Ko TEEHRPEH SN T RWER S — R
EEiiy T VAR RINL, OB AEEMT 25K
)= R&BINT 577 78T, 2—HF—1X AGG I
Ko TEBOBIEN TONIZ vV AT LT, G5
RIRGGH N2 — RN, WHATHZ LT, HREICK
T AR — REMbiATe. D%, xHK/— R
SN F U ATH L, MT DRREDIAL NS — %
M2 7T 7B K-> T, i/ — F%& SFC OfAE
bl 2FECEAL, V7V Ac#loiAte. AGG T
Fal U7 st iR A B Z — il & LT 5 % AGG T
R L OEE 7TITRT. V=7 U ARICBIT D A v
t— 1%, message / — K& 220 Subject / — K, i
o< fromto Ty Ik o TRIAIN TS, T—4
d \ZHRHET 2 D ObjectAsset TH Y, ZNEEBEXFHE
9% Respond A v B—IVROMDEZFEA vE—VE M
LTW5. ZRloRZ =it shizge, Ao k)
IZx%HE T % message / — ROREI£IZ, encrypt A v&—
2T 5/ — K& decrypt A vE—VIZIcdT 5/ — K
2% “nextInsertion” = v VT IND. TNEND /) —
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9target

1itargets
g (3:06)

d

|Ii:C-.-:;-:-mmL|nicat-‘:_Pr-:-tecti-:-n |
|resolved=rfalse
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otherMessage
directConnect=true
MName="ENCRYPT"

target target

o

otherMessage
directConnect=true
MName="DECRYPT"

~" 12targets
5.0.C mmunicat-‘:_Pr-:-tectl-:-n|
d=true |

7 AGG IZ X DM AL RELDIA TR 2 —

Ri%, 7—%d & KEY EWIHARIOAT V=7 F k4
ELTHED. ZOEBNMTbNZd & DOBLEIZ L - T,
“nextInsertion” T > UAEIH I, IELS AGG 7 F7 7D
A=V ORNDOTITHRPMDIAETND.

4.2 fERLIFzE—>

AEl, FETRHATE SN2 — LT, 9EEOMmH
Mg = b, T EHENS 12 EOME 2 —
R LT

YERRIZIE, 3.3 8iCHIM L7z “FeliCa IC #— K A7
L7 (C251), “e-passport system”(C229)*3 , “IC {ERIA
BIEA— R (C191) * @ 3FEEHDO ST B LY — 13—
IIAT VMDYV AT A RAA L LT, “Intel SOA
Expressway v2.7.0.4 and Intel SOA Expressway v2.7.0.4
for Healthcare” (1627) *> @ ST #F|H L7=. HED K 2
A D ST Mhomakzhiti L, XV ILHZR S — 2 DfE
A TEDLEIICT D, R 2ITHER L BB 7 —
&, ez /e > 72 ST 2R 9. Tl -7 ST Ik d
DEFNKFICR->TND. flziE, 778 AREDER
Rt 8 & — 0, 1627 O ST IC 2 FEIEH OGS BB OMFEL
T, TNOEITICHRIAY — 2 2E L, BEICK L
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*3 http://www.ipa.go.jp/security/jisec/certified_

products/c0229/c0229_st.pdf
https://www.ipa.go.jp/security/jisec/certified_
products/c0191/c0191_st.pdf
https://www.commoncriteriaportal.org/files/epfiles/
1627_ST-Version_1_9%20(2) .pdf
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