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1 Introduction

Kinds of distributed applications like teleconfer-
ences and telemedicines have been developed and
widely available now. In the applications, multiple
autonomous application processes are cooperated to
achieve some objectives by communicating with each
other through communication networks.

The processes in the distributed system may suffer
from faults, i.e. Byzantine faults[2] and stop-faults(4].
An approach towards making the system fault-tolerant
is to replicate the processes in the system. There
are two schemes to replicate the processes, i.e. state
machine[3] and primary-backup[l] approaches. In the
state machine approach, the replicas can continuously
service in the presence of the faults while it takes time
to recover from the fault of the primary replica in the
primary-backup one. However, it is expensive to repli-
cate all processes in the system using the state machine
approach. The primary-backup approach implies less
over-head than the state machine one. Kinds of appli-
cations have different requirements on reliability and
availability to the system. For example, all the faults
have to be invisible in some applications while the pro-
cesses can be rebooted and restarted in other applica-
tions if some faults occur.

In this paper, each process is replicated into a collec-
tion of multiple replicas, which is named a cluster. We
would like to propose a system composed of dynamic
clusters in each of which the replicas are replicated in
kinds of replication schemes so that the requirement
from the application are satisfied. Moreover, the repli-
cation scheme of the cluster changes dynamically ac-
cording to the change of the system environment and
requirements.

In section 2, we present the replication schemes. In
section 3, we present the system model. In section 4,
we define a dynamic cluster. In section 5, we present
inter-cluster communication.

2 Replication Schemes

We would like to discuss how to replicate a process p;
into replicas p;y, ..., pi; (L > 1). There are two kinds
of approaches towards replicating p; [1, 3] [Figure 1]:
. (1) state-machine approach, and

(2) primary-backup approach.

In the state-machine approach (active replicationg (3],
every replica p;; is modeled as a deterministic finite
state machine. ;I‘hat is, every p;; does the same com-
-putation by receiving and sending the same messages
(=1, ..., ). If some replica p;; is faulty, the com-
putation of p; is continued without stopping,.

In the primary-backup approach (passive replica-
tion) [1], there is one primary replica p;;. The other
replicas p;2,...,p;; are named backup ones. p;; re-
ceives and sends messages and computes while no
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backup replica computes. p;; takes a checkpoint and
sends the local state information to all the backup
ones. Then, every backup replica changes the local
state. If p;; is faulty, one of the backup replicas is se-
lected and then starts to compute from the checkpoint
taken most recently as a new primary replica.

The state machine approach implies more redun-
dant processing and communication than the primary
backup one because all the replicas do the same com-
putation by sending and receiving the same messages.
However, it requires less time-overhead for recovering
from faults, that is, the computation can be taken over
immediately by the other replicas if some replica is
faulty. In addition, it tolerates the Byzantine faults
by comparing messages sent by the replicas. On the
other hand, the primary-backup approach implies less
over-head but it requires more time-overhead for re-
covering from the faults because the backup replicas
have to be rolled back to the checkpoint if the pri-
mary replica is faulty. Therefore, the primary-backup
approach is adopted to the cluster whose process is
required to be not expensive.
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(1) State-machine approach (2) Primary-backup approach

Figure 1: replication schemes

3 System Model

A distributed system is composed of multiple pro-
cesses interconnected by the communication network.
A distributed application program is executed by the
cooperation of multiple processes communicating with
each other through the communication network. A
collection of processes is referred to as group G = {p1,
..vy Pn} (n > 2) [Figure.2]. G is composed of multi-
ple autonomous processes. In order to tolerate process
faults, each process is replicated to a collection of repli-
cas, i.e. cluster. In order to tolerate the process faults,
G is composed of multiple clusters where each cluster
is a collection of more than one replica of each pro-
cess. We assume that the faults occur independently,
i.e. each replica is located in different computers. The
replication scheme of the cluster depends on the envi-
ronment in which the replicas are executed and on the
application requirements. ‘
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Figure 2: Group G

4 Dynamic Clusters

There are kinds of replication schemes in the clusters;

(1) passive replication by the primary-backup ap-

proach,

(2) activereplication by the state machine approach,

and

(3) dynamic replication, where the replicas are pas-

sively or actively replicated if the environment

of the cluster is changed.
The replications (1) and (2) are discussed already in
section 2. The passive replication tolerates the stop-
faults but not the Byzantine faults of the replicas, and
requires lower overhead because only the primary is
computing. The active replication tolerates both stop-
faults and Byzantine faults, and requires more compu-
tations and resources, i.e. more expensive because the
computations are done by all the replicas.

In the distributed applications, the requirements
from the applications and the environments of the sys-
tem are changed. For example, a cluster which has
been implemented on the less-reliable workstations is
changed to be realized on the high-available worksta-
tions. An application which has required the system
to be highly available is changed to require it to be
realized cheaply even if it is less available. Thus,
the distributed system has to be so fleztble {?] that
the changes could be absorbed automatically and au-
tonomously in the system. In this paper, we would
like to consider the following points on the application
requirements:

(1) reliability,

(2) availability,

(3) cost, and

(3) performance, i.e. response time and throughput.

We would like to consider the following points of the
system environments:

(1) faults,i.e. Byzantine faults and stop-fault, which

the processes suffer from.

(2) performance of the processes e.g. processing

speed.

In order to absorb the changes in the application
requirements and the environments of the system, we
would like to newly propose a dynamic replication of
the cluster. A process p; is replicated to be a cluster
of replicas p;1,...p;,, in the same as the active and

passive replications. In the dynamic replication, the
replication scheme is changed among the active and
passive replications according to the changes of the
requirements and environments. A cluster in the dy-
namic replication is named dynamic one.

In the dynamic replication, there are two kinds of
changes, i.e. the passive to active and the active to
passive changes. For example, a cluster which has been
actively replicated is changed to be passively repli-
cated. Here, one replica continues the computation

Replication active passive
Requirements
availability higher lower
cost higher lower
Environment Byzantine fault | stop-fault

Table 1: Dynamic replication

as the coordinator and the others stop the computa-
tion as the participants. In Table 1, the characteristics
of the active and passive replications are summarized.
In the former passive-to-active case, the cluster has
to have enough processing capacity to execute multi-
ple replicas and is required to tolerate the Byzantine
faults. In the latter active-to-passive case, the cluster
cannot be changed until all the replicas get the same
state as the coordinator.

5 Concluding Remarks

This paper has presented a cluster of replicas which
are dynamically replicated, i.o. dynamic cluster. In
the dynamic cluster, the replication scheme is changed
so that the requirements for the application and sys-
tem environments are satisfied. By the dynamic repli-
cation, the distributed systems can support to the ap-
plication with the flezible service.
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