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Group Cipher System for Enterprise Information System

MASATO ARAIL,t TADASHI KAJI,t HIROMICHI ITO,f SATORU TEZUKAT
and RYOICHI SASAKIt

Due to the rapid growth of the Internet/Intranet and mobile computing, the WWW (World
Wide Web) has emerged as a means of handling enterprise information. Under such trends
of the WWW, there arose strong demands on information security appropriate for enterprise
organizations. As a solution for these demands, we had developed the Group Cipher System
(GCS) that enables users to specify flexibly the accessible range of information based on the
organizations and user’s identity (ID) information. In this system, every user possesses his
or her smart card, which stores the owner’s ID information and has other functions, such as
checking access right to information, and generating keys. This system, however, required
the renewal of the card when a reshuffling of the sections or a change in one’s ID occurred.
To facilitate the maintenance of such information, we have developed a method that executes
the functions of the smart card on the server side program instead. In this paper, we will
explain about its capability and usability by describing the implementation of this method, its
application to the WWW network system, and comparison with the GCS smart card version.
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