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Verification Method for Consistency and Normal Termination Agreement
on Multiple Sessions with the Same Principals in a Security Protocol

KAzuyosHI NEGISHIHit and NAOKI YONEZAKIt

Generally verification of security protocols has focused on the subjects, (1) transmission of
the messages without replacement, and (2) secret maintenance of messages. The pattern of
attack considered in these researches does not take the following situation into account, that
is the case where the replacement of messages might be done between the different sessions of
a protocol. We give verification rules for consistency that take account of these attacks. We
also verify the soundness of the verification rule. In electronic commerce trading, protocol
must be executed between two processes and terminate normally under attacks by the ma-
licious principals. We propose the method to verify the agreement of the decision of normal
termination for processes which consist the session. Finally, we show the effectiveness of our
methods by applying it to the example of ITU X.509 protocol.
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Fig.1 Principals, processes and sessions.
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