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RSA-based Multisignature Scheme for Various Group Structures

HirosHI Do1,11 MASAHIRO MAMBO? and E1J1 OKAMOTO13:14

When more than one user sign a single message, each signer is in a different position in
a signing group and has a different responsibility, and the signing order often reflects the
difference of signer’s position or responsibility. With this respect, verifying the signing order
as well as the signer’s name is very important. In this paper, we propose a RSA-based mul-
tisignature scheme for various group structures composed of serial and parallel signing order.
First, we introduce a structured group identity, SGID, determined by the group structure and
the secret keys. Next, we describe a multisignature scheme using SGID and give reductions
for the security of the proposed scheme. We also discuss properties of the improved scheme.
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Fig.1 Different position in a signing group.
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Fig.2 General group structure.
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