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Protecting User’s Privacy while
Collecting Usage Records on Superdistribution

YASUHIRO OHTAKI' and MASAJI KAWAHARATt

Superdistribution is a method of distributing digital information in which a fee is charged
based on the amount of usage. Mere possession of a copy requires no payment. Transmitting
the information to others is not just legal; it is encouraged. There is no need to report it to
the contents providers. Usage records are automatically sent to a clearing agency, which then
collects the fees from users and distributes them to the contents providers. The usage record
contains, at a minimum, a user-ID, a content-ID, and the amount of usage, since without
this information there is no way to determine and transfer the appropriate fee. The clearing
agency itself has access to these records unless specific provision is made for limiting the uses
to which that information can be put. Suematsu et al have proposed an implementation of
superdistribution that achieves a greater degree of privacy by using two separate agencies: a
fee collection agency and a fee distribution agency. Suematsu’s implementation makes use of
the fact that the collection agency does not need access to the content-ID, nor does the dis-
tribution agency need access to the user-ID. In this paper we present an enhanced version of
that implementation. We describe how the information sent to the fee collection agency and
the information sent to the fee distribution agency are kept to a minimum and are transmitted
separately. We also describe a facility that enables users to investigate what information has
been transmitted to the agencies.
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Fig.1 Traditional protocol to collect usage records.
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Fig.2 Protocol to collect usage records in a prepaid-system.
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Fig.3 Protocol to collect usage records with two agencies.
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Fig.4 Protocol to collect usage records separately with two agencies.
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Fig.5 Protocol of which users can confirm the message.
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