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An Authentication Method Based on the Cycle
of the Command Repetition

TOMOHIRO ODAKA,T HARUHIKO SHIRAI,T JUNJI NISHINO'.®
and HISAKAZU OGURAT

In this paper, we propose a new authentication method that is based on the analysis of
computer user behavior. The authentication system analyzes a series of user input commands
for shell command interpreter program, and constructs user models that includes the cycle of
command repetition. The authentication system constructs user models for all sessions and
compare the user models at each other. If the user model differs from former models, the
system warns of intrusion. This authentication method is compatible with password authen-
tication system. The results of our experimentation shows that the intrusion detection rate

is 84%.
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Fig.1 An example of a session.
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Table 1  Results of authentication.
oooo oooo ooooooooo
00000 (%) | 000 (%) | 00000 (%) | 000 (%)
0ooo0 A 90 100 70 73 vi
ooo B 100 100 60 83 Is
ooocC 100 100 50 90 Is, jlatex
oooD 100 93 90 83 Is
ooooo 98 98 68 83
02 00000000000000
Table 2 Results of authentication (for unknown subjects).
100000000000000000000000 EDHOOOOOO (%)
ooo E oooF ooo G OoO0H
ooo A 1 5 1 1 80
ooo B 3 3 2 78
ooocC 4 0 0 85
ooo D 0 2 0 93
EOHOOD 84
03 0000009400 9400000000000000
Table 3 Results of authentication (for 94 unknown subjects).
ooog A ooo B ooocC ooo D oo
gooooooooo 638 743 652 783 704
ooo 67.9 79.0 69.4 83.3 74.9
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