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Scalability of Online Public-key Certificate Protocol

HiroaK! KiKucHIT and SHOHACHIRO NAKANISHIt

Public Key Infrastructure (PKI) is one of the key security technologies in the Internet. This
paper studies a behavior of size of Certifiacte Revocation List (CRL), which is a standard
way for revoking certificate, by introducing probabilistic model for certificate dynamics. The
main result is that a meaningful revocation ratio is bounded by 0.5. Under the probabilistic
assmuption, an online certificate verification protocol is proved to be not always efficient from
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the viewpoint of scalability.
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Fig.1 PKI model.
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Fig.2 A size of CRL with regards to revocation rate p

(n = 100).

p< 050000 CRLOOOOOODOOOOOOODO
0032 0O00O0OO0O0DOOD pOOODO 1/20
ooo
1/20000000000000000000O0ODO
goobooooooooooooooooboooon
oobooooooooooooooooooobooa
goboooooobooobooooooboooooon
goooooooboood

3.2 000000000 CRLOOOO
gooooooooooobooobooooooooon
OO0OCRLOOODOOOOOOOOOODBDOOOOO
0000000 Tere OOCRLOOOOOOOOO
goboooooooooooooobboooooboon
goooogo

0033 DOooboOoooooboo BOoooOODO
00 sO000 CRLOOOOOO L(s)yoooono
CRLOOOOO0OOO0OOOO

L(s)

B

Torr =

goooo
0034 0000000 s=np/(1—-p)0000O

sO0000 CRLOOOOO L(s)0O

p

n+b

L(s):as+b:a1

gobooooooooobolbooboooooooog
000 «000000000D0O0O0O000 bO000D0

gooobooooobOoobooooboooooboon
0000 TocspOOOODOOOOOOOOOOODO
obOnO00O000O0O0O0OO0OOOODOOOOOO0
gboooooooooboboooooobooooboo
goooooobooon, 000000

00381 0o0ooo



2662 goooooooo

time [s]

L L L
0 500 1000 1500 2000
s

03 OCSpPUOU0DODDODOOODODDDOODOOOO TerL
O CRLOOOODOOOOOOOOODOOOO

Fig.3 The processing time for a single transaction in
OCSP service (T¢rr indicates the case when the

server replies without digitally signing).
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Fig.4 The delay with regards to the number of revoked
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