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Secure Tele-operation Protocol for the Firewall in the Control System

HiroMITSU KATO,T MAKI TAMANO," MASATOSHI FURUYAt
and TAKESHI MIYAOft

This research is related to secure tele-operation protocol for the plant control systems via
IP networks. We propose the access control mechanism for the control system by using the
concept of “operation privilege.” In the fusion of information systems and control systems, it
has been possible to have access to the control systems from IP networks with high usability.
At the same time, however, the control systems have been exposed to various threats of the
IT security. Especially in case of operations, whose information is inbound flow for the control
system, the command must be inspected in the application layer to ensure the security. In
this research, the firewall for the control systems with capabilities of operation privilege man-
agement is considered, and Secure Tele-operation Protocol (STP) is designed to communicate
with the firewall, which behaves as the STP server. The agents inside the firewall manage
the operator authentication, access control, and operation privileges. The proposed protocol
realizes the exclusive operation with operation privilege management, even though the priv-
ileges can be transferred to another operator after negotiation. Experimental results showed
the feasibility of the proposed protocol. Additionally, the vulnerability analysis showed the
practical security against the supposed threats for STP.
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Fig.1 Overview of the control system with cooperation
of the information system.
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Fig.2 Position of STP in the protocol stack.
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Fig.3 Three-tier mediation model.
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Fig.4 Protocol overview for login and operation privilege

acquisition.
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Fig.5 Protocol overview for operation.
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Fig.6 Request of operation privilege transfer.
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Fig.7 Switch of the owner of the operation privilege.
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Fig.8 Experimental environment via the Internet.
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Fig.9 Function block diagram of the prototype system.
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Table 1 Element information in the STP messages.
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Fig.12 User interface for the virtual attack.
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