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This paper proposes a novel network platform: Active Flow Control Platform, designed
for wide-area networks, on which various value-added network service applications can be
deployed. It enables various service applications, such as dynamic bandwidth and priority
control, by injecting service application programs into network nodes. It provides service
application programs on high-speed nodes with flexible flow control mechanisms and environ-
ment that allows interoperability with other programs. Moreover, this paper introduces some
service applications that allow dynamic priority control and provide countermeasure against
DDoS (Distributed Denial of Services) attacks to demonstrate the values of the platform. At
the end, this paper also evaluates the effectiveness of the flow control method and application

to real use.
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CPU: PentiumIII 866 MHz
RAM: 128 Mbyte
Ethernet NIC (10/100Base-T)

Hardware

Network
Device

PP Linux kernel2.4 4+ libpcap 0.6.2
+ our extension(C++)

EE JRE(Java Runtime Environment)
Ver 1.3 + our extension(Java)

AC EJB(Enterprise Java Beans)

00000 ATOOODOOOOO0OO0OO0O0O0O0OO0OO
O000oOooooOoooUoooOoOo cAOooooo
ooooooooon

4. D0 O0oOoooOoo0ooooooooooon
ud

4.1 0O0O0OOOO

O000000QooOo0ooOo ATODOOOOO AC
g0oooooooouoATODOOOoOooooooon
O010000000EED PPOOCOOO JNIO Java
Native Interface00 OO0 ACOOOUODOODOOO
00 JNDIO Java Naming and Directory Interfacel
0000 O0DACOOOO ACO ACODOoooooao
00000oo0oooooooo RMI-ITOPO Remote
Method Invocation over Internet Inter-ORB Proto-
colDODOOODO

PPOOOOO0OLInuxO0OO00OO0000O0O0OOOOO
goooUoooOooOooooooooooooood
0000 APIOCO 20000000000000O0O
O00ooOooo0ooOoU0oOo0oooUooooooo
000000000 oUoooooUooooooogo
O0000ooooooooooooooooooog
0000000000000 Olbpeap'®00000
0000 AcCOOoOooOooooooooooooog
00 OcapturePacket D00 ACOOOOOOOO
o0oo0ooooooACOOOOoooooOoooO
0000 PPOOOOCOODODODOODOOOOO sigd
O000000o0o0ooooooOoOoooO Acooo
oooooooooooooooooooooooo
000 O captureContinuousPackets OO0 0000
000do AcOoooooooooooooooo
0oUooooo pPO0O ACODODOOOOOOOOO
000000 20000000000000 “Signa-
ture” 00 O0IPOOOOOOOOOOOOOOODOO
O0000offset00 00000000 OCO1000O0OO

0 sigbody0 0000000000 sig-maskO0000



652 goooooooo

Mar. 2003

0 2 PPO Packet Processor00 00000000000 API
Table 2 Main flow control APIs of PP (Packet Processor).
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Table 5 Performance changing flow identification.
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