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Runtime Data Capturing Software for Java

TsuToMU MATSUMOTO,t KENICHIRO AKAIL* (GOICHI NAKAMURA,
Kou OucHi,tt KAZUYA TAKEWAKIft and ICHIRO MURASE!

We have studied a kind of software tool that can capture all runtime data while a Java
program is running. We call it DataExtractor. We have implemented a form of the DataEx-
tractor by expanding Java™™ Platform Debugger Architecture. In this paper, we explain the
implementation details of the DataExtractor. The DataExtractor is useful as a powerful tool
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for evaluating tamper resistance of a program by analyzing runtime data of it.
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Fig.1 Type of target program.
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Fig.3 The architecture of DataExtractor.
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Fig.4 The architecture of DataExtractor.
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Fig.5 The architecture of Target-side DataExtractor.

ODbEOOOOOO00OO0DODOOOOODOOODOOOOn
oooo

Target 0 DEOOOOO 50000JVMO0O0C
00000000 dwpOOOOOOOODODODO
O0jdwp OO0OO0O0JVMOOOODOOODODODODO
O000000dumper 00000000 Ojdwp O
OO0O0O0OO0O0O00OD0 dumper 00O OOOOOODO
jdwpODOOOOO0Odumper0000JVMOOO
000000000000 Target O DEODOOODO

oooooooooooooboboooooboooooan

CO 00 SharedDataManager 000000 0000
dumper 00000000000 O0O0OOOOOOO
00000000 0OO00000o0OODebugger 0 DE
gooooobooboogoobo
3.3000000000JVMO JavaOOOODD
o0oobO0oOoobOobUOooOobooooOodJavad
gooooooooobooobobbooboboooboo
gooooooooobooboooobobooo
gooooooboooboboboboooobooobooo
goooboooboboooboOooboobooooo
oooooobb JawvalODOOOO0OOOOODOO
goobooooboooooooboboboboobooo

goooooooboooooooobooooboboood

JvMOOOOOOOOOOOOoOooOooOoooooo

gooooooooooooooboooooboooboboobo

oooodooouooooooboobooooooobooonon
gboboooooooboobooooboooboon
oooogan

4.3 0OO0O0OO

0000 DataExtractor 0 OO0 DOO0ODOOO0O0O

0000000000 TargetPrograml[ TargetPro-

JavaOOOOOOOOOOODOOOOOOO 1951

gram20 2000000000000000000
OO0 ODataExtractor D000 O00O0O0OOOODOODO
0000600 700000 60070000000
Jd000000000 DataExtractor OO0 00O
ooooo

TargetPrograml 0 000D D0OO0ODDO0OODODODO
0000000032000 int 00 3000
0x12345678=3054198961 0x5a4b3c2d=15148800450]
0x6£7e8d9c=1870564764 0 DO 0D OO albOc
00000 (axb) = 0xfc9f5318 = —56673680 int
00 32000000 22 0000000000
0000000Jwa 0000000 DOODOOO
00000000 ¢ 0DO00O0OO0OOOOOOO
-5667368+1870564764=1813897396 0 0 0 00 00
0000 e60000000000

a®b = 305419896 @ 1514880045 = 1216309845

0 TargetProgram1 00 000000000 9000

goooooooOooooOoooooooboooooo
goooooooooooboooooooooooo
000000D0O00DO0ODOD O DataExtractor O
goboooOoooo0oOooooboooooobooo
oood

TargetProgram20 OJava 0 OO0 00000000
J0000DOO00000DO Biglnteger OO ODOO
0000000 xO0b0n00 Pmodn 0000000
0000 0OBiglnteger 0 Oint 00 32000 00000
0000000000000 00D000000 OTarget-
Program2 00 x=0x123456789abcdefOfedcbad8 [ J
intO000 [0x12345678, 0x9abcdef0, Oxfedcba98]
=[30541986, -1698898192, -19088744] 00O O O
gooodooooC v OnO0OOOOCOCOODOO
O OTargetProgram20 b*mod dd OO0 OO OO0OO
00900000 b.medPow(x,n)00 000000
000000 ODatakExtractor 0000 OO0O00O0OO
000ooooOo0ooooooooooooooog
goooo00oOo0o00ooooooooooooog
0000000 DataExtractor 000000000
ooooooooooo

goooobooooooopbooooooooo
gooooOooOoOooOoobDOoOoooboboobooo
OO0O0OO0OC0OQ00O DatakExtractor DO OO DOOOO
gooooobOooobooooo

4.4 Java2 SDKOOOOOOOOOOOO

Java2 00O HotSpot 00O OOOOODOO JVM
0000000000 00Java2 SDK1.300000O
0 HotSpot 0O O0OOO JVMOODOOOOODO



1952 ooooooooo Aug. 2003
l:public class TargetPrograml{
2: public static void main(String argvll){
3: int a = 0x12345678;
4: int b = 0x5a4b3c2d;
: int ¢ = 0x6£f7e8d9c;
6: int d = (a*b)+c;
7: int e = a’b;
8: System.out.println(d);
: System.out.println(e);
10: 3}
11:}
#line:dump type:class type:instruction:location:value
l:operand stack:int:ldc:TargetPrograml.main(java.lang.String[])+0:305419896
2:operand_stack:int:ldc:TargetPrograml.main(java.lang.String[])+3:1514880045
3:o0perand_ stack:int:ldc:TargetPrograml.main(java.lang.String[])+6:1870564764
4:operand stack:int:iload 1l:TargetPrograml.main(java.lang.String[])+9:305419896
5:operand stack:int:iload 2:TargetPrograml.main(java.lang.String[])+10:1514880045
6:operand stack:int:imul:TargetPrograml.main(java.lang.String[])+11:-56667368
7:operand stack:int:iload 3:TargetPrograml.main(java.lang.String[])+12:1870564764
8:operand stack:int:iadd:TargetPrograml.main(java.lang.String[])+13:1813897396
9:o0perand stack:int:iload l:TargetPrograml.main(java.lang.String[])+16:305419896
10:operand_stack:int:iload 2:TargetPrograml.main(java.lang.String[])+17:1514880045
ll:operand_ stack:int:ixor:TargetPrograml.main(java.lang.String[])+18:1216309845
12:o0perand_stack:int:iload:TargetPrograml.main(java.lang.String[])+24:1813897396
13:operand_stack:int:iload:TargetPrograml.main(java.lang.String[])+32:1216309845
0 6 TargetPrograml 00 DataExtractor 0000000
Fig.6 TargetPrograml and the corresponding sample result by the DataExtractor.
1l:import java.math.*;
2:
3:public class TargetProgram2{
4: public static void main(String argv(l){
5: BigInteger x = new BigInteger("123456789abcdef0fedcbad8",16) ;
6: BigInteger b = new BigInteger ("1£2e3d4c5b6a79800897a6b5",16);
7: BigInteger n = new BigInteger ("56789abcdef0123456789abc",16) ;
8: BigInteger z = BigInteger.ONE;
9: z = b.modPow(x,n) ;
10: System.out.println(z.toString(16));
11: }
12:}

#line:dump type:class type:instruction:location:value

l:operand stack:int:bipush:java.math.BigInteger.<clinit>()+0:37
2:operand stack:int:iconst 0O:java.math.BigInteger.<clinit>()+5:0
3:operand stack:long:lconst_0:java.math.BigInteger.<clinit>()+6:0

.

3234:operandistack:int:iaload:java.math.BigInteger.destructiveMulAdd(int[], int, int)+116:0
3295:
3296:

.

t
3891:
3892:
3893:

.

.
4488:operand_stack:int:iaload:java.math.BigInteger.destructiveMulAdd (int[], int, int)+116:0
4489:
4490:

109363:0perand stack:int:iaload:java.math.BigInteger.stripLeadingZeroInts (int[])+19:0
109364:1localvar: [I:iaload:java.math.BigInteger.stripLeadingZeroInts (int[])+19:59254492,2085514966,-1366464783 <
109365:0perand stack:int:arraylength:java.math.BigInteger.stripLeadingZeroInts (int[])+24:3

.

.
113097:0perand stack:int:iload:java.math.BigInteger.toString(int)+291:-1

localvar: [I:iaload:java.math.BigInteger.destructiveMulAdd(int[], int, int)+116:0,305419896,-1698898192,-19088744 4——
operand stack:long:i2l:java.math.BigInteger.destructiveMulAdd(int[], int, int)+117:-1698898192

operand_stack:int:iaload:java.math.BigInteger.destructiveMulAdd (int[], int, int)+116:0
localvar: [I:ialoa ava.math.BigInteger.destructiveMulAdd (int[], int, int)+116:0,523124044,1533704576,144156341 4
operand_stack:long:i2l:java.math.BigInteger.destructiveMulAdd(int[], int, int)+117:1533704576

localvar: [I:iaload:java.math.BigInteger.destructiveMulAdd (int[], int, int)+116:0,1450744508,-554692044,1450744508
operand stack:long:i2l:java.math.BigInteger.destructiveMulAdd (int[], int, int)+117:-554692044

0 7 TargetProgram2 00 DataExtractor 0000000
Fig. 7 TargetProgram2 and the corresponding sample result by the DataExtractor.
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