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A Practical Approach for Security Measure Selection Problem
and Its Availability

ITSUKAZU NAKAMURA,®t TOSHIYUKI HYODO,t2 MASAKAZU SOGA,3
TADANORI Mi1zuNOt4 and MASAKATSU NISHIGAKIH

Recently, information security management in many organizations is carried out based on a
Information Security Policy. However, no effective method of selecting the optimum security
measures has established yet. Hence, a security measures selection is now greatly dependent
on the knowledge/experience of a system designer, and any objective evaluation of appro-
priateness of the selected security measures is impossible. To cope with the inconvenience,
this paper proposes an approach to formulate the problem for selecting security measures.
Then, the availability of our method is evaluated by comparing the security measures that
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our method has selected with the ones that a system designer has chosen.
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Fig.2 Relation between threats and countermeasures.
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Table 4 Table for threats and assets in a real system.
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Table 5 Table for threats and countermeasures in a real system.
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Table 6 Comparison of measure selection results.
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