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Abstract Recent studies have proposed various attacks against location privacy, such as loca-
tion prediction attacks and tracking attacks, using a Markov Chain transition matrix for each
user. However, when a user has disclosed only a small amount of location information in the
past, the training data can be extremely sparse. In this paper, we first address this data sparsity
problem by regarding a set of transition matrices as a “tensor” and adopting tensor factoriza-
tion. Then we consider an attack which predicts a location after one disclosed location, and
propose a region merging method which can minimize the region size as an optimal defense. The
experimental results using the dataset of taxi traces show the effectiveness of our proposals.
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22 A I — R M &2 E L Cpp,ij = 1/64
ETAHFIEL IR LT,
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i%ﬁ%i@@%f%@,ﬁﬁi?yﬁAV%
E L7234 (random guess) DREETHD. £
ﬁﬂ‘%ﬁWTéﬁﬁﬂkL;Cic__123 (HEs, &
10,20,30 43#) 3@V ZR L.

e AHETE OFEE DS random guess & IEIE[F U
“C“Zleo NGNS, I, FET—Z 0

(27 QA a—%bi-n, EBITHOERE
ﬁ#mﬂ—4w6@ﬁ@ Xt LT, FEAOE
BEITIME) , RAHEE CIIARI 7B MRS
@m%bttwk%ié kL, 7
Y VR R O T A I KR 7R R ) A R
ﬁbfwé(mzi,L_wm_l®k%,
EHETE DK 3 15 DFEEE T D59 60[%] 2 58 .
T UV NG L ST, ENEOEBRBATIIZ )
BINZFEH CTEENBNT- DO EE TV
L. W, TRIREZIDZIZ 72 512231T (e DN
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DL X HUIRE LT random guess & U @G
EZzEBRLTEBY, T YNANHREROIALE
TR EOEB N A TEND.
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6 F&H

AR TIXT I NV O TE N B OER
1T 2 3 5 FEERE Lictk, AL TR
BAOXIR & UTBWRERY 1 X% k/IMbT %
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RETVE L EREERIL, MEBFRT T A v —IC
B Dikmme B EIEDD LWV ) KRERERIC
BERST=HDEEZD.

AL, TN RE W FEED N Ty
XU BT 72 E~DBWAC, T OREEHR
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