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Abstract Password authentication is widely used in various IT systems like cell phones, ATM,
etc. However,it has a weakness for shoulder surfing at input operation. A conventional method
that displays an array of colors or figure behind characters does not have tolerance for iterative
shoulder surfing. In order to improve this method, we introduce an unrelated input sequence
and specify color chart for user’s choice. We show that the proposed method is better in the

tolerance for iterative shoulder surfing than a conventional method.
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