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Abstract Cyber attack detection system developed by us detects malware by using the qualita-
tive features on the network device’s log by the Drive-by-Download attacks. Therefore, each time
we found the Exploit Kit with different features, we are adding the detection pattern constantly.
In addition, malware can infect the windows terminal on the actual organization network by
without of the Drive-by-Download attack. Therefore, in order to detect the malware infection,
we examined the detection method using the feature by analyzing the C&C communications log.
In this paper, we describe the evaluation results of the detection rate for MWS2014 dataset,
and an example detected by the system on the actual organization network. We also explain

the consideration results of the detection method and analysis of C&C communications log.
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