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Abstract Remote Administration Tool or Remote Access Trojan (RAT) is often used in targeted
attacks. In order to monitor the RAT’s behavior controlled by a remote attacker, we have
proposed a method to observe RAT server through its client GUI. However, we had tested our
method with only few RATs and we did not verify what type of operations could be observed by
our method. In this paper, we show the validity of our method with six kinds of RAT and examine
which remote operations are observable. In addition, we show that we can also accumulate and
reproduce the communication between RAT and the attacker and analyze the attacker’s behavior

afterward for forensic purpose.
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