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Abstract Since some malware and network tools have their own implementation of network stack, the
packets from them may have characteristic TCP/IP headers and application protocol headers. In this paper,
we propose a technique for packet classification by generating signatures using initial sequence number in
the TCP header, identification in the IP header, ID in the DNS header and so on. By analyzing darknet traffic,
honeypot traffic, and packets from malware sandbox analysis with this method, we show that it is possible to

identify packets from these software and possibly detect new malware.
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