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Valkyrie: An Anonymous Routing Scheme on Unstable Network

SHINJI YAMANAKA,! KAZUKUNI KOBARAtt and HIDEKI IMATtt

This paper proposes new anonymous routing scheme Valkyrie. Although, previous works in
the literature already addresses the question of anonymity in packet networks, these solutions
usually cannot apply to unstable networks, where the network topology changes dynamically.
Valkyrie is based multiple encryption scheme and routing technique that is adopted by Onion
Routing scheme. Because of that, Valkyrie can transmit messages on (stable) network anony-
mously. In addition, Valkyrie has two new onions: Alternate Onion and Back Track Onion.
These two onions can bypass disconnection on unstable network. Consequently, Valkyrie is
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anonymous routing scheme which can run on unstable network.
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Fig.2 Overview of Onion Routing.

Onion
Router

00D0O00OMIXOOO 200000000000
0000000000000oooo MIXOOO 3
00000000000D0000000000000
MIXODOODOODOOOOOOOOODOOOOOO
00D00000000000D00000000000
00000000000000000 MIXOOOD
0000000000000 00000000000
0000000000000D00000000000
O0OMIXOODOO MIXOOOOOODOOOOOOD
000000000000 000000000000
000000000Golle0000000O0O0OOO
MIXOOO'"OoOoOOOOOOOOOOOoOoOOoO0O
0oo0oo0Ooooooo
0200000000000000000000
00000000 Senderl 00O Receiverl 0000
0000000000000 Sender2 00 Receiver2
000000000000000000000000
00000000 MIXOODOOOOOODOOD
0000000000000 00000000000
00D00O00OMIXOOOOOODOOO0OO0O00o
0000000000000 D00000000000
00D000000000D0000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000



Vol. 46 No. 8

goooo

Dining Cryptographer 000 00 00DC OO
OE40:92:2) nnnoooon® o0o0o0ooo
Jo0o00b0o0obOo0obobooboobooooo
gooooooooooooobooooogooon
00000000 oOobOoOooDooOobOoOobooo
go0obOo0oOoooooOoooooooo

oooo*™®oo00000000000000
goboodboobobooboobobobboobooo
gbobobobobobobobooooooooboo
gobo0obobooobobooooooobobooo
goboooobOobobooboobooboboooo
gooobOoooooobooobooboobooo
Jo000odoooboooDboboboobooobooo
goobooooo

0000000000000 oDoDOoOoooooOo
Universal Re-Encryptiond UREOOO0OOOOOO
00D0000D0OD0OD0O0OKIonowskiOO OO OO
gbobobooobobboobooboobobooo
gooooobobobobobobobbooobooo
gboobobooooboobooboboooboooo
00 '®0OKlonowskiDOODO 20000000000
go010000b0o0oobooooboooobooooo
go0ooooobOooooDooboooooobooo
000000000000 b0O00OD0OO0 merge onion
000o00o0obO0ooo10Db0o0oooboOooooooo
00o0Do00o0O0o0bOOoooOboOooooobooo
online merge onion D0 0000000 ODOOODOO
goboobooboobbooboboboobooo
gob0odobooboooobooboobooo
goboooobooobboooboboobooobooo
gooboooobooooooooo

00 0ODingledine0 000 7)0000000OOO
0000000000000 O00dDingledine 00O
00o0o000Oo0o0obooOobooooOooboooo
O forward secrecy[1] protocol cleaning 000000
000000o0obOooobobooobooooooon
gboobobooobooboobbooboobboobooo
00000000000 0D0000ODDingledined O
gobooobooooboooboobooobooo
gobooobooboooboooooobooobooo
goono

3. oOooano

goooboobooooooooboobbooon
Valkyrie 0000000

ValkyrieOOOOOOOOOOOOOOOOOOOOOO 2027

3.1 0O0OO0O000O

goboocoooooboooboooboooo

(1) 0DO0O0OODOUO0OO0OOO0OOUOOObOOO
oooooooocooooooobooooooo
oooooboooobooooooooboooooo
OO0o0OoO0O0OValkyrieOOOOOOOOO
ooboooooooooooobbooooooon
goooooooooooooobooooooo
gooooooooooobooooooooo
oooooooooooooooooo/oo
ooooooo IbOoIpooOoOOOODOOO
gooobooooooooooobooooo
00000 XOIbDOX 0O0OO0OOPKx O
goooooooooooooooboboooo
oooooooIboooobooooooo

(2) 0DODO0D0OOOODOOOOOOOOOOOOOOO
oooooooooooooooo 20000
oooobooooooooooocoooooo
gooooooooboooooooooooo
ooooooooooooodoo 200000
goooobooooooooooooboooooo
gobooooooooooooooooooo
gobooooooooooooooooobooo
goooooooon

(3) DO0OO0OOUOOOUOOODOO 200000
gooooooobi1o0o0o000000000
goooooooooooobooooobobooo
goooooooooooooooooooo
gooooboooooooooooooooo
gboooooooooooooooooboooo
goooad

(4) ODOOOOOOOO10OO0OODOOOOOOOO
goooooooooooooooboooooo
gboooooooooboooooboobooooooo
goooobooooboooooooooboooo
gobooooooobooooooooo

(5) 0DODODODODODOOUDDOODODOOOOOOO
goooooooooooooooooooo
goooobooooooooooooooooo
oooooooooooooooooo10o
gobooooooobooobooooo

(6) DOOOOOOOOUOOOOUOUOODOO
goboooooocoooooboooooooo
gbooobomoooboooooboooooo
goooooooooooooboooooo
ooooooon



2028 goooooooo

3.2 0OOOOO0OO
OoOO0OO0OValkkyrieOOOOOOOOOOOODODO
goboooboobooooooo3sboboobooono
gooomigoooooobm20b0oo0ooooo
g3gnoooooooooooocooobooooog
gooooooooooooooooobooooo
goooboboooooooboboooooooooo
gooooboooooooooooooooooon
goboomoooooooooboooooon
gooobobooooooooboobooooooboooobon
goooobooooooooooooooooooo
gooooooobooo@Woooooooboobooooo
goooboooooooooooooooboooooo
goooboooooooooooooocoonoooon
goboooobooooobooobooooboocooobooo
oooooMIXOOOOOOOO MIXODODO
goooboboooooooboboooooobobDbo
OMIXOOOOOOOOO0OO0O0O0O0O0000000
goboboooooooooobooobooboboooooon
goooooooodooooooooooooooao
Valkyrie 000 00000000000O0O0O0100
g3goobooouobobooooooboobooon

4. 0 00O O

oboboooooooooooobobooooooooo

1000000000000000 ValkyrieQ OO
gooobooboooooooooooooooooboDbo
gooooooooooooooooobooooon
gooooooooooooooobobboooooo
ooooboboboobobobooooooobooooooo
ooooooooos3sbocoooooboboooon
gooooooooooooooocoobooooooo
OO0o0o0O0 ‘ooof0’0ooo00oooo0ooood
gooobooooooooboboooooonoooo
goooboooooobooooooobooooo
gooobobooooooobooboooooooooo
gooobooooooooobooboboobooooooo
goooboooooooobooooooooooon
gooooobooooooooobooooooooon
gooooboooocoooooooooboooooooo
goboooboooo

ubooobooooboboooobooooboboooo
gooooboooooobooooooooooooon
gobobooboooooooooboooboobooooon
gooobooooobooooooooobooooooo
gooooooooooooooooobooooooo

Aug. 2005

l NIV E—R

It —URERT

EEE/ —RR
E&rvr7—5(2
LTS ?

\Yes

No
PR = 2N

7
M
Jz—X
oY F = F U EER

0 8 ValkyrieOOOOOOOOOOOO
Fig.3 The flow of the phase in Valkyrie.
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Fig.4 The example of initialization phase.

000000000000000000000000
00000000000 00000000 SO000
000000000000000000000000
0000000000000
[R || SF|| PK5 || DUMMY).

O00O0PK, 00000000000 OOOOOO
0000 S000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000 000000Y 000
000000000000 DUMMY 0000000
000000000000000000000000
00 IDOO0 RODODOOO SFODODOOO
00000000 SFOD0DO00DO0OOO0O0O0
0000000000000000000000

05000000000000000000000
0000000000SO000000000ROODO
000000000000000000000000
0000000000000 000000000000
000000000000000 {m;:1<i<4}
000000000000000000000000
000000000000000000000000
{;:1<i<4}0000000000000000
0ooooooQ

00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
ooooo

00000000000000000000 ROO
0000000000000000IDO0O000
IDOO0O0O00O00000000O000000 RO
0000000000000000000000000



2030 goooooooo

FORWARD BACKWARD

m, = PK’ || DUMMY m,=m, 1K, (Al PK}) ¢=PK. (DIl PK,)ll DUMMY

m=m K, (SUPK) __ my=mIK,(BIPK) c,=cllK,(SIPK)IK, (AIPK,)IK, (BIPK,)
¢;=PK{(BIIPK,)llcl K, (SIPK;)IK,(All PK})
¢, = PK}(AIIPK,) I PK}(BIPK,)llcll K, (S 1I PK})
¢, = PK. (S PK,) Il PK} (Al PK,)II PK} (Bl PK ) ll ¢

05 00000O00DOO
Fig.5 The route seeking phase.

MainOnion .
m, =PK, (BII PKB(DII PK,(RI PK,(NULLIImll PAD))))
m, = PK, (DIl PK,, (R PK, (NULLIIm|l PAD)))
my =PK,, (RIIPK, (NULLlIm|l PAD))

m, = PK,(NULLIIm|l PAD)

Back Track Onion

r, = PK; (NULLII PAD)

1, =PK, (S PK (NULLI PAD))

= PK,(CIPK (DI PK, (RII PK, (NULLImll PAD)))) . = PK, (A PK, (S Il PK, (NULLI PAD)))

r, = PK, (BIIPK, (Al PK, (S| PK (NULLIl PAD))))

06 D0OO00O0O0O0OOO0OO0 30000000000000000O00DOO0OOGCODODOO

Fig.6 The anonymous forwarding phase.

000000000000000000000000
0 ROODOODOO SFO000D000000000
00000 SB000000

00001000000 pPOIDOOOOOOO
PKr00000000000 PK40000000
O00PKY(D||PKg)00D000000000000
000000000000000000000000

0000000000 50000 BACKWARD OO

goboooboooo
gooooooooooooooooooooon

gboooooboooooooboooooboooooo

gobooboooooboobooooboobooooon
goooboobooooooooooobooooooboon
IDO0OO0O0D0DDO0O0OOO PKYOOOOOOOO
ocoooooooOO0 IDOO0OO0O0O0oO0ooooooo
gooobooooooooboooobodoobooooooo
gooooooooooooooboooooobooooo
oobooooboooooo

gooooboooboooooooboooooooo
gooooobooooooooobooooooooon
goooboooooooooooooobocooooon
oobooooooo

4.23 OO0OO0OO0OO0OOOOOCOOOO

goooOooooooobooooobooooooon
goooooooooobOo0ObO0o000o0o0o0ooo
gooooooooooooobooooooDbonoo
gooooooooooooooooooagooooo
gbooobooooooobobooooooo

gooooooooooobobooooOoooooo
gboooboooooooooobooooboobooo
gbooooboooooboboooosbuobonooo
goooo3goooooooooed maOb0r O
gbooooooad

0000000 PEx(Y ||z) 0020000 YO
0000000000 XO00O0OOooDOoooooo
gooooooooboo1ioooonD vyooooo
gboooooooooobooooooboz20d000d
zx000000000000000000O0O00 “m”
gboocooooooobooboooooboooboOoooo
“NULL” OOO0OO0OO0D0OO0OO0O0O0OO0OO0O0O0oDboooo
oooOooooo«“PAD”0D00O0OOOOOOOO
gobooooooooooobooooooooboooo
goboboooooooooooobooooboooooDnt
goooobooooooobooboooon

oooooooooooboooo 20000000



Vol. 46 No. 8

0000001000000000000000000
100000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000D00000000000000000000
000000D000000000000000000
000000000000000000000000
0000000000
00000000000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000D00D000000000000000000
000000000000000000000000
00 r000000000000001000000
00 YOOODOOOO PKx 0000000000
0000000000000000000000000
PKEx(Y |r)000000000000000000
oooo
06000000000000000000000
000SO0000000RDOO0O00O0OOOO0
0000000 ADBOCOD OO00ODO0OO0OOO0
0000000 ADOOOOODODOOOO AO
000000D0D00000000000000000
000000000000000000000000
BOOOODOODDOOOODOOOODOOOOO
m=PKs(NULL|PAD)0 1000000 $O000
000000000 PK, 000000000000
000000000000000 ry=PKa(S || 1)
000000000000000000000000
000000000000000000000000
1000000000000000000000 BO
000D001<i<4000000000000 (m)0
000000 (b)000000000000 (r) 00
000600000000000000000000
0000000000000000 ADOOOOO
00O
00000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000 X

ValkyrieOOOOOOOOOOOOOOOOOOOOOO 2031

000000000000000000000000
000000000000000000000 X0O0
000000000000000000000000
000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000 X0000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000
00000000000000000000000
0000000000 X0000000000000
000000000000000000000000
00000000000000000
07000000000000000000 10
000000000000000000000000
000000000000000 BOOOO DOO
00000000000000000000000
0 BOOOOOODOOOOOOOOOO00O000O
00000300000000000000 my =
PKp(D || PKp(R || PKr(NULL || m | PAD)))D
by = PKA(C | PKo(D || PKp(R | PKr(NULL ||
m || PAD))))Ory = PKA(S || PKs(NULL || PAD))
0000000000

0000000 BOODOOOOOO0OO0000000
00000000000000000 DOOOOOO0
ms = PKp(R || PKr(NULL || m | PAD)),

bs = by,

rs= PKp(A || PKa(S || PKs(NULL || PAD))).
000 PODO0ODOO0ODO0O0DO00000000
000000000 BOODOOOOOO0ODOO0O0DO
000000000000000000000000
00000 Vakyrie 000000000000000
000000000000000000000000
0000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000
0700000000000 me 0000000



2032 goooooooo

1= PK;(NULLIl PAD)

K, (Sl PK; (NULLII PAD))

r Pk (AIIPK (S PK;(NULLI PAD)))
K, (S| PK;(NULLII PAD))

K, (S 11 PK; (NULLII PAD))

(

7K

I,

(
AIlPK, (S| PK, (NULLI PAD)))
CIlPK. (Al PK, (S| PK, (NULLII PAD))))

Main Onion

m = PK, (Bl PK, (DI PK,, (Rl PK, (NULLIIm|l PAD))))
= PK, (DI PK, (Rl PK, (NULLIImll PAD)))
my = PK,, (RI| PK, (NULLlimll PAD))
m, =b, = PK,(CII PK. (DI PK,, (Rl PK, (NULLlIml PAD))) )
m; = PK. (DI PK, (RII PK, (NULLIim|l PAD)))

=PK, (RIIPK,(NULLIIm|l PAD))
m, = PK, (NULLllm|l PAD)

Alternate Onion

b =b,=b,=PK,(ClIl PK. (DIl PK,, (Rl PK, (NULLI mIl PAD))))

07 0DO00O0O0O0OO0O0OO0OOOO 300000000000000000D BOOOO DO

ooooooooooooo

Fig.7 The anonymous forwarding phase.
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