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OMSP Responder: How to Deal with Revoked Members
in Group Signatures

SHOKO YONEzZAWA! and KAZUE SAKOt

A group signature scheme allows a group member to sign on behalf of the group while keep-
ing the signer anonymous. A revocation of a group member in the group signature scheme
would be difficult due to its anonymity. In this paper, we propose a revocation functionality of
group signatures which include a special entity, the OMSP responder. The OMSP responder
answers the status of group members. In this scheme, when a verifier checks the validity of
a group signature, a verifier can check the member status of the group member who gener-
ated the signature by asking the OMSP responder for the status. We can efficiently add the
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revocation functionality by introducing the OMSP responder.
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Fig.1 OMSP responder model.
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