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Cheat Prevention for Massively Multiplayer Online Distributed Services

KericH1 ENDO,t MINORU KAWAHARAt and YUTAKA TAKAHASHI

This paper deals with Massively Multiplayer Online Services, users of which communicate
interactively with one another in real time. We propose an architecture for distributing loads
by transferring part of the server’s function to users’ machines. We also enumerate possible
attacks by malicious users, and evaluate the robustness against them. The main idea to solve
security problems is “letting multiple machines manage the same data and applying a deci-
sion by majority rule.” This mechanism adds robustness to the service against halts of users’
machines and cheating such as data tampering by malicious users.
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Fig.2 Proposed Peer-to-Peer model.
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Table 1 Example of ordering actions.
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