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A Proposal of Multi-Layer-Binding Router to Prevent Cyber-Attacks,
and its Implementation and Evaluation using OpenFlow

HIROSHI KOBAYASHIT HIROFUMI YAMAKI" YUKI SUEHIRO'
YOICHIRO UENO' KAORU SANO' RYOICHI SASAKI'

An architecture of a multi-layer-binding router (MLBR) that aims for preventing outflow and inflow of IP spoofing packets or
cyber-attack packets to the Internet is proposed. It consists of the following functions; (1) When a node or entity requests
connection, an MLBR judges its authenticity and authenticates it, and then decides the quality of service (QoS) to be offered
according to the authenticity level. (2) the MLBR registers the pair of the IP and the MAC addresses of the node or entity into a
binding table, using the connection requested port or channel as the key of the entry. (3) When the MLBR receives a packet, it
searches the binding table using the port or channel that received the packet as the key. If the pair of source the IP and the MAC
addresses exists on the table, the MLBR forwards the packet to the next-hop node at the assigned QoS. If not, the MLBR discards
the packet regarding it as a spoofed IP packet. (4) After receiving destruction requests from other nodes, the MLBR discards the
corresponding attack packets. (5) Cyber-attack packet outflow and inflow to the Internet are prevented by deploying an egress
MLBR to user side and an ingress MLBR to the Internet side.

A small-size test-bed using OpenFlow was constructed. Certification processing experiment by ARP reflection for
IEEE802.1X non-compliant node such as TV, interception experiment of IP spoofing packets using SYN-flood attack tool, and
performance evaluation of OpenFlow switch were performed. As a result, it was confirmed that it exerts the expected function
and performance.
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Figure 1 An image of cyber-attack measures incorporating iMLBR and eMLBR
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Figure 2 An example of certification for IEEE802.1X compliant node and sequence of packet forwarding
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Figure 3 An example of certification for IEEE802.1X non-compliant node and sequence of packet forwarding
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4. OpenFlow Z AU\ & M= ER

OpenFlow |%, % v bV —2 24 v FOEELHIE 5 /-
OO hard1oOTC, VIV RAVYEa—T 427D
Ay e BEXICHEMELRED 5T SDN
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OpenFlow Switch
BIND Table
S219:Flow Mod
Port:1| IP:192.168.2.130 ps S214: Packet-In OpenFlow
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S214: ARP Request S216: Packet-In
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m S216:ARP Response [2]
! L
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]
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Figure 4 Certification processing flow by ARP reflection using
OpenFlow

# 1 OpenFlow 22> ke —F OFE

Table 1 Outline of OpenFlow controller
oS Ubuntu 12.04 (x64)
CPU Celeron 440 @2.00 Ghz
Memory 2GB
B 7L —ALU—2 | Trema—edge [8]

2 OpenFlow A A v F O
Table 2 Outline of OpenFlow switch

0S Ubuntu 12.04 (x64)
CPU Celeron 440 @2.00 Ghz
Memory 2GB
BA%7L—AU—2 | Open vSwitch [9]
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Flow Table : 0 Flow Table: 60

<Initial Table> <Physical Port Table>
Priority | Match Action Priority | Match Action
100 |ARP | Packet-In 100 | In-Port:1 | GotoTable:101

100 [IPv4 | GotoTable:60 100 | In-Port:2 | GotoTable:102

0 any | Drop 0 any Drop
Flow Table: 102 )
<BIND Table> F<1%¥N %leZmlegl
Priority Match Action Priority Match Action
Src-1P: S
192.168.2.2 re-1P:

100 | 5re-MAC: GotoTable:180 oo | 1921682130 | L L 0
00:00:5E:00:53:02 Src-MAC: otoTable:
Src-IP: 00:00:5E:00:53:01

100 éfg;ﬁfﬁé; GotoTable:180 0 |any Drop
00:00:5E:00:53:03

0 any Drop

v
Flow Table: 180
<Routing Table>

Priority Match Action
Src-IP : 192.168.2.130 MAC rewrite
100 | Dst-IP : 192.168.2.2 SendOutPort:2
Src-IP : 192.168.2.2 MAC rewrite
100 | Dst-IP : 192.168.2.130 SendOutPort:1
0 any Packet-In

M5 7a—7—7VOWRLEEE Y o —
Figure 5 Configuration of flow tables and transition flow
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(A) Only routing process
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(B) Inspection of IP spoofing and routing process
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OpenFlow A A F DOVYEREHLI
Figure 6 Performance comparison of OpenFlow switch
between the presence or absence of flow table transitions
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