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Introduction of new student-long user ID
for intra-institutional information services

NAOMI FUJIMURA" YOSHIAKI KASAHARA*  EISUKE ITO?
MASAHIRO OBANA" HITOSHI INOUE?

Integrated user authentication platform realizes secure and easy use intra-institutional services. Most universities and academic
institutions have an integrated user account database, and construct an authentication platform. In Kyushu University, the user ID
of a student was the same with his/her student ID. However, there were some problems around security and availability in user
ID based on student ID. Since student ID was used for the mail address of student, it is easy to leak outside. Additionally, student
ID includes a serial number, and then it is easy to guess other IDs from one ID. Student ID is issued to a student at the day of
entrance ceremony, and then it is impossible to use university information services before entrance. ID continuity is also the
problem. Student IDs for a person are deferent in between graduate school and in graduate school. Then, personal data for an
account cannot continue during the student life. To solve these problems, Kyushu University decided to introduce another
student-long user ID service. This paper reports the new user ID, ID management system, and the effect of introduction of new
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user ID.

1. Odono

0000000000000000000000000
00000000000 000000 WebOOOOOe OO
00000000000000000000000000
00000000000000000000000000
000000000000 IDO00O00O00O000000
000000000000000000000000 IDO
00000000000000000000000000
00000000000000000000000000
[1,2,3,4]0

00000000000 1995 00000000000
000000000000 000 20070 00 SSO-KID
000000000 IDO0DO0000O[,2s5000000
IDOOOO0OO0ICO000O0000000000O0 IDO
00000000000000000000000000
00000000000000000IDO0O0000OOO0On
00 IDOO00OO00OO00O00O0O00O00O00000000
OO0Mmol00000000000000000000000

0000 0000000

Faculty of Design, Kyushu University.
10000 0OO0OO0O0OO0OO0O0O0oOoO0oOoo

Research Institute for Information Technology, Kyushu University
*O0OOO oobooooo

Department of Information Systems, Kyushu University

(©2014 Information Processing Society of Japan

gbOoO0oOdre7]0 Shibboleth 0O O0O0O0O0O0O0OOOOOO
gbooboobobooboobobobooboboaoob
goooooon

ooooboobobooobooboo 1995 0bgooa
gobooobooobooboobo mboboooIibogn
gooobooobobooobOobo ibooobooogoo
gboooboobobooobobobobooboboaon
goooboooboboooboobobooboboooon
gboooboobobooobobobobooboboaon
gbooobooobobooobooboobbooboboon
gboobooboboobobobobooboboaon
gbooobooboobooobooo

gboobuooboboooboboboob IDpboooa
gbooobooobobooobooboboobboobobooon
gboobooboboobobobobooboboaob
gboooboobobooobobobobooboboaon
gooobooobobooobmooboooDmooogoo
gboooboobobooobobobobooboboan
gooobooobobooobooboboobobooon
gbooobgombobooboobmoobooboobon
DOO000O000o0obOooboobobooobooogoon
gboobooboboobobobobooboboon
gooo



oooooooooo
IPSJ SIG Technical Report

gooooooboobobooboobooboobo
gobooboooboboboobooboboboobooboboon
gooooooboobobobooboboboobooDnIc
goboobooobobobooboobobobooboobobaon
goboooooboboboobooboobooboobooon
goooooobobob ipboobooooboobogon
goboobooobobobooboobooboobooboboon
goboooboooboobooboobooboobooooon
goboobooobooboboobobobobobooobooon
gobooooobobobooboobooboobooooon
goboobooobobobobooboobooboobobooon
goboooooboboboobooboobooboobooboon
goooboooboobobooboobobobooboboo

goooooooooooooooboobobooooOooo
gobooboooIibb20400000000000000
goooooobob0 ipobooobOo Ipboooooog
gob0 LbAPOOOO0OOOOCOODOOODOOOODOOO0
IDOOOO0OOOoOoobOOoooo

2. D0O0O0OODOOO ID

gooooooboobobooboobooboobo
goombobooooo11o0o000d

U1 0ob0booboooIibbogon

RN RN

1994 O ogbooboobooobon
oboobooobooooo

1995 0O gbooobooboobon
obobooboooobo

20030 100 |ODO0O0OO0OODOODOODOOOOOn

2005 O o000 b0OLDAP ODODOOODOODO
gog

20070 20 oboombooooo

20070 70 gbooobdaoo Ib(SSOo-KID)O 4o O

2011 0 ombooogooood

20140 30 U Ibobobobooooobobo
SSO-KID 0 O 0O

21 O0O0OOOODOOODOOOOO0O ID
gooobooboooboobooooooooboboboobooooo
1995 00000000000 IDOO0DDOOOOODOOO0OD
goboobooobobobooboobobobooboobobaon
gooooobooooooooooooboobooboobooo
UNIXOOODOOWindows9sPCOOODOOOOODOOOO
gobooboomooboooboobobooo IIroobgoo
goboooboooboobooboobooboobooooon
gooobooobobobooboobo

(©2014 Information Processing Society of Japan

Vol.2014-10T-26 No.1
2014/6/28

gbooobooboboOo ipDooboobobooboboo
gbooboobobooboboboboobooaon
gbooon0oobOoboOoOobDOoDomesStoboOn UNIXODO
OO0 (Sun Solaris 2.4, SunOS 5.4) O OO0 IDODO8DO T (8
bytes)UOOODOOOOOOODOODODOODOOODOOOOO
gbooom1g0oo00booboomooboooobooon
gbogboboooobO ipgoobooooobooogn
gooobooobobooobooboboo Ibpboogo
gbooobooboboooboboboboobooboan

EHEEE FAEID

[2]als]o]s|o]o]1]x] =>[a]o]1]o]s]o]o]1]

g1 200800000000000 ID

Ub00uoNIXOOOoobooooo ipgooogd
gbooobooobobooobooboobooobobooon
gbooobog 20 DO0O0O0OO0ODOOOOODOOODOOO
gboooboo mboboooboboooz2eeotbgoods
gooobooobobooobOobo ibooobooogoo
RN

22 000000 ID

0000000000 0OD0O000000D0000000
IDO02007000000000[12)0000000000
0000000000000 O0OO0OD0OD0DDOpRIO0O000
00 IDO00000000 IDO00MO0000000
0oooOoOooOooDoooD
0000000000000 0000000 IDO
0000000000000 O0O00000 600000
0ooooooOoo

(1) DooooooO0oO0O0oooon

(29 00DoDOooooo

3 DO0O0o0OoO0OO0oooOn

(4 0D0000D0D0O0O000DO0OD0OD0O0O0O0OD

() 000000000

() DO0ODOO0DO0OO0OO0O0DO0
0000000000000000000000000
00000O0O0OO0O0OO0ODDOD0OD0OO0OO00000000000
0000000000000000001ID 00 10000
0oo0O0oOoOoOoOoooooD

23 00000000
goooooobobooobobobo 200 30000
g20201300000000000302014000000
gbooobog24b0b0ooooboobooboobDon
IDOOOO0O0oOO0oobOOooooboobon
ob 210000 22000000000000000
gooooobboobooboooooo Ipbobobooboooo



oooooooooo
IPSJ SIG Technical Report

0 Identity Management System, 0 0 IDM O O0O0ODOO0O
goooboom™moo iMOooooboooooooo
gooooOo0oOO0ooOO0oOOoo mbMOOOoOgooooo
goooooobooooobD ipMOOOOOD IDMOODO
gooooo0ooOoooOoo0oooboo DMDOOOOODO
gooooo0oo0O0oDO0o0ooOO0ooooOOdooooDoooo
goooooooooooo

BE, EF

FHAIUREMIE 3= 4
NRAT—FEE |rEsE

ot LOAP
(sJSDS)

Vol.2014-10T-26 No.1
2014/6/28

2030000000000000000000D0O00OO
gboobMObOooooboobobooommoooan
gbombMOODOO0OO0O0O0OO0OO0DOOO0OOOOO IDMOOO
gboooboobo Ipobobobobooboboaoob
gooooo

spep

x

IDEELZT L T?;;_"fgéb
BEFRATL)

<]

v V3

kitenet | | A—)LF Mac
waree] | 1pap || 1190 | | open | a0 | | %0 |l A
(28) Director
. A A A
kitenet LDAP
RADIUS
ﬁk%gg% E2 proxy / v || webcr *ffff‘ FrusR
ity - - AT 959K
spm |20 My wwE |[ N ] LB | | sty
it Lib & Acad .= 1 VCL]
i - R 406 | |Aco ;my ()| (ER) [EBER | | (riesomwen
$5% # SRTLs 07 L
pspnt VarZAV.S KA ractigie (Win7, Linux)
(BFIv—| Imsag|(cBAT
T | ||| BE
(%) |[Faaken |
SMs
02 0000000000 O0OOO0OOOooOoz2013000
x5 BE- -4
SHRADETHBERAEE, o ]
ID-/SRT—FHEH, e e - = -5
BREVATLAOTOEDIZVY AN (RAERAETEES.
(F—2ORH#ERY) br—B4 A—)LFELR)
y Vool owl o el v o v v ¥
tﬁﬁfi %M QMAX Open ﬁ%s%mu AD 3;’:";‘ JEHE System EH#ESystem & System
- FJvH R
(csv) | |stsrigan| L2070 | LDAP Open ) Open Open
r =
[£%A] [£%A]
= Shibbolet BER | [FERLAN P
g;;i Ac;‘g*e‘m 1dp FARLAN| [ kitenet | | @35k CECTS
- i y RADIUS | | RADIUS | | x— )L HEER (Cloudstack)
e ,_L P — (- || SRTA [N
el FASPH [ | pnesp WA (Win7, Linux)
i |omaz | [F0 | ousie
mEHR || | L)
meaiE| | s #
AR5 ToEE Z 0t Z0tth WebCT
(BA) Z0tt SMS

U3 gbooboboboobooboobb2014000

(©2014 Information Processing Society of Japan



oooooooooo
IPSJ SIG Technical Report

3. bOoooooooooo mooooo

gooobooboboboobobobob iDboboo
gobooobooobo@moooboobobobobo boo
ogooooobooobOooboonbog ssoKIbOogod
goob0o0og SSOKID bDogooobooobobod
SSOKID 00000000000 SSO-KID O O Single
Sign-On 0 00 0O0OKyushuDO O IDOOOOOOOODOO
goobooboobooboobobobobgon sso-KIbooo
gooooooog

31 0000000000000
00000000 IDO000O0O0O0000000000
00000000000000000000000000
00000000000000000000000000
00000000000000000000000000
00000000000000000000000000
oo
0000000000000000000000000
0000000000000 001ABI4001X000000
0 1AB14001X@s.kyushu-uacjp0 00000000000
00000000000000000000000000
0000000000000000[9, 100000000
000000000000000000000000
000000000000000000000000
00000000000000000000000000
00000000000000000000000000
00000000000000000000000000
00000000000000
000000000000000000000000
000DO0O00000000000000000000
00000000000000000000000000
00000000000000000000000000
0000000000000000000000000 ID
00000000000000000000000000
00000000000

32 0000000000
goobobooooobobboooooboboboooooo
gobooooobobobooboobooboobooooon
30310 1r70b0000000oo0bobobooobooon 4
g1ooboooboobooboobobobooboooon
gobooobooobobobobooboobooboobooon
gomoobooboooo coboobgoobooooo
gobooobooobobobobooboobooboobooon
goboooooboboboboobooboobooboon
goooo
goooooobooboboobobob4b0000

(©2014 Information Processing Society of Japan

Vol.2014-10T-26 No.1
2014/6/28

gboooboobobooobooboboobooboboon
gboobooboboobobobobooboboaoon
gobooboooboobDboOoboDbD web UOOOOO
gboobooboboobobobobooboboaoob
gooobooobobooobooboboobboobobooon
goooboooboboooboobobooDb b ogo
gboooboobobooobobobobooboboaon
gooobooboboooboboboobooo
gbooooboboobooban SSo-KIbOdod
goooboooboboooboobobooboboooon
gbooobmoobooboboDb 40000 SSO-KID
glooooboooobioobo bOOobOOo0obDOogn
gbooboobobooboboboboobobbo o
g 7000 0000000000000D0O0OO0DOOGOOODO
gobobobooooobboobbobg SSOo-KID Odd
IDOO0DOO0OO0OOOO0DLOOOO0OO0O000DbO00000
gboobooboboobo SSOo-KID O 1000040 n
gboooboobobooobobobobooboboaon
goooooobobobooboo ssokKipoooood

33 0000O0OooooecOOoOonOoOO

gbooobooboboooboboboobooboobooo
goooogob seoo b0 bobOoOobOoboOoOon
gboobooboboobobobobooboboaoob
gobooooboooboooboooobooooono 2,700
ggodododoooo pcO0oooobobOOOOODO
gooo

gboobuooboboobobobobooboobooo
goooobooboboboobooboobooboooricgn
goooboooboboooboobo pcOoboboboOoO
gbooobooboboooboboboboooboboon
gpcOO0ODOODOODOSsSoKIDOODOOOOO
gboooboobobooobobobobooboboaon
goooboooboboooboobobooboboooo
go

34 00O00OD0OOOO0OOO0O
gooooboobooooooooooobooboboboooo
gboobooboboobobobobooboboaoob
gboooboooboboooboobobobbooboboooon
gboobuoobdo LANDODOOoOoboooboooaonb
gooobooobboooboboobooboobobooobooooos
o000 4000000000000000 LANDODO
goooboooon
goooboobobooobobobobooboooo
gboooboobobooob IDbooboooboboaob
gooobooobobooobooboobooboboooon
gboobooboboobob ibbooboboaoob



oooooooooo
IPSJ SIG Technical Report

gooooooboboboobooboobooboobooboon
gobooboooboobobooobooboboboon

go0b0 SSOKID DO00onoooboooboobobnoo
SSo-KIDOOOoooOoobooobooobooooobooDbo
goooooobob ipDooobooooboobogon
gobooboooboboboobooboobooboobooon
goooooo

4. O0ODO SSsO-KIbOOooOoOO

gOo0 SSOKID U00odoooOooOoobOooOnO LDAP
gooobooobooboboboooboobobooboo

41 0000

g3000b000b00o0o00ob ipgoooobooobo
gobooboooboboboobooboobooboobooon
gobooboooboboboboobooboobooboon
goooboooboobobooobobobooo

goooobooobobobooboobooboboon 2014 O
goooooobOoob IDpOoOOgn SSo-KID OO O2013
gobooboooboboboobooboobooboobobon
goo00o IDpobooboobooboobooboobon
gobooboooboboboobooboboboobooboboon
gmbdoboboobooobooboobioo LbAPOODOOO
gooooo

42 LDAPOOODOOOOO
000000000000000000LDAPOOOO
00000 IDO0DOO0000en O wid00OO0O00000
O0O0OO0OLDAPOOOOOD enD uid 0000000
000 20(A),(B),(C)0 3000000000AOIO00
0000000000 IDO00000O0O000

0 2 LbAPOOOOOOODOO

(A) (B) 0000 ©)
ooo 20130 201400 ooo
ooooo ooooo SSO-KID O O
uid | 0OOO oooo ooo O O O
SSO-KID SSO-KID
en | 0O0OCO oooo oooo O O O
SSO-KID

goooooobOoLbAPOOODOOOODOODO
goodgoz20140 30000 2000000000000
goooooob iboobooboobooboobogoon
goooboo@oboooD LbAPOODODOODOODOOODO
gob42000000000002014000000000
go0O0ImbOooog SSso-KIibOooo2013g0000oooo
goboooooboboboob ibobboobobooo 2@dud

(©2014 Information Processing Society of Japan

Vol.2014-10T-26 No.1
2014/6/28

gboo00 LbAPOOO0O0OO0OODOOO0DOOOO
uboobuoobobOoOoLlbAP DOD0OODOOOOO
gboooboooboboooboobobob Dbooooo
goo ssoKIboonoooooooobooboooa 3
Ub0o00b000 LANODODODOO 802.1X OO ORADIUS
U0MOo0o0o0D0000000Web O00O0OSMTP Auth,
POP, IMAPLL D ODOOOOOOOODODODOOOOOO
gboo webOOOOOOODOOODOODOOO IDOOOO
gooogob ssoKIbOoooobooooooobo
02 0uidd00 enO00OD0O00O SSOKIDOOOOO
LDAPOOUODOOO0 300000000000 O0000
000 Private TaaS Cloud0 DO OD0O000O0O0O0O0D0OO
gboobooboboobobobobooboboaon
gbooobooboboooboobobobooboboon
gboobooboboobobobobooboboaon
gooboobg SssoKIibDOooOoooooooboogo
gbooboobobooboboboobooboboo

43 O00OOO0OOOO0O0 SSO-KIbOO
gbooobooobobobooboboboobon SSO-KID
gbooobooom40000SssoKIDOODOOOoOooOog
b0 Aa4000000000 SSso-KIDOO O O SSO-KID
gooobooobobooobgooboo

FH265F B

2 B ¥ % KO0204
ik A 5
FE 254 124 18R

LR G R 26

(T F 2w o ¥+ 7 4
FR®LEBODAEBLRZD
L S S

LN S PN R R B
A AN ) 0 MR,
¥ELA® TR oML

B W ¥ &

MARBIGRAID: |G M oAbl IIIIILIIIHIIII.LIIIIIII
BB RIDSSO-KIDNR PR 5
FELCEL, Mo fik il T ﬁ’k{’ S50- IL“ i’“ﬂ l 1# ‘l R
Caneom
A% T @ o8 = F

= L]
&

[
P 0204 110204

NEOFEER |
e

‘& & | Ak AR ‘

B coA¥sia-iu L ARBEEESTRL, ATFROBRET BIL,
B, coB—FERTHBANEET 50T, HUBFLY, ALANLANCE,

U 400000000000 SSo-KIDOOOO

44 00OODOOOOCOO
goOo SsoKIbOopooopogdz0400000000
gbooobgoobo SssoKIiboboooooooobood



oooooooooo
IPSJ SIG Technical Report

sgoboob0Iicgooooooboobobogn 2014000
goboobooossoKIboooooooano

AN T R EERS T AN EETRETREEE N1t BRI AR RARS- S ANSEIRETRIER T

1092345678
1092345678
S50-KID 0173456788

U s obobobooob:2013000000:20140000

goooooo icoooboobooboboboobo
gooooooboooo

45 O0OO0O0O

gooobogoSsoKIipOooboooomooooo
goboobooooobo23gbooopcOb00onoonOoO
gobooboooboboboobob pcOb0OO0ODOO0OOO
goboobooobobobobooboobo pcO0bOgon
goboooooboobooboobobobooboobooon
gooooooboobobossoKIbgooomooooo
gobooobooobobobooboobooboobooooon
goooooobos3booboobobobobomoo
SSo-KIDODOOOOOOoOoOoDbO soboooooooo

goooboooboobooobooboobobooboobo
gobooooobooboobooboobooboobon
goboobooobooboob24b000boboobooon
4000000000 ssoKIDOODOOoOOooOOoOoooo
gobooobooobobobooboobobobooboobon
gobo0o pcO0b0O0O0OODOODOOOODOODOODO
gooooog

g300000bo0oooon ssoKIbOogooooo
goboobooobooboobooboobooboobooon
goboobooobobobooboobooboboobooboon
gb24000000000D000O0OOO0ODOO0OO
goboobooobobobooboobooboboobooboon
gooooooboooboobo

goooobooobobooooooooboboobooooo
goboobooowebOOODOOO0DOOOODOODOODO
goooobboboooooooooooboobooboobooboo
goboooooboobooboboooboobona2ols
gobooboooboboboobooboboboobooboon
goooboooon

go0O ssoKIDbOoOooooooooooooo 2013
goboobooobobobooboobooobooaooboz23oogn
gooooooboobobooobuoobooboooD2ol4
goog 2015 0oo0oobooobooboobooobogn
googooooon

(©2014 Information Processing Society of Japan

Vol.2014-10T-26 No.1
2014/6/28

5. oooo

goobboooobbooooobboooooDn Ib
gboooboobobooobobobobooboboaon
goo0o Ipobobooobooboboooboboooon
ugb Ibboooboboooboobobobooboboaon
gooobooobobooobooboboooboboooo
googno

20140000000 SssoKIDOOO4OOo 1oooooog
ugbo0o IDpooboboobobobobooboboaob
IDOOOO0OOODOO0O0O0DOOODbOOOOODbOb0ObOOn
gboobooboboobooboo pcO0obOoboOOon
goooboooboobooo

gboobooboboobobboobooboobooo
gboooboobobooobooboboobobooon
gooobooobobooobooboboooboboooo
gboooboomomobooboboooboboaon
gooooboooboobooboobuoobooboo

good

1) ODO00oooOoOoooo0oOoooOoOooooOoooooooo
oooo0ooooooOo,000000000000000DO
000000000300 0O0OoOoooO00oO0ooOO0b000 ooo
00000000 0000000, pp.77-86 (2008).

2)  Eisuke Ito, Yoshiaki Kasahara, and Naomi Fujimura:
Implementation and operation of the Kyushu university authentication
system, Proc. of ACM SIGUCCS2013, ACM, pp.137-142 (2013).

3) 0O0O00O,0000,0000,0000,000,00008,
o000, 00000000 IDOOOOOOOOO, 00000
0000, Vol.51, No.3, pp.965-973 (2010).

4 0O00O0,000000C0C0000I1ITOOOOOOOOOO0
0000, 00000000000 D, VolJ95-D, No.5,
pp.1172-1182 (2012).

5 O0000:00000000000O0C000000,
http://www.kyushu-u.ac.jp/university/rule/zenbun/2007kitei035.pdf
(2007).

6 0O0O0,0000,0000,000,0000,0000:0
oooooooooooooooooboOooooooooo, o
0000000 Oooo, VollA-111,No.375, pp.5-8 (2012).

7) O000,000,00000:Shibboleth00O0000O0O
ooooooooooooooo,0000000000000
000, Vol.20090 10, pp.11-15 (2009).

8§ OO00OOOO,0000,0000,0000,0C00000
ooooopoooooOooOooO0oOo,0oopoooooD oo
0O O, VoL.ISEC106, No.411, pp.67-72, (2006).

99 O0O0oO,0000,0000,00 00:00000D0O
oooooooooo0oobOOooooO0o0obOO000,o0000
Vol.2011-10T-14, No.10, pp.1-6 (2011).

10) Naomi Fujimura, Tadatsugu Togawa, Yoshiaki Kasahara, and
Eisuke Ito: Introduction and Experience with the Primary Mail Service
based on their Names for Students, Proc. of ACM SIGUCCS'12,
pp.11-14 (2012).



