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Query
[o, A]
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Algorithm 1 %472 IME |
Require: Query (qe, )

BB — OEE.

Require: Set of candidate data D
Require: Encryption key of the server skg
1: Res<+ 0
2: for each tuple ¢t in D do
3 ke + key(t)
4 if Test(ke, e, z, sks) = 1 then
5: Res < Res U value(t)
6 end if
7: end for
8: return Res
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st+c+r=0 (modn) (7)
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PR
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Algorithm 2 KeyGen

Algorithm 5 Test

Require: Big prime parameter n

1: Generate n-ordered cyclic matrix A

2: Choose ¢, s < n, where ¢ and s are relatively prime
3: ske < (A,n,c,s), sks + AS

4: return (ske, sks)

Algorithm 3 SERQ

Require: Attribute value k € N

Require: Encryption key of clients sk. = (A, n,c, s)
1: rg - [0,1/2]

. k' = (per(k;ri)3, per(k; ri.)2, per(k; i), 1)

Te ¢~ Rt

ke + T AK’

: return ke

Algorithm 4 Query
Require: Querying range [, 8](a < 8 € D)

Require: Encryption key of clients sk. = (A4, n,c, s)
1: Compute q by (5)

T L

: ge + (A7)'q

: Solve for : sx +c+r =0 (mod n)

Tt W N

: return (qe, )

HELMATS. 2k, 3KIEN n &EITHIZEKLT HD
EODIFIEEMAFFRIZR L TWA. SP I, 1ER L7=FIHE A
DOWEGE sk, % User |2, T — ~HOMEH sk, % Server
(T

SP 3 Server IZHi LWTF—# (k,v) AT TEWET 5.
Z DI, SP I, 74T U XA SERQ MW THx— Bl
EORDBVICHODKFF—~7 b ke ZRDDH. 2
OFfeaT N3V XA 3127 F. SERQ 1L, &7, [0,1/2]
WOEE ry, ZAERL 6 THEALZXF—_2 ML K ZEHH
T5. TDO%, FiIERLEZEOILE r. ERIAERAD
Wt sk, OF 25 A L c ZHWTH S X —7 hL
ZFET 5. SP X, SERQ [k -»THE LNk —
R M ERAWET =4 (ke,v) % Server ~ik{57 5. 72
B, ZTNVHO v TR AL TFEZ VTR LS
NTVLHDETD.

User 7% Server 725 % —BMEAE k 23XH [o, 8] ICEEH
LT =B ERMGLIEVWET D, ZORE, User (Z7/103Y X
A Query Z HONTCRIGEZERTD. ZoFwaeT7 12
URXAL 4177, Query 1, (5) THALZMEE~Y |k
NERFHET D, B UT, BHES r 2 4R LRI HZE A
#& sk, ZAWTHESLEARENY ML qe ZFHETH. K
2, 2 lZOWTOHRRA (7) #ffx » 2155, KklZ, £
B DM (qe,z) 1T 5. User I& Query (2 & > TH
LA % Server ~% 5.

Server 1%, User O REY (qe,z) 2% ITED &, £
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Require: Encrypted key vector ke;

Require: Query (Qe, )

Require: Secret key of the server sks = A®
1: return sign(qe - (A%)%ke;)

Algorithm 6 Encrypted Range Search with Query

Require: Query (Qe, )
Require: Database PD
Require: Encryption key of the server sks = A*®
1: Res+ 0
2: for each tuple ¢t in PD do
3 ke < key(t)
4 if Test(ke, Qe, z, sks) = 1 then
5: Res < Res U {value(t)}
6 end if
7: end for
8: return Res

LMERIZEET 2 Z IADENEHETD. 20 Test
i, AT XA5ITRTERBY T, X (8) ZHETS.
Server 1%, Test 28 1 i 7 L& 8EW, User ~EEFT
5., ZOFFEETNAIY XN 6 ITRT.

UED7na) Xk 23 fHioEmsabEsZ LT,
FIAE O NS CFFN 5 FE L7222 & 055 & B4
%, FIREDTTA N %2ZE L7770 K IME & 3%8
THIENTED.

5. FEHESHDERE

AL T, EHFEFFEER>TWDH 7 T 0 RRT 7Y
=3 a BT T T A NURERIN, T2 T TR
BUIME (285 77 A NSRBI 2 RE LTz, Fa R
HRT L2770 M IME [ZHMZ SCFFN A2 Tidie
<, AMIASLRIGETES. 207 77 M IME %3
B D720, HPEHRBATERZZFM L, W LR
W Te =2 ORI GiEE iz, S%OBEE LT
13, AREFEEEEL, MR =2 FROEROTFHILE
(AR DR ORI Z E 2 TN D,

HEE AWFZEIX JSPS BHFE: 23300027 KUY 26730065,
MEANTHEEMFERMYMOXEEZZ -0 Th
L. IR LTHEERLET.
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