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Abstract: Cyberattacks often begin with a port scan attack, which is used to find exploitable vulnerabilities
on targeted systems. Therefore, quick detection of scanning attacks is by far important to avoid further
attacks. Intrusion detection systems (IDS) have been proposed to detect scanning attacks. However, it is
difficult to detect slow scan attacks, in which the time interval between successive communications is in-
creased, or distributed scan attacks, in which multiple hosts are used for scanning. Therefore, in this paper,
we propose a method for detecting scan attacks that focuses on the difference in communication behavior
between scanning hosts and hosts that perform normal communication. Through experiments, we confirm
that the proposed method is effective in detecting slow scan attacks and distributed scan attacks.
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Fz1 E¥% Web 77)0@E7H—7—% (PPl.5.15)

Table 1 Communication flow data of a normal web server.

srclP srcPort dstIP dstPort
198.51.100.35 443 203.0.113.212 43922
198.51.100.35 443 203.0.113.212 43922
198.51.100.35 443 203.0.113.212 44062

198.51.100.35 443
198.51.100.35 443

203.0.113.212 33650
203.0.113.212 33710
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Fig. 1 Detection by Snort.
2 Snort CRAMESNAAMOWETT—F—% (112 70—)

Table 2 Communication flow data of the host detected by

Snort.

srclP srcPort dstIP dstPort
198.51.100.39 45889 192.0.2.11 515
198.51.100.39 38660 192.0.2.32 515
198.51.100.39 53118 192.0.2.5 515

192.0.2.87 515
192.0.2.43 515

198.51.100.39 50891
198.51.100.39 50714
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T, RAMDTN—E Y FOLEVEIZOWTHBT A, X2
2, 57—ty MZEENLLEKRA MK LT PPI,
SPD # W/~ v ¥ ¥ 7R &R+,

M2xRaE, BHRHNIZZIAYDELEPHRTE D,
BHAICEINLFAMOEFE 7O —-T—2 2K 3, k4
[N

#3, KaxH L, BETI-T—FOEEBETLE—
DY RT 32766 CTH—CThHo7zew) 2 &, @BE70—
T =& ORHEIP 7 F L A2 T 203.0.113.21 T[H—T
Holzlwv) L, SHILHER— MIEEFTWE W)
CEDPHERETE T, L2 o T, BHHO IS DR A b
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Fig. 2 Hosts thought to be conducting distributed scanning

attacks.

x3 SEAFYUHBLEEZONLEETU—F—% 1(235 70 —)
Table 3 Communication flow data considered to be a dis-

tributed scanning attack.

srclP srcPort dstIP dstPort
192.0.2.50 32766 203.0.113.21 39327
192.0.2.50 32766 203.0.113.21 48516
192.0.2.50 32766 203.0.113.21 25107

192.0.2.50 32766
192.0.2.50 32766

203.0.113.21 30974
203.0.113.21 58542

K4 DHRAFY RBLEZ ONDLEE7E—T—% 2(208 70 —)
Table 4 Communication flow data considered to be a dis-

tributed scanning attack.

srclP srcPort dstIP dstPort
192.0.2.72 32766 203.0.113.21 27179
192.0.2.72 32766 203.0.113.21 2719
192.0.2.72 32766 203.0.113.21 21540

192.0.2.72 32766
192.0.2.72 32766

203.0.113.21 11070
203.0.113.21 29759
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1, HE L TRTERE—-FAF v BT TSR

FTIRBRWHEEZONDL., DX BOHAF Y L%
X, ERAIDOLDAF ¥ VHEPEME D DTHoTH,
BELCAX v VIBEEIT> TV D KA MEKOMEET—
SERFEODLE, BREAF v VBRI > TV A EENE:
WdHh., LizhoT, SANEHETICTE EOTHEELT
VENRH DL EZEZHND., KL TIEGTHAF v B
DIFEE LT, RAMDT V=YV F2IBET S, KET
EHRA DT NV—Y 2 TDOFHEHIZOVTIHAT S, 7,
HPAR— P AF v DHBEEAT) R NI, BEET 0%
DFEFEIP 7 FL AR LT, 5%k — 2 FH LT
HBEZIT). ZOLHOBWHKIP 7 FL A, 5HAF v
YHEAAENT A5G, WEET) R A PERSEN LT
B IP T KL AR A EEZLNS., LI ->T, K
FAR=PAF Y VHEEIT>TWALEEZLNDLEAA M
OWTE, TOVBOWHIP 7T FLAZ Y M/ V—E
VITERITH) L RER D, —F, BER- NAF v VQE
#ATH KA ME, ZEOGEIP 7 FL AT LT, Eryk
THLLEOHEER—- N EFH L CEEEZT). 0 ED
FEPEAE— ML, AT v DR R AR AA, WEE
19 B A NEERDPEN LT H5ER—-MhbrEz b
L. L7zioT, BMER—MAF v D BEETo>TWDE E
EZONDKRAMIOWTIE, TOLHDEER— %k
YMNITNV—E U TR EEFER L. ZOFEIE
RAMNDTNV—Y Y T %4TH) 2 LT, WEOENZ[F—&
TEELIBERAN T EDLIENTEDLEEZLND.

RAMDT V=YV TERATHIBICE, 58EIP 7T FL A,
LA R—bO AN T LEFATA. ZLTH
A MNEOEA NI ADPFPLTnEI L2 RA M T L
DLBDOEEE TS, LA N T LAOHEMEIZFRA NEO
LA TAE) LOTRREEZ ST, WA LETH.
KA MDT V=¥ TDOEEN L FEIZOWTHHAT L.
WET—FHNOKARA MIxF LT, PPI, SPD D% &l
35%. 2L 7T, PPI, SPD ®#25& $ 121 LT 22582 IP
7RFLZ, LAWK AE- I DA NTT LD Feiisk
HO2UTFDORA MIF—=ZV—FEHELTIP T FL
AuRFLHHILETSH. ZOE, PP, SPDAEH120
U EOEBIZEENAE KA MCOWTIZSEIP 7 F LA
DA77 I7ua%FAL, PPI2S0LLTF, SPD 250 Ll Eo
EIBICEINAEFRA MIOWTIISEE—- PO AN T
LEFHT A EET D,

PPI, SPD DAV L2 7V —E L T DO5MtEET 5
ZET, BERHNVEULIFANETEDLIENTE
HEEZONA, T, 5EIP 7 FLA, L IEgE
R=bPDOCA N TLDPHEYPL TCLIEE TV T
DEBETHI LT, BBOENEFR—LT LKA M F
LDLIENTEDLEEZLNS.
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5. A% v CHERAFEDFHIM

ARECTIHERICLY, REFESAT A F ¥ VRES
DA F Y VBEOBAICER TH S Z LR T 5. K
LTI, ARhEORERRIZ, BEAFO IDS T 5 Snort & I
B9 52 ETIT). Snort WdKEA 7 74 70 4 —WIZHE
WENTWBEEMHZ NIDS ThHY), FEr—rEHwb
BREBONF L L THEHYZEEZONLINLTHA.

5.1 EERICFIET37—42tv b

AW —ZAF ¥ Y BIEOBMER & A F v TEOK
AMERHETIE, e KFOL—FuEIE RSN TN D
2y M= IlBWTHESNEET -7 2 FHT 5.
AU —A¥ v Y WEOMMIERHTIX, 202042 H1HD 8
M 14 005 14 B 14 40 F To 6 BFERICE S Rz fE 7 —
YEHWL, TOF—Fty MIEEINLST Y MU
2,320,992,126 i, ¥—%+t > POKE LTI 1.38TB TH
L., F, ZOTFT—=F+ty NI 1,834,013 IP 7 KL
ADVEENTBY, MDA 7 2 —DEIEH40.9%, #
WD OFH 7 0 —DE AL 59.1%TH D, AT v~
WEEOBAMFEERTIE, 20194 10 H 11 HD 14 ¢ 58 53 H 5
151350 CTO 15 IR O NEBET— Y v 5.
ZOF=Fty MIEENL 37 v M EUT 357,672,714 8,
F=Fty PORKEZIZI89CB THAH. ZOF—F+t v
FIZIZ 188,831 D IP 7 FL ADEEINTH Y, Mik~D
AT 0 —DEEH 47.9%, Mk S ot 7 u—ofEE
D521%THAH I EDMERT X7, T2, Kig X THW A
F—=%ty MIBEDOT—F Ly bTHLHZDOIZ, WEE
BREINTWILEEZOND, B, KX TIEIP 7
FL A% RFC5737[16] (2 L7225 CTET 52 LT, 7—
¥ DELEEZHRT 5.

5.2 XF v HERHMOBIE

HEKFEDOA Y VT = B oN@BET— 712k L
T, Snort (X AMHE X-means IC X A7 T RS U 7%
ML, PPI, SPD # W~y ¥/ LzkERZ2H 3 1R
T, 4B, T—F OFEHEHZ 2019 4E 10 A 11 Ho 14 1

Snort Detection

10.0
7.5
5.0
2.5
0.0

-2.5

Feature SPD

-5.0
« data

_75 N «  clusterl
L +  cluster2

-10.0

10 5 0 5 10
Feature PPI

B 3 X-means [ZLAWERR DI FTAY ) ¥ THER
Fig. 3 Clustering results of attack hosts by X-means.
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58 375 1513 0 F TO 15 47 ThH Y, M1 OF—%
EFA—DbDTHAH. M3 XD, Snort 12X > THAIE
72 R A MDA Xemeans 12X 5T, 220D 7 FAZIZT T A
) TENTHEZ D mA. Z LT, Snort I[ZHHE
NEA POV OPIZOVWTHETO— T — ¥ 2L
5k, cluster2 DR A MIFEEAR—- MAF vy VB EEZZ
SNALWESRESEE->TWwWAh T L, F7- clusterl DFR A b
FFEER— P AF v DR L EE I VHRERE 2o
TWhH I ENFERTE/, EEA— P AF vV EOHA
OBfEIX, EED2 I A5 OELE L 5T, PPI=—4.52,
SPD =298 £ 5. £/, KFER—FAF v VHEOMK
OB, TEAR— P AF v CEEOBRAMEE SPD
iR &, PPI=4.52, SPD =298 &3 5.

5.3 XO—X% v CHEICNT 2 BMMEDFMEEER
AW —AF v Y PEORMERTIE, FT7—-% v b
3L, Au—2AF v YHEEAT) BPN R A 0BG
T EEATA., FLTC, EFEICLY, oUW
BARAMEMATELZ ER2MRAL, RETFEOAT—A
F v YWBEOMINI T 2 EMELHERT 5. AERIZH
WTHFAT A, UM A0 —Z2AF ¥ v IEEITH K A
&, 300H70 15 AF ¥ VIREOHE TKTFR— b X
Fy  EEIT)ORANET S, MR- P AF v »
V=)V T&H% Nmap X, 774V IFT02HH7-0H 1A
Xy YEEFTL. LD o T, AEBRTHATSHELM
GACEAR =P AF v BB, oIl A0 — A% v
VBT HDLEVZ D, B, AT LAF v YIEIL
T—=5ty N SHE 145305 14 W5 14 530 6 BefE, FIH
TET—%+ty hOEEWIZHblz>THATA. LT,
F—Fty b 1S E 6 BRI L TIRETEIC
LMAEATD . =%y POEMAEEVD DIZRBIZD
NT, IDAFY VHEPETLLLDIIRS.

54 AO—XF% ¢ CHBIIHT 2EDEOHMER L ER

AW —AF v Y BELRIT) FP R R A b OBET— 4
et T =%ty MAL, PPI, SPD %WV TR A b
Yy LR ER 4, B 5 IRT. HFRoTay
FRF—% -ty MIEINLEFAIOTOy bTHY), *
Lyvtoray SPEBN G A X v CHEEIT) KA
fo7ay NThHDH. ZLT, FREOEBHIKFR— KR
F v CYCBROMUAIEE, ARG OFAEER— P A ¥ v
WEOKHATFIHTH 5.

K4, M5 X0, 7=ty NOREIPIEVWLDTH A
13E, FLryyoray b EIMELTWD Z LDy
MhH. T, BEPELCRDICoNT, #UMRARA T
12X BAHPER— b AF ¥ CEAHEAT L, PPL, SPD A% A
¥y YWBEOBERHE LR LI ENTELOEEZ
5N5. ZLTC6EMOT—% 1y NEHWEED< Y
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Fig. 4 One hour dataset.

a.m 8:14 to p.m 2:14 (6hours)
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®M5 6HEOT—5+ty b
Fig. 5 Six hours dataset.

& 5 Snort I2X 5 AF ¥ U BEDKHK G

Table 5 Detection results of scanning attacks by Snort.

300H72)DOAF v F | 10 | 100 | 1,000 | 10,000
TR R X X O O

o ZiiBwitLbryyorsay FMRReofE, $4b
LRFER=- M AF v VHBOBMBRIZEENL TS D
EDHERTED., LI2h-> T, KEICAF Y Y FETERN
HBAT—AX vy VB TH->ThH, —EREAF v o QE
PHEAT S B &, REFHEIC L o THRAIDSIRETH S Z LS
ERT& 72, 72, Snort 12X AMHFERER 5 ITRT.
T—=%ty MW LT, Kbz OWENE 2L &
T 2 ACER— P AF v Y EEZIF AL, Snort & H
WTHRAIZRA TR THL. 52068, 300H7
) 100 A ¥ ¥ YL TFOKFER— b AF v » IEIL Snort 12
Lo THRMTELR W DR TE . —), EFUET
IHANCFI 2 R AT & 72 ) DO BUEHHEE & (3R
ROBHETH L0, WTILOAT—ZAF v VIEL MK
MTBIENTEL, RERICL ST, ETHEICLL A
F v Y ERANL Snort TRRAITE A VWE ) AT — A
Xy VB ERATE D 2 L DPHERLTE .

AW — A% v YBIERAT) Wh, WREEIIIEE G T
7O RANEFAREOEETAT Y V2179, Lizd -
T, BMH/-0 D NT 7 1 v 7 BR EOFEHEIIZA
¥ v CBEOMAIE A D Snort TIE, A0 —2AF v I
BAMMT A LIIREETH L., LA, Kl TREL
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10.0 Snort‘Detectlon
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Fig. 6 Attack hosts clustering for datasets on different day.
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AT A, FLTIREFEICLY, ZoBUML kA M
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BAHIERRIZB W T, 100 DA A M & Hw 725 1,000 A
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Fig. 7 Mapping results without grouping.
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Fig. 8 Mapping results with grouping.
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RAL KER—FI2AFx VEHIFEN@E7TO—F—% 1

zontal port scan attack 1.

Table A-1 Communication flow data considered to be a hori-

srclP srcPort dstIP dstPort
192.0.2.80 32766 198.51.100.77 9355
192.0.2.80 32766 198.51.100.77 52661
192.0.2.80 32766 198.51.100.77 17435
192.0.2.80 32766 198.51.100.77 35585
192.0.2.80 32766 198.51.100.77 32971
RA2 KPE-PAFy vl n@BE7T0—T—% 2

zontal port scan attack 2.

Table A-2 Communication flow data considered to be a hori-

srclP srcPort dstIP dstPort
203.0.113.15 6838 198.51.100.24 6400
203.0.113.15 6838 198.51.100.24 2816
203.0.113.15 6838 198.51.100.24 14592
203.0.113.15 6838 198.51.100.24 16640
203.0.113.15 6838 198.51.100.24 11008

F A3 EEHA-MAFyEHBISNEE7E-T—4 1

cal port scan attack 1.

Table A-3 Communication flow data considered to be a verti-

srclP srcPort dstIP dstPort
198.51.100.7 | 47827 203.0.113.32 445
198.51.100.7 | 47827 203.0.113.11 445
198.51.100.7 | 47827 203.0.113.71 445
198.51.100.7 | 47827 203.0.113.20 445
198.51.100.7 | 47827 203.0.113.9 445

RA4 FEER-FAF Y VBTSN EE7TO—-T—4 2

cal port scan attack 2.

Table A-4 Communication flow data considered to be a verti-

srclP srcPort dstIP dstPort
192.0.2.81 51993 203.0.113.5 445
192.0.2.81 51993 203.0.113.49 445
192.0.2.81 51993 203.0.113.63 445
192.0.2.81 51993 203.0.113.56 445
192.0.2.81 51993 203.0.113.48 445

=R A b

A12 EER-MIF v HWEET->TWS EHHTES N

MIMOFEE, EER— P AF ¥ VY ELIT-> TS L

WrS 7z R A ME 1,839 fflH 5 Z LR TE72. b
DEAIDIHL3D%EFR A3, T A4 IIRT.
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