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A Survey on Wireless Secure-Transmission Techniques

YasuHIRO TAKANO! Yosuiaki SHIRAISHI! Masakarsu MORII?

Abstract: In Beyond 5G (B5G) systems, secure transmission (Tx) methods based on Information-theoretic
security are studied. The secure Tx methods are Tx precoding techniques based the spatial-division multi-
ple access (SDMA) exploiting spatial degree of freedoms (DoFs) of massive-multiple-input multiple output
(MIMO) channels. The Tx weights can be computed by using the generalized eigenvalue decomposition
(GED) under maximum signal-to-leak-and-noise ratio (SLNR) criterion, or by using the generalized singular
value decomposition (GSVD) for a matrix pencil composed from link matrixes. This paper investigates, by
assuming IoT systems, secure Tx performance of the two methods in communication scenarios having long
Tx intervals. Simulation results verified that the GED method improves secrecy capacity over the GSVD
technique in the assumed scenarios.

Keywords: Secure transmission, Signal-to-leak-and-noise ratio (SLNR), Internet of Things (IoT), physical
layer security, information-theoretic security.
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X aTEREOERFGEE UT, BT v 2 IVTHITHE
% X 1172 Matrix Pencil @ Generalized singular value de-
composition (GSVD)([2] %) 12 & B A [FEADH LN TR
EINTW3. GSVD i3 & Signal-to-noise ratio (SNR)
CHWTHREEREZERT 22 e oNnTVWS. L
L, HK SNR fHI%(Z 3\ Tid Signal-to-leakage-and-noise
ratio (SLNR) #i#iZ D < Generalized eigenvalue decom-
position (GED) IED S HMF £ L& WS WgeHfl 3] &
5. KRETIE, —8D IoT ¥ AT LI IEBEHHE LKW
LONHBH I LITEAL, REMEORVWYFY A TO
GSVD ¥ & GED DY F 2 T{EEMERE 2 K § 5.

AROMEEIIIRDED TH B, 52 BIFAROMEET 5
VAT LERRS. FEIEIL, ¥ aT7EEMEE A
U, GED B KU GSVD i#EZ S 5. 2 4 & I3 8AH]
XD, MHEOWREZILERT 5. 5 ®HIE, AEOfbinz
b,

Ri: 2 I VT I oEE LB LR
A TY Y TV LERA X(j) OFHT5 % BT [X(5)] =
LyZ X — (L —j)A) LR, @Dk, BR0
fEWHipHT, v VK EAKRL T EX())] &,
¥ 72, Column- & row-wise DILSHATIH %, ThEh,
KIX(j)] = BXMG)X()) & RIX()] = BEXG)XH()] &
Fald 5.
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AfElE, Time division duplex (TDD) #{g§ > X7 L% 48
% U, Artificial noise (AN) Z0fH L 72XE 7V 3 —F ¢ &~
7z & B MIMO-multiple-antenna eavesdropper (MIMO-
ME) ¥ F VU AIZBIT 2 ¥ a TIEERGET 5. BRI
i, Aliceld Ny KOT VY TF056, Mg=1ARK7>7FD
Bob "MEIEHRE LT D, Mg KOT v 7 F % Fr oL
# Eve %, Alice & IEBUZEIET 5D & FAIKEZ, Bob Mz
EINMEHREIGEZETTNS, £72, B 1ITRT
&8, Uplink (UL) fm#E&X 1 > 2 T, #1, Bob & Eve
& Agoy Ay MHET Alice N2IRIES%21%X5. ZHhic
0, Alice ZFEY1—F—2LDF v 2N % 4 FDOTILT
DALZEDH#fEET S, £ T, Alice i%, Downlink (DL)
BRERA I VT Ty, BHOSRESZENS Ayg A
Oy MMEIZ Y- PABEEREGET S.

F ¥ #JVIE, Winner II model [5] IZf > THEK I N7z
RIVFNAEE 2 RET 5. AFETIL, LoRa %D IoT
VATLEZERBL, Auv NE Lp IZHART, [E5E%M
BE Augu ¥ Ayoq PEWRINZEET 2. f£-7T, KHR
IABETH>TH, BHD DL F v 2NV EmEIZZIEL
7ZULF ¥ 2 VTEMT S 3BT UL IERTRNI &
CHERI N,

UL timing:
T4 € Uyed1,2,++, Ny} + (t — 1)Npy,

A
( \

(T I 7 I B Y
\ J

D Y
Lp bins/OFDM-sym. DL timing:
T4 € Uyd1,2,-+,Npp} + (t — )Ny,

AuZu
uL[ Tl H .
DL I N I
e ——
Au2d

1 Ay 74—V b.

2.1 DL Receive (Rx) &5
DL A0 v b1 € Tq iZB17% Bob & Eve D f-bin ®
2fElE51F, ThEh,
YB(fal) = HB(f7l)X(fvl)+zB(fvl) G(CMBX17 (1)
yE(fal) = HE<f7l)x(fal)+zE<f7l) G(CMEX1 (2)

LEIFB. 22T, Hp(f,l) € CMexNa ¥ Hg(f,1) €
CMexNa |3 ZhZF, Bob-Alice i, Eve-Alice [#, ®
F ¥ AMTIITHS. BHEERT ML 25(f,0) & za(f,])
&, /A X5 %E o2 &L, TNZH CN(0,021) and
CN(0,021y) IZHED. Alice PHREEINBEST Ny OfF
FARZ MV

x(f,1) = WB(f’l)Ub(l)b(fvl) (3)
+ WE(f’ Z)UE(l)aE(f’ l) + WJ—(f? l)UL(Z)aJ-(fv l)

i Ezx56N75. 22T, b(f,l) I Bob NMEkT 5
MBEEESTHD. £72, AN R ML ag(f,]) € CMe
Ya(f,l) e CN» 1%, ThEh, Eve B (EHEF v
)V Hg(f,l) & DEATERBICHEEL S 5) KA O M4 IE
FOZEEZHEZHNELTVWS. Z2ThoDESR
E[Ib(f,D)]?] = Ella(f,)|?] = EllaL (f,D)]?] = 1 Zii?
TEOIZERT S, TNTNOREEOBEALLIE, EOFRIK
on(l), op(l), oL (1) IZEDEDDBH, Zhsik

o?(l) +o2(l) + o2 () = 1, (4)
BT &S I ERILT 5. REEMMTH Wg(f,1) €
CNaxMe W(f,1) € CNaxMe 2 W, (f,1) € CNaxNa
= IWs(£ DI = (5)
A IWEADI? = A S IWLLD)? = L
ERBEDIZHEETS. LA, D DLslotl € Ty 12
IET 5 F ¥ 2T % {Hp(f,1), He(f, 1)} FERECHEE
THZLRIWNHEETH D, BEEAMTINILEED UL F ¥ %

VATHIOHEEE 2 FIWTHEL RTINS WD &IigiE
=R AN AN
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3. E¥Fa7EEE

3.1 REwR
AKFEOXMRE T EEFaTREMBER, ®ED UL A
Oy h&XAIVITTRDZ UL F v R IVHEEE

{0 B [V e T ] (6)
ZHWT, F v AEEHT

{ E [05(0() | 02)] > Co+ Acs (7)
E [Ce(©() | 07)] < Co + AC, (8)

D% &, Ergodic Secrecy Capacity
max E [Cs (O(1))] 9)
ERARIZTENRTA-RES

O(1) = {o2(1), o3 (1), W (F.0, Wi (£.0. WL (£. D}y }

(10)
ERDBZLTHD. 2T, T A{Cy, ACg, ACg} IFFT
LOMEELY — P 2ZERT LD BERF v 2 VAR C,
BLY, MEF Yy 2 NVEREZHERT 270047y b
(ACg, ACg) T 5. Ergodic capacity (9) &,

Elcs ()] = E[Cs (OU), {Ts(f,1)}vs)]
—E[Ce (O() {Tr(f, lw)}v)l,

WWEOEHTS. 2770, Fyarlae—Lb Y bER Le
& UL AR Aoy A Y MZHL,

T(f,1) = B/ [Hy(f,j) © He(f,5)]. (1)

@FZuxyh—HThs. TV T(f1) bRAKIE
»5. Eve DIEHF v 2 VAR,

Lp
E[Ce (O, {Tx(f,D}vs)] = > Cusy (O(1), Tr(f,1))
=1

(12)
CEDRMT S, 22T, DD (I, f) 2B 5,

Carp (O(1), Tg) = log, {Tar,, + oZRHE W] (13)
{oRRHE W] + 03 RIHEW 1] + 02T} '}

772U, R4 AT A RIS H W] &R 27 bVt
vec{R[Hg W3]} = Trvec{WpWH} 2@ U CHILT 5.
E[cg(-)] ® (12) LRMRKIZERT 5.

NIA=REy b (10) D55, F5EN (o, 08) X (6],
Algorithm 1 IZ¥U THEWEETH 5. BT, EEHMT
51 (WL, Wg, Wg) OffFRIZB LRI 5.

3.2 W, OfF

4] FCiim LMo =mEEFMHALTH Kvw. fil
BODRE (I, f) BT 20, Hg OHIZEM X,
R[Hgp] ® Rank r < My OEHZEM X2 h)L Up, TH
5. /o T, ZTOEAFREEMMTIZ, HF B) Db &,
W, o Iy, — Up, U, ifit> TEEAT 2.

3.3 (Wg, Wg) Off: GED %

[6] Tk L7z H b, 3.1 HioMEIX, Maximum SLNR
BEIC L VR Z e TES. AFTIX, SLNR H#iO=H
HTHI Wi 2HESHATAT (R)S, [Hp], RS, [Hg]+k2T) O
GED L& W HEHE N Z e ns, ZoOfk% GED %
LIPR. TZT, EOBUTHIRIC BT 2 BEIIERRE R
Le>112325Z28T, FYRrWNAIA—RD2RMEE
NERINDG. 2%, EEHREPF Y2 Lae—L b
I & 0 WS, Y% GED EIEF ¥ 2 LE TV DR
MR IA LR 2L, RMERAORIRE 2 LX
5.

3.4 (Wp,Wg) Off: GSVD &

[2], [T FTREINTWVWDED, &F 2 TR MEMRR
§ 5 E{FE AL Matrix Pencil (Hg, Hg) ® GSVD 2 & D
BHLUTS Q. RFSRX 2 8 U7z 3.1 B,
% f-bin MZ GSVD & W TR FEAZFHETIIE L V.

4. HIER

4.1 NSIA—YHRE

F ¥ 2N T A — &%, Winner II € 7 )L @ Urban
micro-cell (Bl: line-of-sight (LoS) clustered delay line)
Bl iZ&vEKEINS. Fv ) TREEH 2.4 GHz @ Indus-
trial, scientific and medical (ISM) /N> FZ2f8E L, {Zi%
W 3 MHz 5. &7, 1slot DRZE, Lp = 256
bins/OFDM-symbol & 4 %. Alice, Bob, Eve & Z %
N (Na, Mg, Mg) = (32,1,2) A® Uniform circular array
(UCA) 7 v 7 F %KD, WiRKOBEBINELIL, Bob, Eve
H#IZ 5km/h &9 5.

Bz, [6] &Rk, RF5{L3 1/3 TD Binary phase shift
keyed (BPSK) ~ 256 Quadrature amplitude modulation
(QAM) DEIEZEF L, Co XL £3dB DY =Y v %%
Bd5. fi£-7T, (7) & (8) I& (Co + ACg,Co + ACE) =
(5.4,0.2) [bps] E&ET S, £/, A0 v MIEMHEIZ
(Au2u, Ayza) = (10,9) slots & L7z,

2IZRTEED, Alice & Bob ldZFNE N (0,0)
& (0,100) [m] IZEET 5. Eve DALE, dy = 80[m] IZ
XU, pg = di(cos¢g,sindg), ¢g € [0,7] [rad] IZ& D &
AbNb.

*I k2 |331F signal-to-interference-puls-noise ratio (SINR) (ZJi

UTHRESATA—XTHS [6].
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) Eve

2 a—Y—{iE.

4.2 SNR I T 2% 2 7IEEMHEE

v A GED
v  GSVD

Average Capacity [bps/Hz]

0 ; 1‘0 1‘5 26 2‘5 30
SNR [dB]
3 SNR IZHNT B4 ¥ o 7IE4MAE

312 SNR 12495 GED & GSVD %D Secrecy Ca-
pacity EREZ RS, ¢p € [Sm, S| DEE, DXV, Eve
2 Bob 2o+ AN T WA 5E, EHb6DHKD Cs > 1
[bps/Hz] ZEBELTW5. LAL, ¢p€(0,in] DEE,
2% D, Eve 2 Bob DiE 125 & &, GSVD LXK SNR
IZB W T Secrecy Capacity Ak ELHLLTWD. —4A,
GED %, 3.3 ficiiR7z@0, Lo =10 & bf%ﬂjbt
2RITMFTREZFEH LU CZOMEZEEL TV 5.

4.3 Bob & Eve DUEICRT 5+ 1 7{mikaE

412 GSVD EDZEMREEZ R . SNR = 10dB 2
WTC, ¢p=0IZEve BMiiET 2L E, Cg=0.1 [bps/Hy|
L7578, GSVD i3 BPSK 25581 & 2 K5k & FEAT
TERW. F£7z, Vo IR L, GSVD ik Eve @ Ergodic
capacity E[Cg] Z @RI L TL £\, Eve ~D AN &
o BHMLTWB Z e hbnsd

—7i, GEDikl%, K529, SNR = 10dB DI,
Vop (IZN U, E[Cg] Z@EYRRETIEL, of 2Tt
TWa. %72, GED i3 0.5 < Cg < 4 [bps] 7*2 Cg < 0.1
[bps] ZEK LTS, Db, MELLZYF I FITEN

SNR = 10 dB

10!

10°

10714

VR — V-V —%

Average Capacity [bps/Hz]

-
1073 ¢ T
—O— {7§ \'a (Té UZ

-4 n n .
10 1 1.5\ 2 2.5 3
loﬁgﬁ A— ja — A A~ A A A A A A

r S o Vﬂ”g?
107° & . . . . .

0 0.5 1 1.5 2 2.5 3

¢r [rad]

4 GSVD ED & F 2 7 X MR

N SNR = 10 dB
10 ‘
~
T
5 —e—Cs O ECs
S 1ol —+—Cb —/ ECb|]
— TS v—Ce 7 ECe
=) W
o 2 NG
S 10 AR
© A
TN —F —
(&} A =¥V o s
& 10 ~ v
o .
g
4 ‘ ‘ ‘ ‘ :
< lfoo 0.5 1 1.5 2 25 3
1075 7 . —L— og 22 aé (ri ‘
0 0.5 1 2.5 3

1.5 2
¢ [rad]
5 GED D+ 2 755 MRE.

T, Alice 1, GED ik &#SHZLFH %% HHH LT, Bob
DEeFaTEEEHIZERTES.

5, ¥&H

ARk, TDD-MIMO 54128\ T, HiEEKE W UL/DL
DIEEMERD > 7V A Z2EL, GED & GSVDEIZ &
b FaTEEMEELKRLEZ. 2L RV FUAT
6i GSVD ¥ Ergodic capacity DH#EERHEN L L TL

. —7, GED &%, F ¥ %I)VORMM 2 kG2 %2 %5
Fﬁbf:,\ﬁj\ THr o EEAZBEET 5729, Ergodic
capacity DR E 2 WH AR I L 2HA LK. 5%

DOFEEL UT, AL, [6] DREEZILEL, Passive
eavesdroppers % & & /‘3‘ VATOEF 2T EEMEEDM
kxEHET.
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