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Proposal of Multi-Stage NIDS using Deep Learning

Kentaro Takeshita! Michiko Harayama?

In recent years, the use of networks has become widespread, and due to the influence of the new coronavirus, remote
works have increased. In this situation, countermeasures against malware like as the Intrusion Detection System
(IDS) are urgently needed. Although currently used IDSs mainly use signature matching type discriminators, they
cannot deal with unknown attacks.

Therefore, in this study, we use a deep learning method to detect unauthorized communication with an anomaly
classifier that has learned the characteristics of authorized communication, and then detect each class with a signature
matching classifier. NIDS) is proposed. SAE (Sparse Auto Encoder), one of the Neural Networks, was used as an
anomaly type classifier, and MLP (Multi-Layer Perceptron) was used as a signature matching type classifier. The
data set was CICIDS2017, and the detection accuracy was evaluated. Here, we report the configuration of the
proposed system and the evaluation results.
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Fig.1 Outline of the Proposed System
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Fig.2 Anomaly Detection using SAE
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Table 1 CICIDS Datasets

F—FExy b HEINTVEF—%

Monday-WorkingHours.pcap_ISCX.csv Benign

Tuesday-WorkingHours.pcap_ISCX.csv Benign, FTP-Patator, SSH-Patator

Wednesday-workingHours.pcap_ISCX.csv | Benign, DoS GoldenEye, DoS Hulk, DoS

Slowhttptest, DoS Slowloris, Heartbleed
Benign, Web Attack-Brute Force, Web
Attack-Sql Injection, Web Attack-XSS

Benign, Infiltration

Thursday-WorkingHours-Morning-
WebAttacks.pcap_ISCX.csv
Thursday-WorkingHours-Afternoon-
Infilteration.pcap_ISCX.csv

Friday-WorkingHours-Afternoon- Benign, DDoS
DDos.pcap_ISCX.csv
Friday-WorkingHours-Afternoon- Benign, PortScan
PortScan.pcap_ISCX.csv
Friday-WorkingHours- Benign, Bot

Morning.pcap_ISCX.csv
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Table 2 Number of data in CICIDS2017 datasets

PRV 728
Benign 2359087
FTP-Patator 7938
SSH-Patator 5897
DoS GoldenEye 10293
DoS Hulk 231072
DoS Slowhttptest 5499
DoS Slowloris 5796
Heartbleed 11
Web Attack-Brute Force 1507
‘Web Attack-Sql Injection 21
Web Attack-XSS 652
Infiltration 36
DDoS 41835
PortScan 158930
Bot 1966
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Table 3 Feature Quantities in CICIDS2017 datasets

Flow ID Flow IAT Mean Bwd Packets/s Fwd Avg Bulk Rate
Source IP Flow IAT Std Min Packet Length Bwad Avg Bytes/Bulk
Source Port Flow IAT Max Max Packet Length Bwd Avg Packets/Bulk
Destination IP Flow IAT Min Packet Length Mean Bwd Avg Bulk Rate
Protocol Fwd IAT Total Packet Length Std Subflow Fwd Packets
Timestamp Fwd IAT Mean Packet Length Variance Subflow Fwd Bytes
Flow Duration Fwd IAT Std FIN Flag Count Subflow Bwd Packets
Total Fwd Packets Fwd IAT Max SYN Flag Count Subflow Bwd Bytes
Total Backward Packets Fwd IAT Min RST Flag Count Init_Win_bytes_forward
Total Length of Fwd Packets Bwd IAT Total PSH Flag Count Init_Win_bytes_backward
Total Length of Bwd Packets Bwd IAT Mean ACK Flag Count act_data_pkt_fwd
Fwd Packet Length Max Bwd IAT Std URG Flag Count min_seg_size_forward
Fwd Packet Length Min Bwd IAT Max CWE Flag Count Active Mean
Fwd Packet Length Mean Bwd IAT Min ECE Flag Count Active Std
Fwd Packet Length Std Fwd PSH Flags Down/Up Ratio Active Max
Bwd Packet Length Max Bwd PSH Flags Average Packet Size Active Min
Bwd Packet Length Min Fwd URG Flags Avg Fwd Segment Size Idle Mean
Bwad Packet Length Mean Bwd URG Flags Avg Bwd Segment Size Idle Std
Bwad Packet Length Std Fwd Header Fwd Header Length Idle Max
Length
Flow Bytes/s Bwd Header Fwd Avg Bytes/Bulk Idle Min
Length
Flow Packets/s Fwd Packets/s Fwd Avg Packets/Bulk Destination Port

4.3 KBNS A—4 LBRANBEOH TR

FEEREHE L LTI, 2% v ¥ Intel Core i7-7700
CPU3.60Ghz, 2% *E U (RAM):8.00GB(7.87GB fiti F A] fE)
B & O python3.6.3, Tensorflow1.1.0, keras2.0.8 Zf#i f L 7=.
A EDOFEBRTHN SAE & MLP D/3F A —X %3 4|2
Y. SAE TIZZOMIC LI /b & LT 1.0X104 D IER]
{LEZ 5 2 T 5.

F 4 KlBkBIEROFHE I
Table.4 Specification of SAE and MLP identifier

SAE MLP
A& 77 77
vl 90,120,160,120,90 90,120,160,110,90
e 77 12
AL BEE fEE : ReLU il : ReLU
11 : sigmoid A& + softmax
IRy 78 100 100
Ny FHAL X 64 64
100
995
99
98.5
98
975
97
96.5
96
95.5
’ 07 06 05 04 03
' Accuracy 9979 9984 9987 9944 9949
= Precision 99.76 9971 99,65 9848 9863
Recall 99,66 99,86 100 100 100
F-measure] 9971 9979 9982 9924 9931

3 SAE 7/~ U RS HE
Fig.3 Influence of Abnormality on SAE Anomaly Detection
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Friday_Po

Friday_D
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™ Precision 93.24 99.79 84.07 30.25 84.17 99.78 99.84 99.51
® Recall 99.76 100 100 100 100 100 100 99.99
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Fig.4 Experimental Results: SAE Anomaly Detection
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est

ion
[Accuracy] 9908 | 9977 | 8643 | 98.96 | 8958 | 99.39 0 9934 | 9439 0 1667 | 1661 | 9945 | 99.98
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Fig.5 Experimental Results: Intrusion Detection by MLP

(%)

100
98
96
94
92
90
88
86
84
82

0

Accuracy | Precision | Recall | F-measure
[mmLP 99.23 | 96.99 | 96.99 | 98.47
[=SAE+MLP] 99.99 I 100 I 98.72 | 99.35

Bl6  FEBRASIE : SAE/MLP #5550
Fig.6 Experimental Results: SAE/MLP Cooperative Detection
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Table 6 Experimental Results: Computational Time for Training

and Detection

PR | HIERRTO
SAE 624.5 19.11
MLP 697.2 17.78
SAEMLP | 1022 23.04
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