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Distributed Learning System with Decision Tree
for Privacy-Preserving of IoT Devices
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Abstract: Recently, various Internet of Things (IoT) devices have spread in our daily lives with the advancement of Information
Technology (IT) in society. This paper considers machine-learning-available IoT devices. It is necessary to cooperate with each
other rather than learn independently in order to improve its performance. However, sharing local data directly is difficult
because those data may contain private information. Therefore, this paper proposes an algorithm preserving users’ privacy by
sharing only machine learning models trained on each device without doing local data. This paper applies the cooperative
learning method to decision tree, which is suitable for IoT devices because of their poor computational resources.
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1. [XL®HIC

2 ® IT (Information Technology) {b23#EA, FLi=H D
IR T2 T 7Y r—3 a3 RT3 AT T, B
BN TS 0T (Internet of Things) 23K LTW5. &
T, =7 a0 B8, SR br—LR
CRNARERAEERE LAV A~— hah—24, REREL
XL LT HIFEIERBEEE IR ENLHB LN
WEHNTHRT 2T OHY FTHHA~Y— T 172
EICHEAPETF TS, bl & LZHE
WAENLE, S5 L TCEEIERBESFIATE, #
FICHRERES LEERTHZLEZHBLTNS.

AFETHE, 1 BOMEGR THEIMAEE 21T oTiERl, #
BE D IoT M COmMRYE 2 HiitT 5. WAy EOF
BEHOWIZIFEO 1 DICEEOEERFTF — % OF %17
WV, AOITENV TR 7 L— AT — 27 ZER LTV B DR EH
5[] ZO7v—2T—2%, BEADA~— T+
NHELNTZE Y I T — 2 A LT RIRITET
THAEMBTHZ L1280, EALV-LOITEI TR ORE
MNEELTWHWAS., L, ZOXHTHET VEIERT
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— R EDAREOH ZMADY v T — 2 B L
TSR B2 E WD SR FRE L 72 5.

FIT, ITIARN—%2 G0 0FET— 2 2LAF L
RWBHHEEBRDO NG, T4 —REEAE L
T2 7 V3 Y X LT FL (Federated Learning) 23424
ENTWD [2]. FLIZe— A AT —& 28, #HK
DB ENT R T2 —TF LRy N — 7 5 )L AR
L, ZOETNELET DL TT—2RREN <. Lh
L, BEFEIIHAEIME T 20, Av— b Ut v T
X° Raspberry Pi 72 EDFRE U Y — AN AR+5372 ToT #ER1C
3 LTV RV, 2O K Zebligs TR E AT 721,
RF (Random Forest) 7 & D Ll 18 i 7 55238 J7 ik 43 3
DDOMNLEE L.

PEOEFENS, va— VT —&TiER< FL O X H 7
FEHETLOREAL, TOREIEL LT RF 2 H
L7clHifis 87 v 3 ) AL RETH. BET VT XL
TIE, FWARTRF ICE D u— T =2 b8 ORE
AREZFEL, TO—MEMmOBENR L ST 5. K
OREARDELGEZETT N E LTTHZEICRATS.
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FL (X7 — & & 10— I VITERFE L7223 O S (o 738 %
THHETHY, EREFH— P —DRIERTEI 07,
HENBEA~OBRITE OITEN Y — L OIS, V=T 77 NT
N A WTRERIREEO TR &, %< OB T S
nNTnd 3. &FIFERT TV r—va  IZBWTERE
e BNE BRI LTV AR, SELFET . £ 1 O)#E
fFaxhThsd [4]. —MM72 FL 1X, CNN (Convolutional
Neural Network) O & 5 27 k@287 LV 2 H TR
D, ZOXIBRETNVOBEHIITEE T D/NT A —FNE
ENDELERDD. THFORTHEL b LHEEaR IR
B, Me—=V 7 RREHCR S RN H S

0T %#FH LIRSS R TF ADE v 7 F — X H5HTT
RE A L CWDHIZENRD D [5]. &It OB, ~JLA
T =2 DN RF A L7 RETIEEHVWD &, BF

DFEE R L TREFENR D RORBEZER L TND.

RE II@ERILT — & % LB CE G R B EE e 720, S
FXFELRMEICKH L TENZ AT p—~ U AR RET D 2
ERTED. IHIC, WFEEETEE TRV
WORLERH D [6]. £72, REIZT =T 77534 A
LTINS SN TWD [7]. #sE 2 ERILT 5
WEEMIR L, FHEGRIR FIEA M B 22\ 728, RE B FETIE
ICEBREN TV,
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ARETIX, #ET VTV X LEHEIST HEEET MO
WTC %, R 7T Y XALTIE, HERE LA~ /LT R
TRy NI TSN TWAZ L2 BETDH. Z0
Pegi LTI, AT SN TV D8 & O Bl %
HEFTHZENARETHD. ZOBREET LVOMELZK 1
WRT . A — N7 4272 80 loT #831%, RFIZL - TE
FN b L— o TR0 — N T — 2 A LT
Wb, B—ANT =R T TAN—IERBE TN D AR
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STi;
X 2 KodfETL

HITDHZENaReL 5.

A= 737D loT HEiDnFRFLTnbdr—70
NT—Z2 %D, AT LWMABMENLERLILLE, K
KilzD; & HWTCRFIZE Y o=V DOFRET VM % kL
—= 7T D MIInRDOFETEIRTH DIREAR TR S
nH. LUFTIE, 78 LULEREREREFDY, @WmKRiDOpH
HORET, , LKL, MIZLLFO LI ICERESND.

M; ={Ti1, iz Ty s Tin} 1)
nIT AR THGE & 95, K URITEEREIR R T & 3t
BT DI ENARETH LN, a—INVT —XThDHDITAR
gD ENTERV., REIZBWT, D25 &
RHRFBZATOTNITY ALERRTD.

4, RE

KIFTEE, v—INT —F e GETRERZWMTHZ &
WCEVEBERETVORET 22 AIEET5. AR
T, FIAN—2RETOHAEEOT LY XA
DNTIERS.

URRINAR ] & B L TV B & X, 28K, jRITVWLS o
MOREZWST D, BT DHROAEEME Lic L &, ¥
KilTIAR~ET AR Z FRIET VM bmAERT 5. 5
Kim bR~ T B ROEAZST LR L, UTFOL
INTERTD.

STij <

{Ti'al, e Ti‘am|ap (£ n) are randomly sampled integer} 2)
RO DTN ZX 2 1R IRl 31T D B R %
LiETDE, mMARUTEH SN TWDIETOIKR L & AR%E
KETHLERDH LD, [ BETOBERRKICS LT
ST ZRET D, £, KA L EE, mARIIMH
BB DOBERAR LV T AROBE L FLWAKOA
ZHIBRT 2. ZORDHIBRIE, I TV DR
BA DROAEDNEZTH, FIWARDOAE Y PR K

T DHITAT S . MR HHIRT DAROAE AL, HI
BRI DAROEEEDT,EEL, LFTOLIICERT .

li=mx]J; 3)
DT; «

{Ti,bl, wes Tipy, |bp(S n) are randomly sampled integer} @)

AWk, SRR RRIL IO L 2y, B LS T
WETAM E LT .

M,i «— Mi U (Ujl:l SY}—»L)/DTI (5)



TR RS
IPSJ SIG Technical Report

73 XA 1. Distributed Random Forest

1: for i€N do
2 M; < {Ti1,Ti2, Ty s Tin)
3 end for

4:  while L do

5 STioj

“— {Ti,al,Tl-,az, v Tig,. | ap are sampled integer}
6: send STi—>j
7: DTL

“— {Ti'bl,Ti‘bz, ""Ti.bzi |bp are sampled integer}

8: delete DT;
9: M'; « append S;_,;
10:  end while

AUBB X UA/BIIZTNENA,BOREL LEEAEET
BB, IRITH LWET M % RE O TFRIEF L E LT
s, ZoOREITILEE Y ESZ &2 8ET 5.

TATY XN VIRET LY X LOEZRZT. 15D,
FWRNTREARZFEH L, THETAMZIERT 5. 1B
LMD T U DImADORE T X MIERR L, B
IRV ST, & RET D, ST, &M LIzt:, BT 2
ROKEZ o H BRI, DT ERT D, ST &%)
B2 B M > HDT; 2 BIBR U, Rt ISST; 25 B Y Bz
RETAM BT 5. RHIT T TORERAS TR L
TETTD. ZOZMOTND T —7r o AKX &K 3 1RT.
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O:ﬁﬁ* 2 4
4 wVFRy TRy NT—7 D
VIial—Y gl rETIL

51 TLFRY TRy bT—2

AEITHE, BEERROL TREREN AR~ LT Ry 7%
v MU — 7 B CORMIFER 2<%, TS AV 5 5
KETONLNF Ry TRy NU—7 O bR Y —%X4(Z
R EMEICIE, BEEE T Y XAOEL S EET —
&t hTH2D MNIST [8]&fH L7z, &8k TG E
W, B 24T - TV 7220 — %172 RF (RF w/ local data)
LERETNTY XA K BH1HF RF (Coop. RF w/ exchange)
U LAME L7z, £/, T4V —, Xy hU—7
e, AEV Y Y —RREEEBE LRVGAOBEELE LT
FRARA) 7RI DO RS E DRI AT o 72, BT, Bk
THESNTEZARZETEDEZEEOTH (Alltrees) &, 4
7 —4% % H\ = RF OF (RF w/ all data) ZifH L7z,
RF DOE¥E\Z1E Python 7 A 7 Z U Th 5 scikit-learn & 0>
7.

RV Ia2b—ya IHWERT A—=FEmRT. &
WARIE 1,000 O N L—=2 T — X RS TED, Zhb
DOF —H ZHANTn = 100KOREARZFE TS, £ LT,

1 YIalb—TarRTgRA—F

ﬂﬁli i ﬁslkj RE w/ Coop. RF RE w/ all
] Create M; \ ‘ Create M; local data w/ All trees data
| | exchange
’ Select ST, ; Select ST;_,; Pl — =
| Delete DT, | [ Delete D7, v 75— | 1,000 5x1,000 | 5x1,000 | 5,000
28
i ; 7T A M7
| Receive ST,_,; | | Receive ST;.,; } 1,000 1,000 1,000 1,000
| [ — 2%
\ Create M’; \ ’ Create M’;
| | ROKeH 100 100 500 100
‘ Update M; ‘ ‘ Update M;
! l AROYEE 5 5 5 5
B 3 D —r o AH
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VAR 0 1 2 3 4
e 2 3 4 3 2
PR DK

o 100 100 100 100 100
(ZZHLRTT)

T DHAD
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N4

PR DK
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RF w/ local data s Coop. RF w/ exchange ——All trees ——RF w/ all data

X 5 AN 1 JEDLHDBE O R

100 ARDOAKRMN B A BB AR ~m = 10RO AR Z RO E 1T
5. FEREENDDHI-DDT X N F— 2RI TN TORS
T 1,000 &9 5. ZZHERT#E O TR H 1L RF w/ local data &
Coop. RF w/ exchange & L, K5 OE7 7 7R3, £91
O H OFHEFEER TiaM 0 BUG%, L 1 BT T 7.
All trees ¥, FWMATEE LT R TOARE Y — LTI
HTHZEE2BELTNWS. LN TR EER LTz
AROKEDORE (ie. 5x100 =500) ODREARZEDTHZ
179. F£7-, RFw/alldata %, T4 N —%BEEPFIC
TRCoOa—h VT —H &P —_ETHAEL,RF 217o7-
TEERBELTEY, FEITLIAORBIIRET LTI X
LAOB—ANVETNERUAREON=100T 5. £,
Alltrees & RFw/alldata ® s L —=2 75— XL+ C
OR—HNT—BEFHT LI LERELTWSD,
5000 &35, FBMRIZEW TR X OSHIZ V72 ik
ERDAI AR 2 IR T . RERTOARDAE Zn =100& 7
DL, WMRIT EICHHERREN R D 12T HADR
BUIH IR THERR DD, R ORDOAREIT A THO
n=100&725%.
F1BLOKR2 ORT A —=F 5 L TIT o 723l R
X 5179, KK 0, 1, 2, 3, 4 D RF w/ local data ™
FEEEITEIC 82.1%, 81.3%, 82.4%, 81.3%, 81.7%& 720,
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0.870
0.850
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© 0.830
=1
S
<C 0.810
0.790
0.770
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0 1 2 3 4
IR
| =0 L=1 L=2 W | -3 —Alltrees RF w/ all data

M 6 Az iR LT L & DORR

K 7 58277 7SRO
VIal—Y g rETIL

Coop. RF w/ exchange TIINEIZ 82.7%, 82.8%, 83.4%, 82.4%,
82.4%&E NI FERTHoT-. £7-, HBSHIS & 72D All trees
TIX 84.4%, RF w/ all data Tl 84.6% & W\ ) EENE SN
7o, DLEORERE, MFAFEEZITO 2 LIl o THRED R
kLU, =N T—F E AR FTICEEROLEILG LT
BROREENRT X Cor—A VT —2ZH L TFE L L
XOREIZTONTWNWDZ EERLTWS., DFD, §3%
BROBDIFETHTNRMEEZBLIZENTELEEX
5ND.

WIS, A AR R LT L 2 OfREZ X 6 1TRT.
6T, R#iZel (L=0), 1RIZHE (L=1), 2[FEK
Mt (L=2), 3MEIcHE (L=3) OFRBIOXS5 LH
KEIZ All tree & RF w/ all data DFERZ7R LTV 5. FHEK 0,
1,2,3,4128F 5L = 0O EEITNAIZ 81.3%, 82.8%, 82.1%,
82.5%, 82.7% ThH v, 3 MM AE VIR LTZL =3 TOREE
ITIELZ 82.9%, 83.9%, 83.3%, 84.0%, 84.0%L7e-~7-. %
7=, All trees, RF w/ all data [ZZFN %11 84.8%, 85.6% Tdh
ST, LS20E X, RORWAET 52 L THRENR ET5
M, L=30L XN ONDOURTHENFR->TWND. =
UL AR K 2 L1 X > T 5 SR ORS R N FFLE
OB DL 72D TH D
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B 9 Y DARDAL ZAE LIHE ORR

52 IRFA—FFEEIC & BHFE

AETIE, SEZERRTA—FTORT F—~< AT
DONTHRRL, ZDVIab—3a T, WRMLOE
RGP SN TV DIRMEREL, F> hV—7 bRn
CERITICRT LI REER T T T L LTRT.

Il DHOV I 2b—var b LT, FmRICBIT 5Tl
THROAZER Lz O EZK 8 ITRT. K8 T
%, BiRTE 21T TORW—XI7e RF @ 5 SR OFH)
(RF w/ local data), 2% 7 /L2 U XALIZ L D REF O
¥J (Coop. RF w/ exchange), &K THE INIE2TOKR
ZRWZTH (All trees) &, &7 —% %M\ RF (RF w/
all data) "9, hL—=V U5 —%, TART—H, K
DORESFER LR LI E RS L, T 5 RKOARHIL
m=5& L7, £7, PRIOKROAREIT 20 725 100 123 E
L7z. Z®OZMF T Coop. RF w/ exchange D#ERIL, Zi
ZI80.5%, 84.0%, 84.4%, 84.9%, 84.9% L 7a~o7-. X
8DIT T 7 KVIEAX—LTH D Coop. RF DFEE 1L T
DRDOAEMNEINT HIZoNmL< e, B—ALT —FD
B TP %EFTH RF w/ local data £V <, &F—% %A

W= FHITH D RFw/all data IZIT DOV T WD Z L.

2O0HDOY I 2 b—3 3 T, OB RO T H
TRBT IAEER LIZGEOREEIX 9 1IZ7~7. 1 OH
DY Ialb—var ke, hb—=00F—%, TR
FF—%, ROESIFR1OHEE L, FRILEZARORED

(©2020 Information Processing Society of Japan

Vol1.2020-DPS-184 No.1
Vol1.2020-EIP-89 No.1
2020/9/10

0.890
0.870
0.850 W
.
1%}
£ 0830
=1
S
£ 0810
0.790

0.770

0.750

IHAREL(N)
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B 10 SARK 2 A L7258 OfER

£ 3 WARBERRFOMH AT A —F

Coop. RF
RF w/ RF w/ all
w/ All trees
local data data
exchange
L —=
> 77 — | 1,000 1,000xN | 1,000xN | 1,000xN
2
FANT
. 1,000 1,000 1,000 1,000
— 2
ROKH 100 100 100XN 100
AROBEE 5 5 5 5

N: the number of devices

F 1 LRERE LTz, "W H5ARKOKREIE, 1, 5, 10, 15,
20 IZF%E L, W58 %17 5 Coop. RF w/ exchange D F
X, ZEI 81.8%, 83.7%, 84.3%, 85.0%, 84.7% &7
Sfc. INHORERIE, SMAM TR T 2 ARAOARELNRZ N
FE, LOEWHELZERTELZLE2RLTNA.
RHBEOVIab—a it SESEARMREKCIMMEL
2HDT, TOMEZK 10 IRT. ZOFMTHWS /8T
A—ZIR3IOEY THD. FIMRTOREET HAROAR
%, MOFE & FEEICm =10TH 52, FlL—=0 75—
AHE L ORIAKTHE LIoAKRZ A5 All trees TO T
L7 ARKOAREIE, WAz LD #7225, X 10 £V RF w/
local data & Coop. RF w/ exchange & D ZE TG ARENE 2 5
2o, RELZoTNBI ERNbMND. ZORRNS,
CNAFRY TRy NT—IHERIZEBNTHE LD Z D ToT
AR OBFIC L DBEDMRIEESND Z ERHFTE S,

6. LIUY

AR TIE,RF ZHOWEHAFEOT VI XAEREL
7=, BETNITY ANE, vo—hLT—2%52EET 5K
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DIZFEGBTHLIRERERIMT 52 LT, BT HE%E1T
WTTAN—DREERFT LTz, BET VTV X% S
WRMICB T D~V F Ry TRy b U —27 TiEn L7z 5 R,
n— BT — B W PIC B RO IE T AR T
NAY XLT, §XCOa—hLTF—X R LIEEAE L
FFREDONRT —~< U ANEB SN,

LSHOBBEL LTUTIBRETOND. 7, SO
FBRIZBWNT, 7ATY AT E THHEMARRT TS
ab—va Y ETo O FEAERER I TR, =
NFRy TRy N =T HHRICBIT 5 12— g T
SR, BRS T TITESW R T IETIFI T A—&
AR LIRKT IR TOFE LT o 72, EHTEE D
DT OITITMAI A LIz i T2 0 ERH D L&
25, Fl, T4y FOEELKRFTD. AEET—
X% v MZ MNIST Z i L7223, MNIST Tli7e h A5
NOBONZEBRT — 20T =7 7 7 U A LR
KIEHRR Y, ERTHRE LT —42FHL W Z &%
2D, WRIZ, ZWERYIRTERICET VORF HFIEOK
BRBFoND. AR TORDAHIT, KEHIBRLBEFED
WANOAREZITMD Z L TH LS ET AV EER LTS
7%, Gradient Boosting ® X 2 1ZH L BT NV EEDBRICZE
DEMATHZET, ILICHEZR EIESZ ENHIT
TE5.
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