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Proposal of Affected Range Estimation Method Based on
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Abstract: Due to the frequent occurrence of Advanced Persistent Threats (APTs), which are sophisticated cyber
attacks targeting specific organizations, it is difficult to completely prevent the occurrence of information security
incidents. Therefore, if an intrusion by cyber attacks is detected, it is necessary to take appropriate measures to
prevent the spread of damage by promptly specifying the routes of infection, which have been compromised by
cyber attacks, as well as entrance measures against cyber attacks. However, advanced skills are required to
exhaustively estimate an affected range, which is the range of possible routes of infection, within a limited time. In
addition, if the legitimate tools installed on an operating system by default, such as command line tools, are abused,
it becomes difficult to distinguish the traces of the attacker's activity and the authorized user's activity. In this paper,
we propose a method to estimate the affected range based on the attack scenarios in which the attacker’s activity is
predefined.
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