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Abstract: Recently, as various types of networks are introduced, a number of TCP congestion control algo-
rithms have been introduced. Since the TCP congestion control algorithms affect traffic characteristic in the
Internet, it is important for network operators to analyze which algorithms are used widely in their backbone
networks. In such an analysis, a lot of TCP flows need to be handled and so the automatically processing is
indispensable. Thin paper proposes a machine learning based method for estimating TCP congestion con-
trol algorithms. The proposed method uses passively collected packet traces including both data and ACK
segments, and calculates time sequence of congestion window size for individual TCP flows contained in the
traces. We use a recurrent neural network based classifier in the congestion control algorithm estimation.
As the results of applying the proposed classifier for ten congestion control algorithms implemented in the
Linux operating system, the major three algorithms were clearly classified from the packet traces, and ten
algorithms could be categorized into several groups which have similar characteristics.
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Algorithm 1

1. function Normalize (E, InputLength)

2. S <~ DivideAtLoss(E)

3 Delete(S[0])

4. S <~ SortBySequencelLength(S)

5. fort =0 to Len(S) — 1 do

6 S <~ MinMaxNormalization(S)

7 end for

8. I <~ Array(Len(S))

9. fort =0 to Len(S) — 1 do

10. I[t] <~ Array(InputLength)

11. for u = 0 to InputLength — 1 do

12. SurjectiveMap <- InputLength/Len(S[t])
13. Index <- Trunc(u / SurjectiveMap)
14. I[t][u] <~ S[tl[Index]

15. end for

16. end for

17. return |

18. end function

K 2 FAERANOATOFIRE EHLDOT IV T XL

Fig. 2 Algorithm to select and normalize inputs to classifier.
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Table 1 Hyper parameters of classifier.

Parameter Value
Input Length 128
Hidden Layers 1
Hidden Neurons 512
Optimizer Adam
Learning Rate 2x10™
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Fig. 3 Experiment configuration.
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Fig. 14 Illustration of normalization.
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Table 2 Environment for machine learning.

Item Value

TensorFlow
Google Colaboratory

Neural Network Library
Execution Environment

Runtime Type Python 3
Hardware Accelerator GPU
Number of Training Data 400
Number of Test Data 400
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Reno> Reno>
BBR L )

Select mini—batch size of Use all inputs in the test
input for each algorithm. data set.

! I
Apply each of the Apply each of the inputs
selected inputs to to classifier, and compare
classifier, and compare the output with the label
the output with the label of the applied input.
of the applied input.

A 4
l Calculate the accuracy for
Calculate the accuracy for all of the applied inputs.
all of the applied inputs.

note: 400 inputs are selected for each algorithm.
Each input is a normalized cwnd sequence with label.
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Fig. 15 Overview of experiment.
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Fig. 16 Learning curve for three algorithms.
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Fig. 17 Confusion matrix for three algorithms.
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