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Proposal on Visualization of Permission Requests by Smartphone Apps
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Table 1. Permission Group & Dangerous Permission
(Android SDK version 28)

Permission Group Dangerous Permission

CALENDAR READ_CALENDAR

WRITE_CALENDAR

CALL_LOG READ_CALL_LOG

WRITE_CALL_LOG

PROCESS_OUTGOING_CALLS

CAMERA CAMERA

CONTACTS READ_CONTACTS

WRITE_CONTACTS

GET_ACCOUNTS

LOCATION ACCESS_FINE_LOCATION

ACCESS_CORSE_LOCATION

MICROPHONE | RECORD_AUDIO

PHONE READ_PHONE_STATE

READ_PHONE_NUMBERS

CALL_PHONE

ANSWER_PHONE_CALLS

ADD_VOICEMAIL

USE_SIP

SENSORS BODY_SENSORS

SMS SEND_SMS

RECEIVE_SMS

READ_SMS

RECEIVE_WAP_PUSH

RECEIVE_MMS

STORAGE READ_EXTERNAL_STORAGE

WRITE_EXTERNAL STORAGE
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