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A Study on Biometric-bit-string Generation Method
for Flick Input on Smart Phones

Ryo YaMaGcAMI!  YASUSHI YAMAZAKIY®  TETSUsHI OHKIZ:P)

Received: March 12, 2019, Accepted: September 11, 2019

Abstract: Recently, with the rapid spread of smart-phones, user authentication for privacy protection is
becoming increasingly important. Therefore, as secure and convenient user authentication means on a smart-
phone, biometric authentication based on biometric information obtainable from a touch panel which is a
common user interface in the smart-phone has attracted much attention. On the other hand, in biometric
authentication, various methods have been proposed to securely manage and operate a biometric template
that stores a user’s biometric information as template-protection technologies. In the biometric authentica-
tion using template-protection technologies, it is possible to authenticate a user while concealing biometric
information. In various template-protection technologies, the biometric information must be converted into
a set of values on a finite field (hereinafter, called biometric bit strings). However, with the many current
methods, individuality is lost when the biometric information is converted into biometric bit strings, which
may degrade authentication accuracy. Therefore, to design a more secure and convenient template protection
method for smart-phones, we propose a method to generate biometric bit strings from flick operation which
is a major means of inputting characters on the smart-phone and demonstrate its effectiveness through some
simulation experiments.
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Fig. 1 Overview of biometric-bit-string generation.
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Table 2 Quantization table.
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Fig. 2 Example of encoding process.
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Fig. 3 Character input screen assuming web search.
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Fig. 4 Character input screen assuming product search.
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F 4 BHL- HFLETO EER (FEALE)
Table 4 EER before quantization and encoding (at the time
of sitting).

(a) EER Of\» 8 37 (b) EER D\ 8 30

% | EER[%)] | dasbciE % | EER (%] | G sALE
pa) 24.3 5 < 38.4 2
& 26.2 2 % 38.4 3
i) 26.3 7 A 36.6 10
z 26.9 1 BN 35.9 6
W 27.8 1 Ul 35.7 9
9 28.4 1 ~ 35.5 6
) 28.5 7 3 35.1 3
T 28.6 4 2 35.1 9

&5 @b LA O EER (GRATH)
Table 5 EER before quantization and encoding (at the time
of walking).

(a) EER OfE\ 8 L5 (b) EER O\ 8 5

HR% | EER (%) | iaRfiE RS | EER (%) | GRAZE

& 25.4 4 ) 39.8 9
n 26.3 9 z 39.8 1
B 28.9 1 o) 37.7 7
v 30.2 1 ) 37.3 8
& 30.3 2 A 37.1 10
l 30.3 2 h 36.4 9
b 30.9 7 < 36.0

tr 31.0 7 & 35.9
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ABC 7T X 8% 05
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& 0 v (0 e
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Fig. 5 Start point.
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BN v ZHiEEIC IS & FMR & FNMR %28 L7,
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Fig. 6 EER of each character before and after quantization
and encoding (at the time of sitting).
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Fig. 7 EER of each character before and after quantization

and encoding (at the time of walking).
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Fig. 8 EER of some characters before and after quantization

and encoding.
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Table 6 The occurrence rate of “0” bit.
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Fig. 9 Correlation between biometric bit strings

(experiment 1, sitting).
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Table 7 Number of matched bits in each user.

FSE PIE | FE (%)
FEBR 1 (HERLI) 209 81.8
FEB 1 (BATHE) 208 81.2

EX ) 209 81.6
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