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Abstract: In this paper, we propose a method that applies ID-based authentication key exchange to the lat-
est TLS protocol, TLS1.3. The proposed method, TLS1.3, is characterized by the fact that it does not require
sending and receiving certificates, which is a merit of ID-based encryption, and can reduce the amount of
communication and perform TLS handshake at high speed, and is particularly suitable for the IoT field. For
implementation evaluation assuming a real environment, ID-based authentication key exchange of Tomita
et al. Is applied to the proposed method, and after implementation based on open source software wolfSSL,
the amount of traffic and time required for mutual authentication are measured did. For performance com-
parison, we performed measurements similar to the proposed method for PKI-based TLS1.3 using X25519
key exchange and Ed25519 signature, which are excellent in traffic and encryption processing speed. As a
result, compared with PKI-based TLS1.3, the proposed method reduced the amount of communication to
about 34% and the time required for mutual authentication to about 58%.
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2.1 ID R—RAFEIERBLOBERFE

A TIE, TLSL.3 AD ID R — AGRAEHEAS #0058 FH 5 1
IZDOWTHEHIHAT 5. TLS1.3 12 ID R — AFREESRE RS 1 % 3¢ i
TRILHI> TEHEHEL RS, —RAFBEOXMNGIELHE
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2.1.1 —RFRRAROEMAE
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KeyShareEntry % 2L FIZ/R9 . KeyShareEntry @ group
WX DRI 5%, key_exchange 12 1d—REA BHBEDHE
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struct {
ProtocolVersion legacy_version =

0x0303; /* TLS v1.2 */

1%, extension_type (21 key_share TH D, ex-

Random random;
opaque legacy_session_id<0..32>;
CipherSuite cipher_suites<2..2716-2>;
opaque legacy_compression_methods<1..278-1>;
Extension extensions<8..2716-1>;
} ClientHello;

struct {
ExtensionType extension_type;
opaque extension_data<0..2716-1>;
} Extension;

struct {
KeyShareEntry client_shares<0..2716-1>;

} KeyShareClientHello;

struct {
NamedGroup group;
opaque key_exchange<l1.
} KeyShareEntry;

.2716-1>;

secp256rl % {#i i U 7= ECDHE TH mEMDH G D
KeyShareClientHello (Z 1%, BA RN ® client_share 235#&fl X
N3, group IZIFBEZ B DFA 125, key_exchange 121,
secp256r] EDOEM MO x JEfE L v BEEZfHE UTED

UncompressedPointRepresentation % ¥4 3 %.

KeyShareEntry client_share = {
group = secp256ri;
key_exchange = struct {
uint8 legacy_form = 4;
opaque X[coordinate_lengthl];
opaque Y[coordinate_lengthl;
} UncompressedPointRepresentation;

— R A B % M489 5 key_exchange 1XEK 65535 /N
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H5. DF b0, TLSL.3 O{LFkIZH % Extension:key_share
EREAL, ID N— ARG O — R ABHBE D EZEDN
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HHLU-SE 0, client_share D& %39, group 121,
FSU o#Jl+%+% > b LU, key_exchange (21, ID & &M
i £ 2 DOFBEEIINT NG,

KeyShareEntry client_share = {
group = IBAKE_FSU;
key_exchange = struct {
opaque ID[ID_lengthl];
opaque X1[point_lengthl];
opaque X2[point_lengthl];
} IBAKE_FSU_EPK_Representation;
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N—AMGBIZBRTEL BT ) VY ZFHEIZIEHIE LT Wi
W7z, [{SNDHETRT YV IHEI AT 2R
THEMLERHL., AT, NTT2FXa7 77y b 74—
LIFER & DRI NART ) VIR — AW EHES 17

) (BMENTT 54 75V LIER) 2L, wolfSSL 2
I$$3HMKE%£ L7, NITSA475)VDRTY >
T DINT A= RRZFEHAE S IEIZOWTIE, [10] £H LT

D, BfE128 8y M eMEA9 5 462 ¥y D BN
ﬁLT®N7UV78%HXﬁ5~%ﬁ%ﬁ%T6.BN
Iz DWTIE, [5] #BE N\, [ L7 PC B
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Client/Server7’
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3.1 —FFARBOEREEN

IBAKE & — R AR O ARz w 3 2 FEE Iz
Tt T 5. wolfSSL @ (EC)DHE & — H§ 2~ B 8
A4 B iE TLSX KeyShare_GenKey() BIZEN TirH N 5.
TLSX _KeyShare_GenKey() BI8UE, ¥ — Nl TIE, »
Y RY A2 %4T S wolfSSL_accept_TLSv13() B2 5
TLSX _KeyShare_GenKey() B & TIE LA IR ARG
Lo TW5E., AFETORESATIH, IBAKE O—FRA
Bi#it % Extension:keyshare TEFT 5728, FxH Z DR
BT IBAKE O—ARBZEK TSI 22 Lk
wolfSSL_accept_TLSv13()

l--TLSX_KeyShare_DeriveSecret()

I +--TLSX_KeyShare_Process ()

l——ProcessReply()

l——DoTlsiSHandShakeMsg O
l——DoTls13HandShakeMngype()

|
+--DoT1ls13ClientHello ()

DoT1ls13ClientHello ()
l--MatchSuite()
l——VerifyServerSuite()
l——TLSX_KeyShare_Establish()

|
+--TLSX_KeyShare_GenKey ()

TLSX KeyShare_GenKey() BI%Z IBAKE O — I 22 il ##
DERZITADEDICBLEZ2T>7HD %2 A TFITR
$. (EC)DHE @ — R~ BA# L, Extension:key share @
key_exchange {24 jtx 3™ 5 2 %1%, kse ->pubKey TH b,
Z D728 IBAKE O — R RFH#ES ZOEBITAATH I &
T, —RARBEORENDOFEKIZBEL T, IBAKE DI
Rpl 7 5225 % 47 5 b FEd 7 <, TLS1.3 Dbk £FH T 2
MEEHIRN, T, wolfSSL & Atz kx5 2 &
MHRETHD I L E2FEKLTH D, wolfSSL D=V 3 v
MEFEINTH, ID X—ARFERLHZIENT 57210 T
FIHATREZR 7280, FEHMICENT WS, Rl ERE AT
Thde WS e, EHEERERILTHDLD, ®x
FEEHLTWS.

static int TLSX_KeyShare_GenKey (WOLFSSL *ssl,
KeyShareEntry xkse)

{

//Add

//Add

if (kse->group == IBAKE)
return GenIBAKEKey (ssl,kse);
if ((kse->group & NAMED_DH_MASK) ==
NAMED_DH_MASK)
return TLSX_KeyShare_GenDhKey(ssl,
if (kse->group == WOLFSSL_ECC_X25519)
return TLSX_KeyShare_GenX25519Key(ssl,
kse);
kse);

kse);

return TLSX_KeyShare_GenEccKey(ssl,

3.2 —BEABBONR—IEHEHOER
—FNFAEO NN A HERDOEBDFERERIZDONT
BHAS 5. wolfSSL @ (EC)DHE D — I~ S D /X — 2

& HHH O A KIF TLSX KeyShare_Process() BN Tf7
b b. TLSX KeyShare Process() B%L, ¥ — 1 fiiT
i, RIZARTED, wolfSSL_accept_TLSv13() BIE N O
TLSX_KeyShare DeriveSecret() BB THEIT I NS, Afd
DIR/ESTATIE, —HRAFEDEN & FIZ IBAKE ©—
ReNFAE % Extension:keyshare TiEFT 2728, N—2 %
(EC)DHE & A UffiAT T 2 IR <, HFxdH ZOBEKAT
IBAKE O—EABHED S — A e HEHROERE2TH Z &
U7,

TLSX_KeyShare_Process() BI#iZ IBAKE @ — ¢ 22 B
BON—ZELEROEREITAD LD ITEEZITo
HDELTFIZ/RY. (EC)DHE OILAEHIK, ssl ->arrays
->preMasterSecret IZH&fN S 1, ZDHRDNY Rz A2
DS FALIZ T % sender_handshake_traffic_secret % £
R A2BEOBEHEABOATI LS. BrxDFEFTE,
IBAKE OX:A#IZFARICAI T 5728, IBAKE O A
% ssl ->arrays ->preMasterSecret IZfRATHZ & & L7=.

static int TLSX_KeyShare_Process (WOLFSSL* ssl,
KeyShareEntry* keyShareEntry)

if (keyShareEntry->group == IBAKE) // Add
return TLSX_KeyShare_ProcessIBAKE(
ssl, keyShareEntry); // Add
else if (keyShareEntry->group &
NAMED_DH_MASK)
return TLSX_KeyShare_ProcessDh(
ssl, keyShareEntry);
else if (keyShareEntry->group ==
WOLFSSL_ECC_X25519)
return TLSX_KeyShare_ProcessX25519(

ssl, keyShareEntry);
else
return TLSX_KeyShare_ProcessEcc(
ssl, keyShareEntry);
}
3.3 FAEICLZFRANEDORF Y T

AT Y — Nl THEAT T % wolfSSL_accept_TLSv13()
B # T , SendTlsl3CertificateRequest() B #& ,
SendTls13Certificate() B%, SendTls13CertificateVerify()
BBOEGHDTEAXY TTDEIICLE L. 75
1 7 ¥ bl CertificateRequest 23J@ W 7235 G IZER D
Certificate & CertificateVerify % %159 % 72 &, wolf-
SSL_connect_TLSv13() BBUZ N L TiE, —IRrAFBED®E
i & FRIC L BIZBWTBIEZ IR 2 BEI3 7800,

4. FH

AT, X25519 #x#iy EA25519 B4 &AL
TLS1.3(2AK%, TLS1.3-X25519-Ed25519 £ FER) & TLS1.3-
IBAKE Oifif5 & & LR 2 5l U ik 5. AFRTOD
X25519 ##A#1E Curve25519 &\ S FEF AR 2 i H L
7- ECDHE T& Y, Ed25519 i Curve25519 # f# 7 L 7=
DSA T» 5. TLS1.3-X25519-Ed25519 1%, PKI X—ZA®D
TLS1.3 O h THE S REE L@ 2B L CEEgEo T
ETH5. IBAKE 21X, SHoDOTFE 4] 288U, &
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7=. £72, 2F L LT, secp256rl &\ 5 K& M ik % {fi H
L7- ECDHE T® % P256 #x#ie RSA B &2 HHL 72
TLS1.3(BA#%, TLS1.3-P256-RSA & FER) OFHIE 1T S.
FVIZEHANZEH L2~y v oBE2RT. iz, v—
FIVERBEIZINZ T, ST TOFEAMN % 17T 5 72D Iz BRIz
MNIGFMETS2 I a—X DA VX —% v b
NUEBBIZBWTHEMET 5.
£ 1 FHNCHRHLUEZY Y Y ORE

PC1
CPU Intel(R) Core(TM) 5-8250UU CPU 1.8GHz
a7 4
RAM 8GByte
(O Windows 10 (64 €' v I)
BRI TR
PC2
CPU Tntel(R) Xeon(R) CPU E5-2650 v4 2.2GHz
a7 4
RAM 4GByte
(O Windows 10 (64 €' v I)
R AT FH

4.1 BE=E

JEE B DOFMNIZIE Wireshark & FEIEN 5 8 v b fE#T
V—VEFEHL, £AvE—YDNry b1 X2BHIL
7z. ZIZT, EAv e —VU%RZEULEBRIEEEINS TCP
D ACK A v t—VITlEEREE U T IZAN RN, %2
WZ3DDFEDEAYE—VDNRTy h YA XL EFNSD
Atz AT, BEREOAGZILKT 5L, TLS1.3-IBAKE
1% TLS1.3-X25519-Ed25519 (23 LT, #34%DidfEE &

ol

4.2 ALIBEFRE

JUERIE [ O FHINE Y — N THF W, TLS ANV Ry z A
IR INBETIO TCP3 YV =4 NV RY o1 7 DE#
Mo, 7547V M0 6REEI NIz Finished X v —Y
EZAZ UMV EINT 2 £ TOM O ERMZEHIT 5.
EHEHI D FHANZ 1, Windows APLIZ & W #gfkxh T3
GetSystemTimePreciseAsFileTime B %M T 5. Get-
SystemTimePreciseAsFileTime BI%, 1 ¥~ 27 iR
D5 fRE CHEN 2 BUS9 2 =k E ORZIEHIERTH 5.
%312 PC1 Ou—H)VERBIC BT B3R 2R T, 1>
R—F v MESREN SRV OMERBEIIRETT, KBS

FHEREN LEIN & R B FERPARI T WS, FHUDBIZ
X, 72947V N —NTBHEVWOFHE2RNNRIZT S
=iz, MlecD7Ta ATHEITLTWAS. TLS1.3-IBAKE
¥ TLS1.3-X25519-Ed25519 &t 2 & #) 8 fE Dk % &
TEZENhD.

#£41Z, PC1ZI 4TV N, POC2EY—NE LAV R—
3w MEMNUZEBEICE ) 2 MR O REZRT.
FITRTE D BEEEDORE Lo —HVBIZ B 55
HITIZ, TLS1.3-IBAKE I TLS1.3-X25519-Ed25519 (2%t
LT, M8 HBOMIBMZEL T\, 1 V& —%2v b %
13 %34, TLS1.3-IBAKE & TLS1.3-X25519-Ed25519
LB Y, ) 58%DMELR & 72 5 7=,

5. ELHESEDRE

AfTlk, &FHFo TLS Yu b a)tdhb TLSL.3 125t
LT, ID XA HEZH#HHAT 2 AR EREL 2.
TLS1.3 i& TLS1.2 2 S kAR E K EH I N2, &
TR THDWER S D ID R—AWEEP ID N — AR
¥ TLS WA TFEA2 Z D F £ TLS1L.3 ICEATE AW
720, ARIZEOH-ICHREZRE L., #ELHRNICKS
TLS1.3 1%, ID R—ZAMEEDA Y v b TH DHHEORZ
FBRREL VS RS, MEEVEHIKE , TLS NV
Ry oA 7 %2&HIZITD ZENTE, B IoT SEIZE L
TW5., FEBREREE L -FEEFMO -0, BEAAC
HUTEHSDID X— ARG mEEHL, +—7 v
V=AYV 7 MU T D wolfSSL %tz FEEE, WEEB X
ORI 2 U 72, MEEELEIR D 7201z, WBER LGS
LELEE CHENT WS, X25519 #ixc iy EJA25519 B4 %
fEA L7z PKI XR—Z® TLS1.3 126 L TREHR L HED
Gl AT o7, FER, REARNICTEHS O ID N— ARG
Pas @A U 7 TLS1.3 1%, PKI R—A® TLS1.3 12k
N, GBERMH 34%12, AR ET SR 58%12
i Nz, SRIOEEFHIG T, EHMiE EoSE—
RENFABED —E & U TWAFEICBE LTI, M v BiEE
y BEO YL S5ERELTWED, HEIANERBREL R
LRI x PEREZ T2 RE LT, ZE LMDy B
AR 2 HREFEHET D, BHRD & S 2@ FMERE AL IR
MOKED %2 LD D ZERFHRINGBEIIBENT, ¢
FERE D F % 36459 B S A D S5 HYULERIFE O JEHE 12 B AY B Z
COIETE S, I ZETA BIECIRMEF ST E 5~
OFEFUL 21T D FETH S.
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B3]

(4]

(9]

(10]

R2 BEAvE—VDNAT Y MY A XL ZDEE (Byte)

TLS1.3-IBAKE | TLS1.3-X25519-Ed25519 | TLS1.3-P256-RSA (&%)

ClientHello 280 193 226
ServerHello 236 149 182
EncryptedExtensions 82 82 82

CertificateRequest - 97 97

Certificate(®) - 687 1275
CertificateVerify(®) - 148 340
Finished®) 112 112 112
Certificate(®) - 693 1319
CertificateVerify(¢) - 148 340
Finished(®) 112 112 112
G 822 2421 4085

®) H— AHDREIF A v 2 —
© 2547y MIDREA v 2 —

£ 3 PCl Ou—»)VEREIZ B 5B (msec)

bRz

TLS1.3-IBAKE 11.34
TLS1.3-X25519-Ed25519 1.41
TLS1.3-P256-RSA(5%) 21.60

% 4 PCI1-PC2 M DMHIFH (msec)
JLERIRFFE

TLS1.3-IBAKE 94.70
TLS1.3-X25519-Ed25519 164.63
TLS1.3-P256-RSA (&%) 166.32

Authenticated Key Exchange on Symmetric and Asym-
metric Pairing,” IEICE Trans. Fundamentals, Vol.E96-A
No.6, pp.1139-1155, July 2013.

ISO/IEC 11770-3:2014 Information technology - Secu-
rity techniques - Key management - Part 3: Mechanisms
using asymmetric techniques.

J.Tomida, A. Fujioka, A. Nagai, and K, Suzuki
Strongly Secure Identiry-Based Key Exchange with Sin-
gle Pairing Operation , ESORICS(2019).

Paulo S. L. M. Barreto and Michael Naehrig: ”Pairing-
Friendly Elliptic Curves of Prime Order,” In B. Preneel
and S. Tavares, editors, Selected Areas in Cryptography-
SAC 2005. volume 3897 of Lecture Notes in Computer
Science, pages 319-331.Springer, 2006.

wolfSSL: available from (hhttps://www.wolfssl.com/)
W, &, &k, . “ID N— 2SI & % 1oT [IFHEE
AL HRDEZE,” SCIS2015, 2C2-1, IEICE, 2015.
W, BN, b, &S, @ . “ID X — AR
B TLS #H & 2 OFELELME,” SCIS2016, 3C3-3,
IEICE, 2016.

AFE N, BIR, 24 K, BN, $aR, &K “FERFR
Pairing ZFH U7z ID X— ZRGEHE L ToT BEas~D
WH,” SCIS2019, 3D3-3, IEICE, 2019.

&I “Cortex-M ETO BN #hific 1357 Y v
Bk OBEEBE O FE & FHMEOFHE,” SCIS2019, 4B2-4,
IEICE, 2019.

— 830 —




