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Passive Fingerprinting enforced with Deep Neural Network
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Abstract: Some ad companies use browser fingerprinting to provide advertisements to the user effectively.
There are two types of methods to collect browser fingerprints: first one is active fingerprinting. The method
collects web viewer’s fingerprints using with JavaScript or CSS. Second is passive fingerprinting. The method
uses only the HT'TP header received on a web server at the time of HT'TP request. In passive fingerprint-
ing, there can get a little information, and the accuracy of identification is considered to be weak, although
collection time is shorter than active fingerprinting. However, passive fingerprinting has a significant advan-
tage, i.e., it can collect fingerprint without JavaScript or its processing time. In this paper, we identified
mobile devices with deep learning using only with a timestamp, user agent strings, and IP address in passive
Fingerprinting. As a result, we obtained the F1 value of 0.99 or more.
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FHDOS ZHA LGS, £TITBWT, 0.99 M LEe Bif
THhoTz.

ZDFERMN S, RA LARYT, User-Agent X741, IP
7 RUVADAREHWNZ ST T =TV T v
TH, BEZEEZHWET IR TRETHE LS
Z5.

5.3 ER2ICDWVWT
FEER 2 TlE, FiEOT7 7R ANSKET 72 A £ TOM
b & #RSEOMBEE2 TR, £ 1512, EBERZRT.

F 15 FER 2 O#E (BUHIEET B 20HT5)
A M OS | Android | iOS
1H 0.975 0.964 0.973
2 H 0.978 0.964 0.899
3H 0.985 0.938 0.893
4 H 0.984 0.963 0.897
5H 0.978 0.930 0.821
6 H 0.982 0.958 0.843
7H 0.959 0.970 0.775
8 H 0.958 0.965 0.808
9 H 0.918 0.938 0.770
10 H 0.914 0.959 0.727
11 H 0.930 0.959 0.725
12 H 0.975 0.930 0.685
13 H 0.947 0.940 0.794
14 H 0.961 0.965 0.855

#1595, i0S DGE, KET 72 X F TcOMIE L
7251220, Android &L T, KEIME NS S
HEEPDI T,

54 383

FEER 3 TlE, 45.112R U7, 3858 — 2 OIS DMK
ZBWT, T UTO#MINEHRRE RN 5
[, SYXL7AVAMERAWE, BEELBHEEE I
R % EAL 10 2 F TH 16 1R

16 D3 NEZ—VENIZONWTH, OSNN—VarD—
BWEED, B2 MANIZ A TE D, KA MR RN
Frnws Zehbhorz.

6. ER
AEITHE, EHEOHBANNTHETH - - EH %B%8T35,

6.1 EBER1ICDWVWT

FEER 1 TIE, 45.112R U7z, 3858 — 2 OF5E 2 MGEL
2. TR, BWAKEEIZBEVWTET099 LA EEBIFT
Hotz., ZOFERKIZDODWTHEET .
SHITOTFT—RDOHEN5, LRDZ &2 bhorz.
(1)332fITRULEZT 72 ADHHE RS &, 2,252 FF

DOHHDOHFT, HEPSDT XA 8% TH -7
R, TOMDT ¥ AFET 1% % Flal > Tz,
(2)333HTHRUE, MEBROEOEERS L, IPT

R L A2 AT User-Agent X515 ISP D Zb[A1 %%
A Y
(3) 3.2.4 HiOKFEA ORI &, 3.2.3 8D OS DNN—Y =
VEAVTFUAN=Y a3 v ETREEIZ, BESo
EDOMAELEDNE 1o 7z,
UEDZ DMAELEIZEY, BBECHNTEZIZ
COLRMNT 28 AT LITIFIE L= Z DI 5.
FEER 1 TIE, AT [7) L&V, HTTP Ny X 68
WA EHRE2MHAT 2L, R4 ARV T, IPT
F L X, User-Agent XFFDAZFALZ. ZOZ &h
5, RALARYT, IP 7 KLV A, User-Agent 75D
ATH, +aEHRERD>Z L Vbrs.

6.2 EE2ICDOW\WT
EER212BWT, 10S OADFINZRE LIz, 772
T AMEPEL LHEEMET T AN EZRT 5.
FTAWZEALT, 1FESHL-720S =Y a VDEE% OS
Z2IZRTHAB L, Android6.0.1 134 32%, i0S10.2.1 iX
iOS NTH 56% & W o El& %R L TW7z. Android 1%, 2
BUIZ S WERBUS OED DAY, i0S ICHRTE D o720
T, RYMOBALPThoeExo5h5. —HT, 3
HTRUZEY, i0S X Android (ZHEART, SAEEOE
DHEANZ W, IP T RUADBREL LR T VI L 2E X
5, TOMOBREL® OS DN—=Y a 7 ¥ ORBURD
EOREDBDINZ &0y, EHEOBASTERr-722
COFREREEEZOND.

6.3 EER3ICDWT

FER 3 DFEHRZ R THAS &, Android TIIHEREA AR
IHEBOH LA INTWSE—T, i0SIZHEELT
HD Y, BEFEAZ ORESIE 10 M BANIZ A > TWiRw, 2
DFERIE, 10S DOFERERZ D 99%%Y iPhone TH 5 DT, i
BZIXEHTRP >0 TH 5.

7, ROTRULEZMLUIZS WEEBISDL LD, T
LT A VA MIBVWTEERRFHE NI TS Z LD
bird., MAT, ZLPTVWEEISNSIP 7 KL A
WBLT, B1A2T Y FOEMN I NZ—VRTIZEWT
B 3ABARNIZ A TWS, IP T RLADE 1 A 7Ty
F5, HAaA Ty NETHEHOEMMEFARZL IS, R
17DES TR,

K1TH5, IPT RLVAOHTE, B1A7 Ty MIE
Lz wh, ZRPMEELL TV e hbnrd. F
7z, 1 AT Ty b OfEIX 4,755 FAZEL, 1,922 FH 2
——JRETH 7.

ULEDZ s, FEROEOEENZ <, EIZL
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% 16

AR B W CEERRER (A7 10 /)

rank Wi o 08 i0S 281 % EERRHEU Android (28 J % BEE AR RFEUN

1 0S N—Y 3 v —EAE IP 7 RLADHE 1 4275 v bO—BEE HERE % O —BUA

2 OSDAYFF Y AN—Ua vD—BEHK OS N—3 a v DO—HE OS N—Y a v DO—FAE#E

3 IP7RLADELIAZTY bO—HEE | OSDAVTFFUAN=—VavD—HEE | IPTRLVADE 1 A5y sO—HEHE
4 IP 7 N L A0 —3 4 & ISP 4 0D —E A5 OS DAYy —=N=Varo—HEHK
5 IP7RLADE 2 A7 F v hO—HEHK IP 7 KL 20D —5AE i OSDAYVFFYAIN—Va vO—HERK
6 IP7RLADY 3 A2 F v bD—HEE LA P ISP % & — 54 fiE

7 ISP % 0 — 84 & IP7RLVADE A X 7Ty b O—AEHE BRI

8 H T 44 D — B H %4 D — B4 OS DY A F—nN—Y a v O—HAHE
9 0OS O —EA i OS DA F—=nN=Varo—HaHE IP 7 KL 20— i

10 OS DA F—N—Va vO—BE B 7 HE DY LD OS N—Y a v Dfl | IP 7 RVADE A A 7Ty S O—HEH

K17 IPT7TRLADAZ T v b T & DR DZEAL

%1 %2 %3 %4
mean | 1.7632 | 4.1015 | 5.5654 | 6.3958
std | 0.9567 | 3.2787 | 6.1042 | 8.2509
min 1.0 1.0 1.0 1.0
25% 1.0 2.0 2.0 2.0
50% 2.0 3.0 3.0 4.0
75% 2.0 6.0 7.0 8.0
max 57.0 89.0 248.0 385

WL WRHEUSIE, RNy T T4 v =TV T v T DR
BZBWT, FHRERE 2R H 5.

6.4 YVTILOEREEE OS D/IRA—=YavIiIZDWT
FEBR3IZEoT, OSONA—=YarRIP 7 RLAIZET
DRSS B W TEERFH L L WD Z 2 dbh -
7. 15 HEE WO EHWHTOERLE 72288, 9
DR F Z & DRSO EIZERLZED, OS D
N=Varv7y TRFEAEEr>7=. LML, 15 HEE
DOEMBOHBAOBRIZIE, OS D=V a v 7y TREN
HZAAHEEIEVWEEZEZSNEDT, REROKEE LI
B BAERIC IR B REME DS D B

7. HRME

e~ 1%, Menlo report[3] DFFHIZHI D, fHHELHELEZ L
THEBRET >, EBRETOE, EARNIZES, 774
Ny =2 U, KRXTHASNEZT -2ty bOfi
ek 7T -4ty hOMHENZEEL TWD. £7z,
FUEHI N T — X2y M, P4 BRIZ O AR
U, Bx OMARCTHECRESNTED, ftF~D5
b LR Z L.

8. F&&b

RIX T, RALARY T, IP 7 KL A, User Agent
XZFPHRATE DEROAZFEEFEHTEEHL, Ny
VITT4 VATV T VT OERET o, FEREL
T, 15 HE & W 5 I Tld Precision, Recall, Accuracy,

Fy fEA50.99 BAE &\ 5 KSR T N A VIR O A A3 A #E
TH-o7-.

¥/, SVRLTAVAMEBHWT, XvyvT T
H=TV T4 v TOHFINZBETHED D 5 RS % H
Rz R LT, XTI H=TV 54 7T
DENLIVERDOFRINZENT, 15 B & WS EHE o
MTHNUIEO0S DN—Y a VIERIZET RSP IP 7
R U223 28800, BBV THED D 2 R
THDZehbhrorz.
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