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Proposal of Personal Authentication Using Surrounding Smartphones
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Abstract: With the progress of the information society, the importance of personal authentication technol-
ogy is increasing. Particularly, improving a safety of smartphones is an important issue. Therefore, several
authentication methods such as knowledge authentication methods and biometric authentication methods
are known. These existing technologies use the information or characteristics of individual users. In this
study, we consider a new method that focuses on the social relations between individuals. Specifically, the
method uses smartphones that are owned by user’s friends surrounding the user. This is based on the fact
that there is a high possibility that the person to be authenticated is the person himself / herself if there
are many reliable users such as friends and family around the person to be authenticated. Furthermore, it
is harder for adversaries to perform attacks such as theft and peeping. The proposed method authenticates
without entering a password when there are a certain number of reliable users in the surrounding area. It is
an easy-to-use authentication method that uses the fact that many people live with their reliable people.

Keywords: personal authentication , personal relationships , smart phone , Bluetooth Low Energy , digital
signature
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Fig. 1 Example of proposed method.
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Fig. 2 Flow of authentication using digital signatures.
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