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A study on Identification and Authentication method at NAFJA
— National Authentication Framework in Japan —

Toshiaki Saisho”

Abstract: As services for the public, whether public sector or private sector, shift to services via the Internet, identification and
authentication of users via the Internet is becoming increasingly important. At present, in most private sector Internet services,
individual service providers perform individual identification and authentication. At present, many service providers individually
carry out acquisition and management of identification and authentication information. The risk of leaks due to decentralized
management of individual identification and authentication information, which is personal information and confidential
information of users, by each service provider increases, and the risk of the service provider who executes inappropriate
identification and authentication processes also increases. Therefore, I propose the construction of National Authentication
Framework in Japan (NAFJA) aiming to reduce the risk of confidential information leakage by concentrating the identification
and authentication function into a small number of specialized organizations. I expect NAFJA reduces the burden and risk of
many service providers, and also improves convenience for users and personal information protection. In this paper, I analyze the
guidelines on Digital Identity in the United States, which are shown in NIST SP 800-63-3 published in June 2017, and also
analyze “Guidelines on the method of identity verification in administrative procedures” decided in February 2019 at the CIO
liaison meeting of each ministry, and then I consider the method of identification and authentication in the NAFJA.

Keywords: user authentication, internet dependent society, national authentication framework, NAF, NAFJA, Identity
Assurance, Authenticator Assurance
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