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Continuous Observation of Suspicious Hosts with
Cyberattack Analysis and Sharing Platform
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Abstract: Cybersecurity threats have been increasing and sophisticaed year by year. Especially, in APT attacks, malicious hosts
play an important role, e.g., commander of remote control or receiver of theft information. Thus, identifying remote hosts of
malwares and blocking communication with them are effective for suppressing damage of cyberattacks. Moreover, some malicious
hosts become activate only during the attacks that occur periodically, and keep inactive for the rest of time for evading detection.
Therefore, continuous observation is important for detecting such hosts. Furthermore, sharing observed data is also important from
the viewpoint of collective defense. For these backgrounds, we have been developing a cyberattack analysis and sharing platform
(PF). The PF aims to automate observation and analysis for cyberattacks and sharing the result with stakes holders. This paper
focuses on the functions for extracting suspicious IP addresses and URLs from malwares, observing them continuously, and sharing
the extracted and observed results with other organizations. This paper describes a design and implementation of systems structure
of the PF. This paper also shows an observation result by prototype of the PF.

Keywords: malicious host, fixed point observation, malware analysis, STIX/TAXII

2019/12/4

1. [XCBHIC

Fa YA N—KBIZANN DNV T = 7 BEEL - 8
MLTEY, BERREEEL->TWD. 2O X5 R
BT =T EMHT L TR IHRICERIT 2 2 & O
DT KEMS X, WEREITHALTHEREIT SO>I ENLD
HE LR TETWD. 22T, BROEMNRKEIZENS
NEZvNVT = TiE, QY —NEORREENGT 2 —E
OBEZEMTHZLICEY, BTBEERTS. 2T

71 B B SR ERT

Hitachi, Ltd.
T2 ESIHFEBRTEEE N 1 ol E DF e

National Institute of Information and Communications Technology
3 MASHFFRI

FFRI, Inc.

© 2019 Information Processing Society of Japan

HfFEE/EZ B L L7- Remote Access Trojan (LK, RAT)
DREEZ Ly v a VAT 272 OBEERCHI L 721
WOBEE DY —"~OT v Fu— FEREFLND. &
ST, YU =T OEREENVHREIREE L, Ykt
~DIBME Z T 5 Z E N BB IHIT DI H T > THR
REETHDLEF A D, MFT, FRE L E B
DHTTZ w7 URM~NBMT 2 L5 RIEHBREOSEES,
WERHEECE MO ATFITIL, SRR E MR T & 28
B HIFENTRERE N BARRRIC L & e DL F T, FHAMkIC T



IPSJ SIG Technical Report

BEFREIE DO ANTZ A 2 v 7 bl B E R~ LY
TR %Yo TEX T BEOMIKE AT LIS RE S
hfbii ZAUCKRE L, M Ea B SeE WA AR L B
L7ce, ik e L OIS EEgEL A L TWRWEE T
%éu%ﬁéﬂifﬁ,ﬁovw717@¢%W%ﬁ_L
DVIAEND LD bHTOZA I T THREZITTHHEL D
L. WEELHEBIEAEA TS Z b, 20X 5k
MR & LTSI 2 T 57200 TR <, fRITHRS SR
EEIAL, AL TEBICHIT 22 EnEEEL D D
DD, IHIT, BHICERLE T T v 7 U A MIBEL
TWL T T, RY A MBRLEIZIERELTLE SR
nidHs. WEEO— NEIHEVETICENIHBELH D
TERHBNTNWDZ ED, BN ERLEN BT L
TWEWDOTHNIET T v 7 VA MPBIT—HHIRT S &
Wolz, MR T T v 7 ) A NEHAZT O ICET D IER
DIFET B Z ENEE L.

PLED X 57k s, w0 = TIEIREZAT L, f#tT
FER, BRIV TR D R & A D R E O
WA AR & B L HRIT, YEEEEHE S ITE L Tk
RBIN AT, B OBMBIRDLE, BB ~DOXIR
AR EZHMT HICE T DERETGB LR T 52
TARKRD BN TND.

RO XD R AT, Box 1T A ST RAT I
Ty N7 — b (LA, A NIRRT I PF) A4
ZeEHSE LTV A, [ PF IE, <7 = 7RI OBIRENT &
REHIZ, BERIEBOBEG LB 27 +—~y b T
HAL, ke mT25. Znicky, T Eod
i, UHEHREOT T v 7 U R S ~OHGEND BB
bk L T D WEMHIN AR 2 5. AT, Y%E
WAEMARE ET A Ll Ly, EMBEE REE T 5.
7, %*ﬁﬁ%mﬁ#%%ﬁ%&ﬁﬂ%i@ﬁ%%ﬁ@
HEZITHZLITEY, BERioBEBR0E, 7I>7 Y
XFﬁ%@M@ﬁ@ﬂﬁ CETLERERMTED. &6
2, MR~ ORI R BN O R ATER T 52 L1
X0, UFoX>khpRelifFcEs. flzE, ~vo=
TRRARICHRAS < C2 — S OIE ML A I Y 5L R AR D iR
MEBRGT 2 Llc LY, ZEfHORIEEZ R LEE 5.
Fm, WEREDOT—NEIZLDE LA 7 TOE{LELR
BP0 TIRE LTHIO XD Z LIk, KBEKBICEA
U7t O EmEX D .

AFETiL, EF PF o2 ga T L3k, Ao =T
BiR OB O & kR 2B Z 1TV, ZofER 23t
By oETofinz B+ 5. £72, LB EKIZES
WCFua b2 A TEFEEL, ERICVAT AR S
RERET D, ok, AEIFERIL, MWST—% &> b
[1] D—HBE LTHAL TS,

© 2019 Information Processing Society of Japan

Vol.2019-CSEC-87 No.13
2019/12/4

2. EJ:I:'J'D#L'-E

21 FEERE~ADT7 Y AL

ERED, FIENRRICAWGN LY =T X, C2
Y= NEOLREENET L2V — L OWBEEERTD. #
Z20E, EEEREEZHAE LTI RAT B E Ly g v %
WL B 72D OBBEREGE L2 E R OKESR DY — 3 ~0D
TyTua— RERETFOLND. EBIZ, ABET7I7v 27U R
FDHL, LBV T2THEDLDTHD E VI RE
RRERLHD [2]. Lo T, vy =T OB E VDR L
EL, YiZBERide~OIE W 2 2 & 3B A il 4

WHTles THMBRFETHDL LERD.

2.2 AR

MRV A MDA W5 Z &%, AR OB Y BRE
WHNCENTH D —FT, B A MTIThkx 7 B2 55
WRdDZ ENHERESNTEY, B RS b0

TRV, BIZE, B A NSRRI CHEEINS O
BN [3] —HT, —HICE L OIRMBAETFT L Z X
—EAT U LERICETET D208 E Vot KT
HEERI BN TWD [3,4]. £, —ERMALEZA V7T
ZRIORBICHMAT2HH BRI TND [5, 6]
HIZ, FEDOREMMFIZDOBEMEIND C2 — DR
[7] S0, AR T 2 & BTV —T RNy 7 T KL AT
TAR=KT RUARIED D, HEMHOLZEIZHNS
LEDOND IP 7 RLALHSITFOEND RAAL VOEFEED
RSN TS [8]. AL, BEZENT D07 T v
YA ML, REEREPHBEIZEVETOLDORZ N
EMBIERIE LB — T, REERENFMHINS
AREME S B D72 DI, FHIRIBE TT Z v 7 U X bR
ST DENHRETHD.

O L7z D, B MBI LT, AkmRIcEl
HZEITV, ORI U TERT 2080 % W2 2
ENREFLWVWEEFZD.

23 EEBEH

HIHE - PO LT 2 VA NSRBIk L, #EE D
6T B720121%, 2O UL SOFE L L THEMBGE
D= OEE, R, EEMBERIC BT A N—HEIT
BT D W AE B G T A AR L, BaE e %t
HWEBUAZENEELR>TETWVS [9]. 25 LMk
DOH, ERIFOHET +—~< v MOHRIFOT T »
74— LERENDDOH B [10-14]. —F T, BIRILFE X
NTWBIERDOZ X, BMERSTLIERTHLZ &
D, TONENEETH L KME, HEHEICPORK T D R
Do D, T2 BEOYLREE DK E 720 BIRF 72 5L %
ERENDZ LD, BELOHBMEOD D IFEHRE AV
BIFFAY 72 B Bt L3 B & 72 %



IPSJ SIG Technical Report

HERLRBTS 2T A

JOYPIVRY—)TC .

1A SNBSS 7T v b T o — A@£W@

3. BAN—HERBITXBEISY FI+—4A

31 BMEEHR
ARETHE, Fox DHFERREZED TV D YA R—T g
M4 PF O% 5t &2 8<% . [F PF L, 2 O R Tk

Rz VT =7 OEFRLE/FET D Z &I X DB,

LY b ORKBEBLINC X 5 3P LEBr 3 8:, d J OBIERERY

RERIEAIC L 2EHIDH - BEAEZ BRIE LTS,

FHEZZERT DO EMF L ERL, LITom) Thb.

(T ~nhvo=7 Lo Esmbices &
TR A= L D1, w7 = 7 DR AR A D R5E e
R~ D\IE 2RI 5 2 ENBEOMENZHE T
HD. INEERTDHEDOBEMLELT, vy = T
DARFERER AT A Z ENET 5.

(Ff2) Ao A ftricBlill cx 2 2 &

FEEDOWRRNEDLY 9 D REFEHEFRILIIH LT, D

BRI 2 R T 5 72 002 1E, MR 72 8 A3 B
ThHb.

(B3) BHFEREZEM TR A TED 2L
L EBR O DI, B LR e LG TEL D
ENEMEE LTEFbNRS. O, HEI L
ARE L T A0, BB AT N
ZFELLV.

(FEHE1) REEBhi e 02 I HES) U C Y e de o B

TLINY = T RIEEBRfT CE 52 L
DX HIT, WEO~ILY =TI C2 H— N L HHE
LCHEfET 22 ENEL, C2 I — o3&y s
LEXOHRBHTLILOLHD. 20D, U= T O
EWEFHRETHITIE, C2 — OB T 2 Kt
THENEND D, T2 T, ~/VU =TI < 8kt e o
TRl 2 BB IFEIT &2 BRI 95 Z L lT k0, ZH)
T O EhtE L& HHERER H D Z E B E L.

() TR LTI, YA N—WBICHMHT PF & 32819

2 L CHHEOBEHETIERNEOD, HD 1 D THDH~ IV

VT ODEGREREICEST LI BT TND

© 2019 Information Processing Society of Japan

Vol.2019-CSEC-87 No.13

2019/12/4
RATY -\
JOYRIYRY—)U B580S
BEMTOS
TRIRZER REST API | Cuckoo Sandbox
— k| agent
- NW I/F
o e |
:____}____: fETOS
. e
| [ ] ° [ ] : st : Cuckoo Sandbox
. .-. . : 11 agent
1 H
. ! [ wesm ]| e
[ |

! NW I/F J-f

X 2 LN AT LDk
32 £H&E

3.1 HioE AW 7= PF 2t L7z, [6 PF Ok %
KRS K1ICRTEBD, KPFIFRESLTD4 >
AT EING2 5.

(1) HERLCMNT S AT A
VNV =T RN TS LICED, v T
DR A A D AR E AT 5. Zhic kY
(B 1) ZWET 5.
(2) AR S 2T A
(D) THaH U 7= A8 e 2 ke I Bl 2. o h
Wk, (FEfF2) 2T 5.
() BTREBLAIL X T A
Q)DBLRNT 35 D N el e O Is B2 0% 2 3200
2, BRI T Vv R eR BB~ 1T =2 TICE L
THEBNMITZEZR+T5. Zhicky, (EL1) %
WET 5.
(4) BIFERSHTLES AT A
(H~@)D Y AT L& AW TRET - B L 7R %
INEEL, O EITH. £/, WELIEREHR AT
R L, 695, kv, (FE:3) 206
BT 5.

FROVATABEICLY, B EELHRET LT AN
— RN A PF 2 BT 5. /-, AT, R PF3E
BUCER L COH B L LT, BB 3V AT A (B
BERMNT L AT &, MBI A7 A, 5 X OBLIAE RS
W v AT ) I2OWTEBFXERRS

4, BHEAK

41 EREBTORTLA

BRSBTS AT AL, ~ 0 = TR & BT L,
FOBEREEZHET 20 THDS. KU AT A, K&
FIHBE N OB EZZ TS 702 by R —R L EERIZ
AT % ERE T DT — "D 2 o b7 % (1 2).

Ty by RY—0F, FAENS~LY = T k%
ZTEY, FREOMYTY 27 =& b &R — N2 A
B, TR ERIAFICERT D, BITY 7 =2 K
DIEFZIE, %R OFFHT Y — 23855 RESTAPL % fiv 5




IPSJ SIG Technical Report

fENTY— N1, 7y by R — "o 7 =2
N TN T = T BB D & RIS, MRATRE R
DU OB EAa it T 5. A — %, BIffE
#rer & LTIt Cuckoo Sandbox [15] #FIH L, fiEdT
U 7 A MZIX, Cuckoo Sandbox M FF> REST API % Fi|
T 5. £z, TR, REOA X —FRy MR L TR
Bea To e d, MOMBEICBREZFITLTLE S AlHE
MbdHsb., ZNEMHIT IO, 47 —F v b Efk
95 INetSim[16] ZAWVDZ L2k Y, 7 a—X RS
TRT A FERET 5. 7ok, TR E LTI, (A8~
v k2 Windows 7 Z#H#54E L, Cuckoo Sandbox D =—3 = >/
MEE AL TCHRIAT 5. AR~ > i, INetSim & D F~1#
FL, AMB~DOBEETORNZ EICEY, HB~OB
ITE LT 5.

42 RS R T L

FEREBLI o 2 7 A 0X, AR L Clke i 7o 8
TV, ZORERETHRTLHHOTHD. KRUAT AT,
B G oG el WA EMICZE L, St 8
Wrx—T = Mo TR 2. 2k, Blllo—Y =
M, 77 A IEOENC - TISE &2 5 S o 5 B4 —
NERBEL, EHEICGRET S, £/, BE LTUILT
D3OELTH.

e HTTP GET ®4fT

e PING DA}

. robots.txt D {F1EMER

KBRS~ HTTPGET 2175 Z LTk v, kDR
F—FAa—FBIRarF oYy ERETSH. 2O,
User-Agent °R— MESEHEZREL, XBEORET DY
7 TR MIAMRERIRVIEST 2 X 21T 5. 7eds, Bk
fRHT S AT K TR MBI N O DEEZREFEL TE Y
B~ A7 A CTOHBINZRERENARETH D WX T,
PING O 3452 robots.txt D IETERER ﬁw,&ﬁﬁﬁﬁo
= ROBENR BT O & R T

BINCEE LTI, ERY— "~ ﬁ@%mﬂﬁét
2, robots.txt T HERL, 7 ﬁ*/l/%’,f%ijtéﬂf:/\~“°
THE HTTP GET OEFHI IS LRV, ok, #illx
~y;/b%mmfﬁ@LtF%%ﬁM#% SR SR

LTEETD.

&ﬁ,é@m,ﬁﬂﬁ@ilﬁf4ﬁﬁ&b,ﬁwi~
TV MISHEIZ2 BT OB 10 FERE L.
4SEMﬁ%ﬁﬁkﬁv17A
43.1 DR

BUARE R I AT 2%, K AT L TR - B
L7 Rz o0t - ﬁ?éyx?Af%D SIHTER &
D2 DIZKRBTED. HSHETIE, IR AT A
FECHRAT - B LT-T7 — 2 285 5 L3I, b e

T 5. 72, SENISHEICHE Y HHRE & L C ATt bk
REZS24E U7e (X 3). &8 deioxt LT, F#A HTTP GET

© 2019 Information Processing Society of Japan

Vol.2019-CSEC-87 No.13
2019/12/4

» 2018- 2018- 2018- 2018- 2018- 2018- 2018- 2018- 2018-
FQDN Address RTINS FEIES S CD S SR § CH § T § C + £
19704 19T08 24720 25700 25704 25708 25712 25T16 25720

27, - G
- SR BN S A S

3 AR RE oD TH
¢stix: Indicators>

<stix:Indicator id="
timestamp="2019-02-26T20:02:05. 274654+09:00"
xsi:type=" indicator: IndicatorType >
<indicator:Title> </indicator:Title>
<indicator:Type xsi:type="stixVocabs: IndicatorTypeVocab-1.1">C2</indicator : Type>
<\nd\cator Descrlption>
monltorlng
“input”: .
“domain-name” - com”],
“ipvd-addr”: [" 627,
“network-traffic”: [” dstert” “443"},
“ping-ext”: {"lost”: "100%7},|
”http request-ext”: |
request method™: "
“request_value”: ",
"request_version”: ",
“request_header”: |
"Accept-Encoding”: "
“User Agent
“Host™:

1.

“http-response—ext”: [
“status_code”: 200
“reason_phrase”: “0K”

observati unfprenheck [
cunner.twlty i
“robots”: 17

1.
“files™: [

“file-type”: HTML document, 150-8859 text, with very long lines,
ith CRLF, LF line terminators¥n”,
| “sha256”: OfaffSeh7Tcea

]

<fiﬁdicatoriDescription>

4 HFT 5 STIX OF (—HEHFy)
~OIGEGE, RN PING OEHE, I OEEEN
robots.txt DFEAMEEZEIR L T\ 5. F£7z, FEMR HITP
A, PING i, 38X robots.txt 23FE L7 2 &, AR
MDEELRD-STZZEEBERLTEY, Zhic kBt
DIRRERCEERE M OREDBMRE A R TZ 5 X
lIzL7z.
432 £H\M

HHFH T, %/XTATMW B L 7o e Hrhs
THHT LR 2 @7 +—~ v hCTHAET L. AEIIEE
T7H4—<v hELTSTIX 1x[17], H£HIHNS 1 k=
L& LT TAXIT 1.x [18] Z&#IR L7z, ZOFE, TAXI H—
sNE LTI, Soltra[19] & e,

Fo, WHEHEZHNTHET S STIX O EK 41277,
B 4 R U72BiE, Akl s 2 7 A oBLHIRE R 2 STIX
Lx OFRIZHE b DO TH S, ZOFE, BHHRFEIENRE7e
Description 7 « — /b NIZBLHIFER A4 JSON FEA TR L T
V5. monitoring % —LL T @ input (Z URL, domain-name (C
FQDN, ipv4-addr (ZHFE RAA DAL a—REWVWHET
B OB M A FLE L T\ 5. F iz, dst_port 12— hE5,
CHLMIEED User-Agent 2%, BHIRFOFREHE A 2
DNTHFRHLTWD., IHIT, D7 41—/ FHIZA
— X Aza— K, HTTP GET OfRELNIZa Ty D7
7 A IVE A 7R SHA256 /~ v 3 =, PING JinE DA &, B
& TF robots. txt @ﬁﬂf’% g R S L’C?E%Z LTW5

User-Agent |

ZOXHTLT, BEIEHRZROI; 7¢~7/%%@
mboolw%%ﬂﬁéﬁ/xTA B B RYT - LGS
HoOAIER Rt %X 5.



IPSJ SIG Technical Report

#& 1 BRI PR ORT—F 23— FoHIE

AT —HAa— K | B HE (%)

WRE TR L 2,409,786 87.8126371
404 199,305 7.2626771
200 109,019 3.9726540
403 15,668 0.5709421
301 9,941 0.3622502
500 367 0.0133735
302 103 0.0037533
408 26 0.0009474
503 20 0.0007288
502 1 0.0000364
&t 2,744,236 100.0000000

* 2 BIWHIEH O AT — 4 22— FOER

ERBHT BBk EE
200 502 1
301 503 15
302 404 2
404 408
408 404 1
502 200 1
503 301 15
5. AL
51 EE

SEDOFERTIE, 4 ETHRNZ3 AT LOT 0 b A
TERFEEL, 2018 4FE 12 NS 2019 4E 2 A OWRER L
oo TORTYIT =T SO REE IO, RER
foe e DR 22 BRI, 35 K OB - o ICT-ISAC @ TAXIL
P—NER LT oA N AREL 72 0, 3.2 Hio i
EMELTWAZ E&2MR L. £/, B - /LT
—HZIZONWT, EhE LZBROEB 2T a et
2, TRE2 ROBLE BIEH FTEEME % MREE L 7.

. 777 URANDOER
s REEOT MNJEa—Tal

ek, ARIOEEERTIE, FxDMAEICATLEHRIE
(FEIZ RAT) W BEERESEENT > AT L% FVCHll L 7= 82
fest & AlienVault OTX 7> B L 7= 10C D& FF 660 1%
BUHRIE L L7-. AlienVault OTX @ IOC (ZBI LTI, #ib
WEZBRL, v~V =274 APT Z Vv —7FEABNEEN T
HHD0ZEHMNIEBE LTS, 51T, Alexa AR L TV
57 78R Topl00 JTHA MIEEND L OIX, WM

FREMEN B B 7= DRI L TN D,

WOENZBWT, EFLOFNETHE L7z 660 #2425

HRZINHE T OBINFE R & LR OFEH ATREMEIC DWW TR D

52 AR

521 RF—HRXa—F

BIAIXI 5 HTTP GET % 5EHi L72BED AT —H Aa— K
DEEER 1ITRT. K 878% TIGE N2, WAED 404
(Not Found) D#J 7.2%TH v, AFHKI 95%D WK IEREE)

© 2019 Information Processing Society of Japan

Vol.2019-CSEC-87 No.13
2019/12/4

RETH-72. L, BV A FOZINEMTHD &
VN STER [20] IR DBUHIE AR DFRER TH -T2, Ez
BAIR G0 5 B 551 11 (59 83.4%) 1E—E HISEN /<,
BLHIBAMAM S CRBEICEE I L TV, H 2D WIRAEFHR A
O THWLED THoZEDOEENEZOND. ZDZ
LMD, WEFEOZEHEBIIT 5LV IBENGIE, WH
$<$%&tmL%%ﬁbﬁm%ﬁi@#mibmk%
5. Fie, 777 VA MNILDEEEROBEND
#Ei?y?UXFK%ﬁéht%@f%,%@%<#W
TINDH, RERYA F2 U X ELHIBRL, VXL
DOIEKALZIHTHONREE LW ENEZD.

wiz, BHBEPICAONEAT —F A a— FOEBIC
DOWTC, BERIOAT —X A a— K, BEHEORAT—F A
a— K, BLOBH S ZEEER 2187,

503 (Service Unavailable) 7% 301 (Moved Permanently)
WZER LB, 3 A FAEREHIC 503—301—503 (2
BELTEY, 222301 OMHIEFR%ED =7 Y (web
TV NVDRAT— R 7 3 —Ah) PEEINTWZ, 202
EDND, MLENOBETH T[N H D NHIEIZIEE
57872, 404 (NotFound) 7% 302 (Found) (2R L
tmfi RIBREEDH A b & —FICHEDO ) XA L

WIERA LD TRV LRI N DD, SRIOFELET
i)?%vﬁb%if STWRNWEZD, MIETHIZED
ol TOXHIE, BMIEILIEELRPoTEHOD, %
o#K%&%@ﬂﬁwéﬂt.% A OB, F%EDOE
BREFHICATCTHEZ D, RILHEBIZESZHDOT
HOLFREMERDH Y, BEREREHAWD Z LI LK BEED
TRV Ea—vaOaEERSD EF R 5.

UlkoXoiz, I8EEMAWi77 v 7 )X NEHAREN
%%%%ﬁ%%“t?%)tlﬁya/ﬁ%@# WTE
7=, A1%1E, VEA LT NEDOBIMEOBEEIL RS A LT
ECREE DS W ERE L E O TS T A TETH S.
522avTrv

T ZTIE, BUHISIC HTTP GET % i L 72 BRI, A
INTZar T oI oNnTlhRs. £9, a 7Yoo
vV a iR LI E A, REOa T Y BNEEOR
e CBl SN (3K 3). 20% UL, 2207 7 A L (#11),
Web —/3« CMS OF 7 /b k b v 7= (#2, #12,
#13 %), Apache % (ZfE &7z Not Found &#/m9~X—
(#3, #5, #6 %) %, BRI STV ARV DERT 2
VTV Est. E£, #71%, HDH L XY —30 Not
Found Z/RTX—UThHY, BEIFHEDOF v X—1T
Sz URL BEASMHT WL T2, 2 S BRIC BB I
FASNTHRNR—=UTHY, 77 v 7 U2 b HIER
T2 MEDLOHB BN 72 D LHER SN D,

F7o, #0E, M SITRT RO RV IR bt E
EEHLEZN—=UTHY, Zhb 7Ty 27 U2 Mol
T HENEDOLIMMEHZ 2D 5 BEHRTHDLES R 5.



IPSJ SIG Technical Report

£ 3 HROERELICHT W -3 Ty

# | 2T YO SHA256 Ny v = (JiEH 32 F) *?HVt
ek

1 132fcc07495b5d5al1d921e8al1d9a593*

2 370bed5£65276b3b8ded2a29%adfbl220*

3 46£105d18a3321e7b3422513cle68d82*

4 56e6968a127729565d6170d784e60bb5*

5 70c65bd0e084398a87baa298clfafa52*

6 7da7df6b2ae25a2b32a494daceal2c51b*

7 2a64e22b9d64df3b91b0d61£263f5bad*

8 b42e9ce5a8a3df69af95b1£516139db7*

9 c9£f593b156a25a319c453cea92£94d94*

10 e36ebeffa3a0b9340b8f6a938617062f*

—
—

e3b0c44298fclcld9afbf4c8996£fb924*

12 €6134491cblcd3e211b94d20b48482ca*

13 2c3adc6b6fb69d3ade7b75b64e913dco*

14 38ffd4972ae513a0c79a8bed573403ed*

15 5b80b1566219a6c3321bl4127ebae23f*

16 9278d16ed2fdcd5dc651615b0b8adceb*

17 9ec2f0698f1c3497de39a192ddlc3f3e*

18 9f89814b48fc3249bf67a8a6e4439d97*

19 c5b7¢193086290b978c98965e661£f3b5*

20 dc1d54dab6ec8c00f70137927504e4f2%

W WD W [N N[ W N[O [N |B [N [W [ [ (W]

21 6de80cal9e2cfba24c73£fd498c3chbfle*

< (CENOR

v €

I

sinkhole

5 T HR—FER— T DO
SHIT, #19 1%, HOMEHEON—V A LI VT
STEY, FarT7 VI < 2 2O EE, il
RIZEDO~NT =7 &ML TNV EREDHD LD TH-
2. ZOZENSWEERE, R USRS L —T
PDIEHLTCWAREEERH Y, a7 Y EHNWSZ LT

LDHBEEOT M) Ba—ray OEERS D EE2 5.

riRokoie, a7V ERALET Iy 7 YA RO
EHSKBEEDOT N Ba—va % Konrokxal
T4 AR =3 ~OIE AR ERR T E T
5.2.3 TNt

PING J&ZITHOWTIE, #on DR EICB N T, —EH
MORISER DY, ENLSOHIRITIGE R L &) FEG
BHEREN TS, Zbid, BUROUERICEE LT, B
FEOA T INER LIREREMEIND. KEG LR
DOFIRERZDZEICED X2V T 4 AN —T a3
DIEM ZRET L T <.

Fio, RO LS ICEBEOEICZ—Y 2 FERE LR
b OO, SENIERICISE ZE 2 DR ITEN T X )
7=, [FFRIZ, robots.txt FSROEE G RN hotz. 2
DERDOOESE LT, Bl —Y = FERE LT

© 2019 Information Processing Society of Japan

Vol.2019-CSEC-87 No.13
2019/12/4

o -
@ o
*®

o
o

inactive rate

-
041 o
! a
0.2 q
L A
°
A
0.0 q l A A
T T T T T T
0.0 0.2 0.4 0.6 0.8 10

M 6 B OEEG L DarT Y ORI
EOENL L RN LR bNns. AR, KEiOWHE#®
W7 Ty 7 YA MERRST P Ba—va ilawbdd
LITHERTE R b 0D, A% OB EIEALE
T, SIEHERBRTOSITZITS.

6. MR

6.1 JEMA%

ZITUE, A N—KERTILE PF 2T DD
il H RS LB SR OVE B I DWW TR 2.

it SC AT o A 7 A THIT U 7o R HEfe O % B v 5
RIETHEET A EICEY, 7797 VR MNEERSEDH
UL CTE D, AT, MBS 2T A TOEHRY
RBHRERLIEET D2 LIC X0, S REER O EE (B
BRAE, IRILIRAE, v o 7 F— V) (LS TT T v )
VA NOEHOHW 3 TEr L& s, £, 5k
Wik ~_7z k9T, R OBITG CCEET v v
V= TRREERAT T 2 LI LY, RO M Bz
BRLWRMELH D, el SEIBHEILZT—XI1%, kb
DY MWS 77—ty hO—#é LTHREEL T 5.
6.2 ¥4 FDRE

EPF X, AhRo@ v BIE Y1 FOBEKES=
YTUYOEIZERLTT T v VA NOEH SRS &
M5, 5T, BERESE(LE T X TAFTHRET D Z
EIFBLENTIERY. 2T, REITIE, BEpRE S £
WCER L7 A O REEEZRFT 5. Mmiticbhiz
D, YA NMEOIBEFRL 2T Y OFEHEFEEZK 6
WZ7my MLz, B, EAENOEIXI TR (1) &

(X2) TEH L. 2T, Z{bEET HTTP GET ~Dli
ZTKE LT fuzzey hash O —FETdH 5 ssdeep Z HW T/ v
VafEEREEL, Btk DA E D Z & T change
ratio & L CHEH L7z,

inactive period

y= GL1)

active period + inactive period

W'IE

0 (the number of change = 0)
x = change ratio ) FH2)
the number of change (otherwise)
b REL 5 BT AVICHEHARER Z L BRFHAIND .
1 LT : HFBEE=0, FHEIE=0 L, #)




IPSJ SIG Technical Report

BHHMPRFICEH LB, »oarT Yot
BWNLONZ ZICHTUTE D, BARICIEFS AT 4 v
TH—=NROF T 5 ) b= DRy v 7R = NEENT
Wo. E7, SENIBIGANER L S DRMEY A R b
ARITIAVIZEEND LHERIND.

2. KT EREEE=0, FHE(E<0S5 G, #H)

B FEICEH LB, oL LELTWD
HONZ ZIZYTIHED. flxi, FAEETe~—TIZ
BOWTHROLELIZL ) b ORBHEIS .

3. Kb IEBREE<0.5, FHEE<0S5 (=4, &)

2, B - E LB L TR oL &
OO THEGFHBNEL hoa T YN | FEEO R TE
(bR EEHTE R S>T2bDOREENDS. ZD5h, %
FHIT A R BIERBREIREE) D BRI AL L b DT
HY, WEBOIKETH D ATHEERSH S.

4. 5T EBEE<0.5, FHELFES=05 (=4, K)

BEENEL, TORTELD DD P OE(LFENRKE
WENEEND. BEMICIE, BERIIRAT 4 v S At
@ domain reserved (= 27 2 AE DIV TV 72U VIRTE
DON—=URRMY A N2 L= T, —EHEN
DS Da T Y BEITHNZSED TH - 7.

5. F b FERMBFE>=0.5, FEHELFES>=05 (EF, )

KA T A VIR, EHIEATE Web $h—/% (IIS, nginx
H) OFT 7 AN bRX—=URNHBL LI, BloarTr oy
ICEEBboTLOREEN TV, b iE, eSS
DHWBEREZ T oo RICARMD a7 Y 2 3E LB
BRBH SN b0 L HREIND.

FREY, EBEEHORE L2y T Y OEERICE
HTHZLTYA b2 5T IVITHETE D & DR
TE7. ASCHOERICOWTAER bRTTEEIT T L.

6.3 B|AlCHITZBREEE

SlENY, BE LR 660 OEfSEIIKL, =—Y = MR
BEOFREMERESE & 258 L 4 BRI B 2 e L 72
IIT, RbEREVWLOIT I KRETEOMEELEX D &
WO HE [3] bdH Y, BRIFBIC OV TIMRFT ORI &
5. —HT, AENE, REEBGEIC Lo TREZE(ARF AT
DRI DL  IpinoTe. ZOERNE, BEEORWRE
DADIEE BV R ERIEIC S DR e A B L T
D, ORI OME L Z X R o Tev EEZLND.

F7, WBREOIN—VY U T EITHIICELTE, L%
K OXNGEBIL, BHMEOI Ly VERHETHZ &
WEHETH LA, ARG LT 660 thTIXA Ly U0

FEEE AW

FEMEERRLT A0, ==V FOMREETE L E
DIBHMBERORNALE THDL EEZLND. X
T, B R O KBTS BEEE ORI EE LW EF R D.

6.4 Y O—F%24

BEENH—F v ICLDEMEY A MO EIES

© 2019 Information Processing Society of Japan

Vol.2019-CSEC-87 No.13
2019/12/4

LFEOOEDIL, WEHNBIZOHBEEDOH DY A M aHk
RL, VUV —Fx 2G5O HEIIImE YA
FEERRTDEZu—F% I Nb5. BERNATEOOE D
W2, =7y P LTWAREDEHIZK L TOAEED S
2arT UV EEATDLEND FERD D, MBI 2
T A%, AR EHEOEICEN = —Y = FEERE L
TWA7), KPRIEICRH L TEmMEEZAE L TCWVnD EE25.
L MoFELELTIS—FYyORETHIP T L%
7T w7 UAMEL, ¥ET RLADDLOEEICIEEE
YA FEFRTRTHEVILDRHD [21]. ZOFEDLH
2, B AT 20—V NERT T w7 U A b
Wz eni-Ga, BRI T 2R H 5. £7-,
BRI BV, v VD = TSR LR P 7
RLZIZH L COREEDOH D 2T Y iR FIEOLF
ELRBENTWD [22]. BURO WA N—K @iy 44 PF
E~ LT = VIS DR (B dofiftr o 27 L) Lk
B Z1T 9 MR GBI AT ) OIP 7 LA TR
B0, AFECL->TYH, BllzESNLY 5.
I L il e—2 =2 h D IP 7 R L ADOER
HI72 288, BB LTIt o A7 b 7+ U —
Mmoo b U BguiinR L B RD 1P 7 KL 2DH
—WEHTHLEEZOND. W7 ue—F TMEEmEd
HHEREL LT, ZTABIZOWTHEBBEE L TWnL.

6.5 BEZLMHER
SEIOBRTIE, A& —Fy MZAHIH TS KA
FZxt LT, HTTP GET *° PING & X 9 2@ F o ¢
HEL D DBEEIT-TRY, BEEZRF- WG IXENML
TWieW, F, A L7 L9512, Alexa 72 7 OV
AR EFRTIA NV ARELTEATAZEIZLD, FHER
RO BHEDOY A F~DAF v U EBET TN D &I, &
A M LC—EMBE T CGEEEZITY Z&I2LY, #
F2 AR ZRET TS, EBHIT, AF ¥ UHIIZ robots.txt &
BL, 7e—J%2ERT AR boTHEE, Ay
VELTO TR,
7. BEEHE

B A N—BBAEAT A PF I2OWT, AR TRA7-NE
WBET 26D & LT, LUFICRTHN - BHERH 5.
FT, EHRMITI VAT LADI I, AT T B AR
FEE R T 5 FiEE LTIE, ~ vy = 7 OBIRT
N D, PERAT Y A7 A L LTI, Jiik @ Cuckoo Sandbox
12/ %z, Ether [23], CWSandbox [24], 33 2 O} TTAnalyzer [25]
ZnNdH 5. AElE, Cuckoo Sandbox ZFIH L=, Zh b
DY AT W GTefOfNT L 2T D EFIHT 5 2 Lok A
EbEDLZLELAETHD.

F Tz, REHERLIZ OV Tk 2 BLIN A 1TV, £ O%F
MERET DG EONFET D, Uk [3] T,
43,000 ffo~ LD 2T Xy a— R A M 1.5 Filbic



IPSJ SIG Technical Report

STHML, ESAEFRLBVIET LD REFEN AT
ZEEPHRESN TV D, REOREIE, R [4] (B0
THHMESNTND. F£72, TR [5] TIE, —EEBICH]
MLERy bxy PERlOBEX v o= THRAMT S

WO OB A T IOBIARDDL Z ENRBESNTY
5. T LTeMEDHFIEL, REY A NOREEIRZ 51T
I, MR RBIIAEE CTHLZ L aTRB LTS, —JF
T, BWETIEENENTHBINEITD VAT LEHBEL T
BY, POBIHRONEL NFTITO%, BIICEDSE
TIZZ < OHIERZIT> TV D, KTk PF I, #
BT A7 b & DI LY, B S OINE % 4
T5 e, BARREZIEAET L LIk, MkETo
VAT DEFEEAREIC L0, e ERTHICET D
HHRE A TRBET 2D THD.

HHILAEBICONTYH, ATRDO LS ITEN>2H 5.
Facebook ThreatExchange [10] , Defense Industrial Base
Cybersecurity Information Sharing Program [11], ¥ X O
Automated Indicator Sharing [12] 1%, Z AL DN AR
TREEOBWEREZ AT IR TH L. ZNbOM
FEA &I IRHRETIZ, AlienVault OTX [13] <° IOC Bucket [14]
DL, 10CELAT LTV v I A bH L. T2
2L, ZThboidkik Lz ko1, EMERNHHT L7-fF#RT
HHTEME, HBRMEIZRPRRIT D AR H L. Afa TR~
TENEE, b, B, BXOEEETEABHTITIZ L
W&y, HREOEWEREEIEL, LoD E
HrxMTET2b0THD.

8. BvYIc

ARTIE, vV T =T DO AREREGEZHE L, Mkt
BB 2 &3k, B R 2T st Tha 35
LTk, HEOMBRCEAVIEZ TREL T 5 A N —
KR 46 PFICOW TRz, F72, MPFDO S B, R
TR~ =T O L, MEBRIC BT 2 &3k
CZDORREIATHETOYAT AICELT, #ite*E
HrR~To, F7z, RVATLOT 0 oA T HFREL,
660 DO RFERLE LK 3 » A BN L 7ZfiR, BB;ED
ThIEa—vayOmERRLT 7 v 7 VA FOER LW
> 712 [F PF Of A ATREME D MlERB T & /2.

AFaTIX, PF OWRERTH D 3 VAT KON TIER
T3, Ak bAKBAICHEREIL IR 21T > T <. £, Al
OBANE, BT =2 Z VWb DICEE- TN DT
B, 5%, XYV KREELRT -2ty hEHWTERE E
T DTFETHD.

WEE

NI = S ES VR e RPN [ S L R e 2 o
N AT HMTEE] TER LSO THD. KIF
RHEMED DITH T > THMRIE & )& TEW T2 BRSAL
RS BEHH L BT S

© 2019 Information Processing Society of Japan

Vol.2019-CSEC-87 No.13
2019/12/4

BEXH

[1] FeAMET, SFRELL, MEHEDE, TIEN, ML, <FH
Bl : ~ VY = THROTOOWFTAT — 47 > F~MWS
Datasets 2019~, fHLEERTTEHE, Vol. 2019-CSEC-86,
No. 8, pp.1—8(2019).

[2] Zhao, B., Z., H., Ikram, M., Asghar, H., Kaafar, M., A., Chaabane,
A., and Thilakarathna, K.: A decade of mal-activity reporting: a
retrospective analysis of internet malicious activity blacklists, in
Proceedings of the 14th ACM Asia Computer Communication and
Security (ASIA CCS '19), pp. 1 —13 (2019).

[3] Tanaka, Y., Akiyama, M., and Goto, A.: Analysis of malware
download sites by focusing on time series variation of malware,
Journal of Computational Science, Vol. 22, pp. 301 —313 (2017).

[4] ZRREE BT A b R AL CORBBIHRERICESLS 7T v
27 U Z MRIOBENECBT 5 —E%, arEa—Ft%alT
S T VRT T L2013 FSCHE (CSS2013), pp. 376 —381 (2013).

[5] Chang, W., Mohaisen, A., Wang, A., and Chen, S.: Measuring
Botnets in the Wild: Some New Trends, in Proceedings of the 10th
ACM Symposium on Information, Computer and Communications
Security (ASIA CCS '15), pp. 645—650 (2015).

[6] Unit 42: New Python-Based Payload MechaFlounder Used by Chafer,
available from <https://unit42.paloaltonetworks.com/new-python-based-
payload-mechaflounder-used-by-chafer/> (2019-06-27 accessed).

[71 ZDNet: #1 A~V RF—, HARZIM D A N—KBERE--K
EBUFORIGIC S LR, AFHE
<https://japan.zdnet.com/article/35111882/> (20190724 77 A) .

[8] FHETHERC, EMERERD, HEH M, SRR, REEH L, JFEX
Ir, BT, BAR B V=T Ny 7T RLARRESND

FAA L OEFBIN L D17 =7 OIEF T, EFEHR
EEFREMFAES, Vol 114, No.489, pp.376—381(2015).

[9] ICT-ISAC : ¥ A N—KEDIENT AT 7= I S B3
B FEFEFEHEIZOWT, AFSE <https//www.ict-
isac.jp/news/news20180629.htmI> (2019-06-27 7 7 & R).

[10] Facebook: Facebook ThreatExchange Overview, available from
<https://developers.facebook.com/programs/threatexchange/> (2019-
06-27 accessed).

[11] DoD: Defense Industrial Base Cybersecurity Information Sharing
Program, available from <https://dibnet.dod.mil/portal/intranet/>
(2019-06-27 accessed).

[12] CISA: Automated Indicator Sharing (AIS), available from
<https://www.us-cert.gov/ais> (2019-06-27 accessed).

[13] AlienVault: Open Threat Intelligence, available from
<https:/otx.alienvault.com/> (2019-06-27 accessed).

[14] IOC Bucket, available from <https://www.iocbucket.com/> (2019-
06-27 accessed).

[15] Cuckoo Sandbox - Automated Malware Analysis, available from
<https://cuckoosandbox.org/> (2019-06-27 accessed).

[16] INetSim: Internet Services Simulation Suite, available from
<https://www.inetsim.org/> (2019-07-31 accessed).

[17] MITRE: Structured Threat Information eXpression (STIX™) 1.x
Archive Website, available from <https://stixproject.github.io/>
(2019-07-31 accessed).

[18] MITRE: Trusted Automated eXchange of Indicator Information
(TAXII™) 1.x Archive Website, available from
<https://taxiiproject.github.io/> (2019-07-31 accessed).

[19] Soltra, available from <https://www.soltra.com/en/> (2019-06-27 accessed).

[20] Akiyama, M., Yagi, T., Yada, T., Mori, T., and Kadobayashi, Y.:
Analyzing the ecosystem of malicious URL redirection through
longitudinal observation from honeypots, Journal of Computational
Science, Vol. 69, pp. 155—173 (2017).

[21] Zeeuwen, K., Ripeanu, M., and Beznosov, K.: Improving Malicious URL
Re-evaluation Scheduling Through an Empirical Study of Malware
Download Centers, Proceedings of the 2011 Joint WICOW/AIRWeb
Workshop on Web Quality (WebQuality '11), pp. 42—49 (2011).

[22] Mansoori, M., Welch, 1., Choo, K., K., R., Maxion, R., A., and
Hashemi, S., E.: Real-world IP and network tracking measurement
study of malicious websites with HAZOP, International Journal of
Computers and Applications, Vol. 39, pp. 106 —121 (2017).

[23] Dinaburg, A., Royal, P., Sharif, M., and Lee, W.: Ether: Malware
analysis via hardware virtualization extensions, in Proceedings of the
15th ACM Conference on Computer and Communications Security
(CCS'08), pp. 51-62 (2008).

[24] Willems, C., Holz, T., and Freiling, F.: Toward automated dynamic
malware analysis using CWSandbox, Security Privacy, IEEE, Vol. 5,
No. 2, pp. 32-39 (2007).

[25] Bayer, U., Kruegel, C., and Kirda E.: TTAnalyze: A tool for
analyzing malware, in Proceedings of the 15th European Institute for
Computer Antivirus Research Annual Conference (EICAR), (2006).



