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Abstract: In the industrial control system supporting social infrastructure such as electric power, railway,
water supply, and gas, security measures similar to those of the information system are required. Business
operators operating the industrial control system need to correctly recognize cyber security risks for the en-
tire business and implement appropriate security measures. However, the social infrastructure system has a
large business scale, so it is difficult to understand the overall risk of the entire business. Also, it is necessary
to analyze considering the characteristics of the industrial control system. In response to these issues, this
paper proposes a risk analysis method at the business level. This method efficiently extracts the risks of
the entire business, understands the business/system that should be taken preferentially after overlooking
them. In this method, general-purpose business models are defined using inputs, outputs, people, systems,
equipment, standards and plan components. Also analyze business risks analytically from the viewpoint of
HSE & B (Health, Safety, Environment, and Business) to be considered in the industrial control system.
Furthermore, we show that our method can be utilized by comparing and evaluating risk extraction and
evaluation method of this proposed method and conventional method.

Keywords: social infrastructure system, industrial control system, cyber physical system, security design,
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Fig. 3 Outside business model.
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Fig. 4 Example of outside business model of vehicle manufacturing business.

AB/

FRAE - 5HE
-Gy Bz
%E*ﬁff@ %Effﬁi?@ %Eff%i?@
AL Hh AR wh AR HH

— HH

A IT/OT 12

A IT/OT 12

A IT/OT i

SAThRE FHiERF JAThRE FSRF JAThRY FiSRE
A Lot mE IT/OT ‘i A Imjor e
SATh BB SAFh  AEE VAFh BB
5 HENETIV
Fig. 5 Inside business model.
SESTE
sTmEEEE |
ARAE - SHE FRiE-HE ARFE - SHE
A HxX & AA Hh &HE AD Hh  EE
g —— E— = =
HEE
A IT/OT ¥ A IT/OT e A IT/OT wEm =R
YATLEE RERE AThEY miERE JAThEY WEEE
TE TEEE B VrzE s #Hiz HE WEaEE
EHEE A7k - yATh  EKE BEE ik BB
M 6 HjHEEREEDOHENET I OH

Fig. 6 Example of inside business model of vehicle manufacturing business.
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Fig. 7 Types of business risk.
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Table 2 Difference between information systems and control

systems.
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Table 3 Example of definition of impact level.
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Table 4 Examples of risk level criteria.
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Table 5 Example of estimation result of risk level.
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Table 6 Identifying the relationship between business risks

and components.
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Table 7 Identify relationship between business risk and pe-

ripheral business.
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Table 8 Identifying relationship between business risk and

business.
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Table 9 Example of extraction of the factor of business risk.
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Table 10 Comparison on comprehensive business risk extrac-

tion.
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Table 11 Evaluation from the perspective of risk assessment.
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